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Building  a  New  Command  in  Cyberspace 


Cybersecurity  is  vital  to  our  nation.  Part  of  our  task  at  US  Cyber 
Command  is  ensuring  that  our  nation  understands  what  it  is  that  the 
White  House,  Congress,  and  the  Department  of  Defense  have  charged  us 
to  do  and  why  it  is  so  important  that  it  be  done  well.  Constructing  a  new 
command  while  conducting  operations  is  quite  a  challenge,  especially  in 
a  time  of  rapid  technological  and  policy  changes,  but  this  new  command 
has  produced  results  that  have  made  our  nation  stronger  and  more  secure 
and  has  already  returned  cybersecurity  dividends  on  the  investments  of 
time  and  resources  dedicated  to  its  creation. 

The  Road  to  Full  Operational  Capability 

US  Cyber  Command  achieved  full  operational  capability  (FOC)  on  31 
October  2010  as  a  subunified  command  under  US  Strategic  Command 
(USSTRATCOM).  The  road  to  FOC  culminated  roughly  according  to 
the  timetable  prescribed  by  the  secretary  of  defense  when  he  directed  the 
establishment  of  the  command  back  in  June  2009.  Initial  operational 
capability  (IOC)  was  originally  projected  to  have  been  reached  that  October, 
but  that  date  slipped  to  May  2010,  when  my  nomination  to  serve  as  its 
first  commander  was  confirmed  by  the  Senate.  We  put  the  months 
between  October  2009  and  May  2010  to  good  use,  however,  building  a 
consolidated  staff  to  merge  the  two  legacy  organizations,  Joint  Functional 
Component  Command  for  Network  Warfare  (JFCC-NW)  and  Joint  Task 
Force  for  Global  Network  Operations  (JTF-GNO),  which  together  be¬ 
came  Cyber  Command.  We  also  outlined  the  tasks  needed  to  move  us  to 
FOC  once  the  clock  started  running.  Though  the  interval  between  initial 
capability  in  May  and  attaining  full  operational  capability  in  October  was 
only  five  months  instead  of  the  planned  12,  we  were  able  to  attain  several 
goals.  Moreover,  we  did  so  while  accelerating  the  tempo  of  daily  opera¬ 
tions  that  had  been  established  by  JTF-GNO  and  JFCC-NW. 


Editor’s  Note:  In  March  2011  GEN  Keith  B.  Alexander,  USA,  testified  before  the  Elouse  Armed 
Services  Committee’s  Subcommittee  on  Emerging  Threats  and  Capabilities  on  the  progress  made  in 
establishing  US  Cyber  Command.  This  commentary  reflects  his  statement  on  that  occasion. 
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Despite  the  compressed  schedule,  the  consolidated  staff  at  Cyber  Com¬ 
mand  accomplished  a  great  deal  by  October  2010.  We  established  a  joint 
operations  center,  transferred  operational  control  of  the  JTF-GNO  mission 
set  to  Fort  Meade,  Maryland,  and  stood  down  JTF-GNO  s  24/7  watch  center 
in  Arlington,  Virginia;  these  steps  helped  USSTRATCOM  disestablish 
JFCC-NW  and  JTF-GNO.  The  latter  task  took  a  considerable  amount  of 
planning  and  careful  orchestration  because  JTF-GNO’s  activities  and  work¬ 
force  had  to  be  transitioned  from  Northern  Virginia  to  Fort  Meade,  while 
ensuring  that  the  daily  functioning  of  the  DoD  information  networks  continued 
unimpaired.  We  established  effective  operational  command  and  control  pro¬ 
cesses  for  the  consolidated  mission  sets.  A  joint  intelligence  operations 
center  was  established.  Our  service  cyber  components  were  formally  as¬ 
signed  to  USSTRATCOM,  and  we  continued  building  relationships  with 
key  partners.  We  embedded  liaison  officers  at  the  combatant  commands  and 
set  conditions  to  expand  their  presence  in  larger  cyber  support  elements.  We 
deployed  expeditionary  teams  to  support  operations  in  Iraq  and  Afghanistan. 
We  also  made  progress  in  our  support  of  operational  planning  by  the  combatant 
commanders  and  in  building  processes  for  them  to  issue  requirements  for  cyber 
support.  The  command  accomplished  all  of  this  without  negative  mission  im¬ 
pact,  keeping  the  department’s  operations  secure  while  making  the  transition 
transparent  to  users  of  its  information  systems. 

The  command’s  fiscal  year  2012  budget  is  projected  to  be  $159  million, 
and  our  workforce  at  that  point  is  slated  to  be  464  military  personnel  and 
467  civilians,  for  a  total  of  931  employees.  This  team’s  overall  mission  is 
to  plan,  coordinate,  integrate,  synchronize,  and  conduct  activities  to  direct 
the  operations  in  defense  of  specified  DoD  information  networks  and  be 
prepared,  when  directed,  to  conduct  full-spectrum  military  cyberspace  opera¬ 
tions  to  enable  actions  in  all  domains,  ensure  US  and  allied  freedom  of 
action  in  cyberspace,  and  deny  the  same  to  our  adversaries.  Last  but  not 
least,  US  Cyber  Command  continues  to  build  synergy  with  the  National 
Security  Agency  (NSA)  to  take  advantage  of  the  NSA’s  infrastructure  and 
expertise,  which  remain  crucial  to  our  progress.  Our  collocation  with  the 
NSA  allows  the  government  to  maximize  our  collective  talent  and  capabilities. 

Current  Perspectives 

Our  leaders  from  President  Obama  on  down  have  spoken  of  the  impor¬ 
tance  to  our  nation  of  preserving  our  security  in  cyberspace  and  maintaining 
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our  freedom  of  action  in  this  new,  unique,  man-made  domain.  We  face 
many  challenges  in  doing  so,  especially  in  light  of  recent  developments. 

The  cyber  threat  continues  to  evolve,  posing  dangers  that  far  exceed  the 
2008  breach  of  our  classified  systems  that  Deputy  Secretary  of  Defense 
William  Lynn  described  in  his  Fall  2010  Foreign  Affairs  article  as  a  turning 
point  for  cybersecurity.  Our  nation  now  depends  on  access  to  cyberspace 
and  the  data  and  capabilities  residing  there;  we  are  collectively  vulner¬ 
able  to  an  array  of  threats  ranging  from  network  instability,  to  criminal 
and  terrorist  activities,  to  state-sponsored  capabilities  that  are  progressing 
from  exploitation  to  disruption  to  destruction.  While  we  have  not  suf¬ 
fered  disastrous  or  irreparable  harm  in  cyberspace  from  any  of  these  risk 
categories,  we  must  be  prepared  to  counter  these  threats. 

Both  external  actors  and  insider  threats  pose  significant  challenges  to 
our  cybersecurity.  No  state  actor,  of  course,  has  admitted  to  launching 
disruptive  cyber  attacks  on  another  state.  Yet  incidents  have  occurred  that 
look  a  great  deal  like  such  attacks.  The  cyber  assaults  on  Estonia  in  2007 
spurred  the  United  States  and  our  NATO  allies  to  deliberate  regarding 
what  in  cyberspace  would  constitute  an  “armed  attack”  on  an  alliance 
member  that  would  trigger  the  North  Atlantic  Treaty’s  provisions  on  col¬ 
lective  defense.  The  following  year,  the  invasion  of  Georgia  coincided  with 
precisely  targeted  cyber  attacks,  marking  one  of  the  first  times  we  have 
seen  such  “cyber  supporting  fires.”  The  coincidence  was  so  perfect  that  in¬ 
dependent  observers  concluded  there  was  no  coincidence — that  the  hackers 
who  temporarily  crippled  the  Georgian  government’s  response  and  com¬ 
munications  with  the  outside  world  had  practiced  their  assaults  and 
responded  to  official  cues  when  they  mounted  them  for  real. 

We  have  recently  seen  Internet  access  manipulated  or  curtailed  by  govern¬ 
ments  to  suppress  and  disrupt  even  peaceful  protests  by  their  own  citizens. 
In  addition,  we  believe  that  state  actors  have  developed  cyber  weapons  to 
cripple  infrastructure  targets  in  ways  tantamount  to  kinetic  assaults;  some 
of  these  weapons  could  potentially  destroy  hardware  as  well  as  data  and 
software.  The  possibilities  for  destructive  cyber  effects,  having  long  been 
mostly  theoretical,  have  now  been  produced  outside  of  the  lab  and  are 
proliferating  into  national  arsenals  and  possibly  beyond,  moving  them  a 
step  closer  to  intentional  use  or  accidental  release.  Segments  of  our  nation’s 
critical  infrastructure  are  not  prepared  to  handle  this  kind  of  threat. 

We  also  watch  with  concern  the  growing  capabilities  of  nonstate  actors. 
The  threats  we  see  here  are  asymmetric,  meaning  that  comparatively  new 
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or  lesser  players  can  cause  effects  commensurate  with  state-sponsored 
actions.  Although  individuals  with  computer  skills  have  independently 
shown  that  such  attacks  can  be  launched  by  even  a  lone  actor  with  a  lap¬ 
top  and  a  motive,  we  are  chiefly  focused  on  terrorists  and  well-organized 
cyber  criminals.  The  former  continue  to  grow  more  proficient  in  using  the 
Internet  as  a  medium  for  recruitment,  coordination,  and  other  activities, 
and  they  are  becoming  ever  more  sophisticated  in  doing  so.  Cyber  criminals 
are  more  interested  in  the  theft  and  exploitation  of  sensitive  data  that 
can  bring  them  a  profit,  either  directly  through  fraud  or  identity  theft,  or 
indirectly  through  the  pirating  of  intellectual  capital.  Indeed,  observers 
such  as  Senator  Sheldon  Whitehouse  and  a  bipartisan  team  of  colleagues 
last  summer  called  this  “the  biggest  transfer  of  wealth  through  theft  and 
piracy  in  the  history  of  mankind” — a  transfer  that  has  significantly 
lowered  the  cost  for  potential  adversaries  to  close  and  counter  our  techno¬ 
logical  lead.  Such  activity  is  crime,  of  course,  and  belongs  more  properly 
in  law  enforcement  than  military  channels,  but  when  a  prime  target  of 
such  crime  is  our  defense  industrial  base,  we  in  the  Department  of  Defense 
have  a  role  to  play  in  the  response.  We  also  find  that  state  actors  and  ter¬ 
rorists  can  exploit  the  breaches  and  tools  made  by  criminals,  much  as  a 
dangerous  pathogen  opportunistically  employs  a  disease  vector  to  enter  a 
host.  Indeed,  sometimes  state  and  nonstate  actors  collaborate  on  matters 
of  mutual  interest. 

Significant  security  challenges  also  emanate  from  poor  cyber  hygiene, 
inadvertent  misuse,  and  malicious  actions.  After  all,  even  the  most  astute 
malicious  cyber  actors — those  who  can  break  into  almost  any  network 
that  they  really  try  to  penetrate — are  usually  searching  for  targets  of 
opportunity.  They  seek  easy  vulnerabilities  in  our  system’s  security  and 
then  exploit  them.  Our  own  neglect  thus  makes  us  vulnerable.  Unapplied 
software  patches,  firewalls  left  unattended,  and  antivirus  suites  that  never 
get  updated  even  in  the  US  military  cause  us  serious  trouble,  especially 
when  a  risk  to  one  is  a  risk  shared  by  all.  Now  multiply  those  problems 
across  the  government  and  the  private  sector,  and  realize  that  we  have 
networked  our  vulnerabilities  while  segmenting  our  defenses  among  the 
.mil,  .gov,  .com,  and  .edu  Internet  domains.  Each  domain  (and  often  each 
system)  has  been  left  to  fend  for  itself  against  cyber  actors  who  care  little 
for  legal  distinctions  and  organizational  boundaries.  And  finally  there  is 
the  insider  threat;  some  of  the  largest  security  breaches  in  history  have 
originated  from  the  inside. 
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The  recent  creation  of  Cyber  Command  has  garnered  a  great  deal  of 
interest  from  foreign  militaries  and  the  governments  that  oversee  them. 
We  see  frequent  media  reports  on  nations  contemplating  the  creation  of 
their  own  “cyber  commands.”  This  appears  to  be  a  sign  not  necessarily  of 
a  “militarization”  of  cyberspace  but  rather  a  reflection  of  the  level  of  the 
concern  with  which  civilian  and  military  leaders  around  the  world  are 
viewing  current  problems.  Many  such  steps  are  essentially  defensive,  and  if 
so  many  nations  are  interested  in  improving  their  defenses,  they  might  be 
more  willing  to  talk  about  ways  they  can  reduce  common  threats.  There  is 
a  rough,  de  facto  deterrence  at  the  strategic  level  of  cyberspace.  Although 
no  one  knows  how  a  cyber  war  would  play  out,  even  the  most  capable 
state  actors  seem  to  recognize  that  it  is  in  no  one’s  interest  to  find  out  the 
hard  way.  This  concern  has  led  to  a  certain  degree  of  restraint  by  states  that 
we  deem  capable  of  causing  very  serious  cyber  effects.  Test  optimism  obscure 
real  threats,  however,  we  must  note  that  we  have  no  certain  capability  to 
restrain  the  behavior  of  radical,  non-state  extremists. 

In  sum,  our  adversaries  in  cyberspace  are  highly  capable.  Our  economy 
and  society  have  become  directly  or  indirectly  dependent  on  access  to  and 
freedom  of  movement  in  cyberspace — and  indeed  our  military  is  equally 
dependent  on  such  access — and  thus  we  cannot  be  content  with  a  situation 
in  which  we  are  sometimes  our  own  worst  enemy. 

Working  toward  the  Future 

US  Cyber  Command’s  efforts  and  planning  aim  to  ensure  that  the  DoD 
has  done  all  it  can  to  defend  and  deter  determined  adversaries,  mitigate 
dangerous  threats,  and  address  nagging  vulnerabilities,  so  that  even  our 
most  capable  opponents  will  know  that  interfering  with  our  nation’s  equities 
in  cyberspace  is  a  losing  proposition. 

Our  command  faces  serious  challenges  as  it  comes  together  to  do  urgently 
needed  work  in  cyberspace.  Its  establishment  reflects  the  department’s  need 
to  manage  cyber  risk,  secure  freedom  of  action,  and  ensure  the  develop¬ 
ment  of  integrated  capabilities.  Our  intent  is  to  overcome  the  challenges 
we  face  through  the  concerted  efforts  of  implementing  the  department’s 
recently  approved  strategy  for  cyberspace.  We  will  pursue  resolution  of 
the  capacity,  resources,  and  information  technology  efficiencies  issues  we  face 
through  the  five  strategic  initiatives  of  that  strategy.  We  intend  to: 
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•  treat  cyberspace  as  a  domain  for  the  purposes  of  organizing,  training, 
and  equipping,  so  the  DoD  can  take  full  advantage  of  its  potential  in 
military,  intelligence,  and  business  operations; 

•  employ  new  defense  operating  concepts,  including  active  cyber  de¬ 
fenses  such  as  screening  traffic,  to  protect  DoD  networks  and  systems; 

•  partner  closely  with  other  US  government  departments  and  agencies 
and  the  private  sector  to  enable  a  whole-of-government  strategy  and 
an  integrated  national  approach  to  cybersecurity; 

•  build  robust  relationships  with  US  allies  and  international  partners  to 
enable  information  sharing  and  strengthen  collective  cybersecurity;  and 

•  leverage  the  nation’s  ingenuity  by  recruiting  and  retaining  an  excep¬ 
tional  cyber  workforce  and  enable  rapid  technological  innovation. 

Our  first  duty  is  to  ensure  that  DoD  networks  are  secure.  Doing  so  is 
crucial  to  protecting  our  data,  to  maintaining  our  war-fighting  potential, 
and  ultimately  to  defending  our  nation.  Until  recently  we  all  viewed  our 
networks  as  a  great  force  multiplier — the  magic  that  let  us  put  ordnance  on 
target  and  dispatch  planes,  troops,  and  ships  to  where  they  were  needed, 
when  they  had  to  be  there.  Today,  however,  we  understand  that  those  net¬ 
works  represent  a  serious  vulnerability,  and  we  dread  the  thought  of  some¬ 
one  getting  inside  to  bring  them  down  or,  perhaps  even  worse,  to  make 
a  few  subtle  changes  to  the  integrity  of  our  data  that  will  bring  all  our 
military  operations  to  a  halt.  Without  fast,  assured,  and  safe  data  flows, 
we  will  not  be  able  to  fight  our  adversaries  in  the  way  we  as  Americans 
think  they  should  be  fought.  We  are  not  necessarily  close  to  losing  that 
edge,  but  potential  adversaries  understand  where  it  lies,  and  are  certainly 
contemplating  ways  of  blunting  it  in  any  future  conflict. 

US  Cyber  Command  is  working  to  preserve  that  information  advan¬ 
tage  in  many  ways.  We  are  directing  the  operations  of  the  department’s 
information  networks,  which  knit  together  seven  million  computing 
devices  spread  across  fifteen  thousand  networks.  The  recent  move  of  the 
Defense  Information  Systems  Agency  (DISA)  to  a  new  facility  on  Fort 
Meade  has  enabled  even  greater  collaboration  between  our  two  organiza¬ 
tions.  Cyber  Command  and  the  DISA  collaborate  on  a  daily  basis  to 
monitor  the  functioning  of  DoD  information  networks.  That  work  in¬ 
cludes  the  maintenance  of  sensors  to  detect  and  block  adversary  activity 
in  those  networks,  the  inspection  of  security  settings  and  practices,  and 
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the  investigation  of  real  and  suspected  incidents.  Together  we  are  making 
progress  in  all  of  these  areas,  growing  our  ability  to  stop  intrusions  and 
adapt  to  changing  adversarial  practices  almost  as  fast  as  they  evolve.  The  new 
sensor  capabilities  we  are  deploying  and  the  aggressive  inspection  regime 
now  coming  together  will  improve  our  situation  even  more. 

We  also  plan — in  partnership  with  the  NSA — the  defense  of  specified 
DoD  information  systems,  knowing  that  we  have  to  stay  ahead  of  the 
cyber  threat  in  technological  terms.  Here  US  Cyber  Command  and  our 
partners  in  the  department  are  working  on  ways  of  shifting  to  a  different 
and  more  defensible  architecture  for  providing  information  services  to 
users.  A  year  from  now  we  should  be  well  on  our  way  to  having  a  hardened 
architecture  proven,  deployed,  and  providing  a  new  level  of  cybersecurity. 
The  idea  is  to  reduce  vulnerabilities  inherent  in  the  current  architecture 
and  to  exploit  the  advantages  of  “cloud”  computing  and  thin-client  net¬ 
works,  moving  the  programs  and  the  data  that  users  need  away  from  the 
thousands  of  desktops  we  now  use — each  of  which  has  to  be  individually 
secured — up  to  a  centralized  configuration  that  will  give  us  wider  avail¬ 
ability  of  applications  and  data  combined  with  tighter  control  over  accesses 
and  vulnerabilities  and  more  timely  mitigation  of  the  latter.  Moving  to  a 
cloud  architecture  has  the  advantages  of  producing  economies  of  scale  and 
reducing  the  department’s  information  technology  costs.  This  architecture 
also  would  seem  at  first  glance  to  be  vulnerable  to  insider  threats — indeed, 
no  system  that  human  beings  use  can  be  made  immune  to  abuse — but  we 
are  convinced  the  controls  and  tools  that  will  be  built  into  the  cloud  will 
ensure  that  people  cannot  see  any  data  beyond  what  they  need  for  their 
jobs  and  will  be  swiftly  identified  if  they  make  unauthorized  attempts  to 
access  data. 

Over  the  next  year  we  hope  to  “operationalize”  our  department’s  net¬ 
works.  We  will,  of  course,  continue  to  do  this  with  full  regard  for  and 
protection  of  the  privacy  and  civil  liberties  of  all  Americans  as  well  as  in 
compliance  with  all  applicable  laws  and  regulations.  The  idea  is  to  trans¬ 
form  DoD  information  systems  from  something  to  be  passively  guarded 
into  a  suite  of  capabilities  that  offer  our  commanders  and  senior  leaders 
opportunities  to  adjust  our  defenses.  If  people  who  seek  to  harm  us  in 
cyberspace  learn  that  doing  so  is  costly  and  difficult,  we  believe  we  will  see 
their  patterns  of  behavior  change.  The  technology  is  ready. 

Our  command’s  mission  document  states  that  we  coordinate,  integrate, 
and  synchronize  activities  to  direct  the  operations  and  defense  of  DoD 
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networks.  In  practice,  that  means  we  spend  a  great  deal  of  time  talking 
with  leaders  and  experts  in  the  department,  the  US  government,  private 
industry,  and  other  nations  as  well.  This  effort  begins,  of  course,  with  US 
Cyber  Command’s  service  cyber  components,  which  provide  the  forces 
that  implement  our  plans  and  execute  our  directives — Army  Cyber  Com¬ 
mand,  Marine  Corps  Forces  Cyber  Command,  Fleet  Cyber  Command, 
and  Air  Force  Cyber  Command.  We  are  still  maturing  the  ways  in  which 
we  and  they  will  interact  to  support  and  be  supported  by  the  geographic 
combatant  commands  in  various  situations.  Our  mission  depends  as  well 
on  the  work  of  the  NSA,  which  provides  the  expertise  and  intelligence 
that  are  indispensable  to  understanding  what  is  happening  in  cyberspace. 
We  are  constantly  engaged  with  the  DISA  as  well,  and  our  relationship 
with  it  will  likely  change  substantially  and  become  even  closer  in  the 
near  future. 

We  have  also  strengthened  our  strategic  partnership  with  the  Depart¬ 
ment  of  Homeland  Security  (DHS)  in  accord  with  the  recent  agreement 
concluded  by  Secretaries  Robert  Gates  and  Janet  Napolitano.  A  senior 
DHS  official  now  works  at  the  NSA  with  us,  leads  a  DHS-DoD  joint 
coordination  element  that  was  also  established  by  the  agreement,  and  attends 
many  of  our  leadership  meetings.  Several  government  agencies  are  also 
represented  24  hours  a  day  in  our  joint  operations  center.  These  measures, 
along  with  complementary  measures  at  the  DHS  and  other  partners,  should 
provide  a  whole-of-government  awareness  of  what  everyone  is  seeing  so 
that  we  can  plan  for  and  execute  authorized  and  coordinated  joint  actions 
in  the  event  of  an  emergency.  Finally,  we  are  active  players  in  the  Defense 
Department’s  productive  discussions  between  government  and  industry 
over  how  to  share  information  regarding  common  threats  and  potential 
ways  of  mitigating  them.  The  vast  majority  of  our  military’s  information 
rides  on  commercial  infrastructure,  and  thus  we  need  to  develop  shared 
insights  into  those  dependencies  for  mission  assurance  purposes. 

The  second  part  of  our  mission  at  Cyber  Command  is  to  be  prepared 
to  conduct  full-spectrum  military  cyberspace  operations  to  enable  actions 
in  all  domains.  As  I  noted  above,  state  and  nonstate  actors  have  already 
experimented  with  ways  to  harass  or  attack  rival  governments,  whether  to 
make  a  strategic  point  or  in  conjunction  with  kinetic  attacks.  Our  military 
and  our  nation  would  be  unwise  to  assume  that  we  have  seen  the  last  of 
such  attacks.  We  are  prepared,  when  directed  and  in  full  compliance  with 
applicable  laws,  to  respond  when  we  or  our  allies  are  threatened  or  subjected 
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to  the  use  of  force  in  the  cyberspace.  The  president  has  emphasized  that 
our  digital  infrastructure  is  a  strategic  national  asset  and  has  insisted  that 
preparing  our  government  for  the  task  of  protecting  strategic  national 
assets  in  cyberspace  is  a  national  security  priority.  Our  efforts  to  do  this 
are  designed  to  achieve  two  goals: 

•  First,  we  protect  US  and  allied  freedom  of  action  in  cyberspace.  It 
is  no  longer  possible  to  conceive  of  our  nation  functioning  properly 
or  even  defending  itself  without  the  ability  to  create,  transmit,  and 
secure  masses  of  digitized  data.  Making  our  access  to  cyberspace  im¬ 
possible  or  even  problematic  would  represent  a  strategic  threat  to 
America’s  vital  interests — one  that  our  command  has  been  estab¬ 
lished  and  tasked  to  prevent  with  respect  to  DoD  operations  in 
cyberspace.  Furthermore,  our  cybersecurity  is  inextricably  linked 
with  that  of  our  allies,  and  our  interests  in  cyberspace  can  also  coincide 
with  those  of  other  states  with  whom  we  have  less-formal  ties.  The 
lack  of  geographic  borders  in  cyberspace  means  that  a  threat  to  one 
can  be  a  threat  to  all,  which  gives  us  a  real  incentive  to  share  situational 
awareness  and  best  practices  that  help  to  protect  our  military,  govern¬ 
ment,  and  private  networks  and  data. 

•  Second,  when  directed,  we  need  to  deny  freedom  of  action  in  cyber¬ 
space  for  our  adversaries.  As  with  all  activities  the  DoD  pursues, 
operations  are  only  executed  with  a  clear  mission  and  under  clear 
authorities,  and  they  are  governed  by  all  applicable  laws,  including 
the  law  of  armed  conflict.  We  cannot  afford  to  allow  cyberspace  to 
be  a  sanctuary  where  real  and  potential  adversaries  can  marshal  forces 
and  capabilities  to  use  against  us  and  our  allies.  This  is  not  a  hypo¬ 
thetical  danger;  in  conflict  areas  where  US  forces  are  engaged  we  have 
indeed  seen  the  Internet  used  for  recruiting,  fundraising,  operational 
training,  and  other  activities  directed  against  our  service  personnel 
and  coalition  partners.  At  Cyber  Command  much  of  our  focus  is 
on  helping  our  troops  in  the  field  limit  their  vulnerabilities  in  and 
from  cyberspace.  This  effort  reflects  the  likelihood  that,  henceforth, 
all  conflicts  will  have  some  cyber  aspect,  and  our  efforts  to  under¬ 
stand  this  development  will  be  crucial  to  the  future  security  of  the 
United  States. 
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Conclusion 

The  Department  of  Defense  took  an  important  step  for  our  nation  in 
creating  US  Cyber  Command  and  declaring  it  to  be  fully  operational 
capable.  At  Cyber  Command  we  have  a  mission  to  actively  manage  the 
department’s  information  networks — not  just  to  defend  them  but  also  to 
use  them  as  a  tool  to  assist  our  warfighters,  planners,  and  commanders 
by  preserving  their  freedom  of  action — and  also  to  be  as  ready  to  use  our 
own  capabilities  to  disrupt  any  adversarial  use  of  cyberspace  against  US 
interests.  The  command  is  seeking  to: 

•  increase  the  capacity  of  the  cyber  workforce; 

•  implement  and  exploit,  in  a  strengthened  partnership  with  NSA,  the 
transformation  of  the  department’s  networks; 

•  work  with  the  combatant  commands  to  synchronize  processes  and 
planning  to  deliver  the  joint  effects  they  require; 

•  extend  cyber  defense  capabilities  across  US  government  networks 
through  supporting  partnerships  with  the  NSA  and  the  DHS  as  it 
works  to  secure  federal,  civilian,  non-national  security  systems;  and, 

•  with  the  DHS,  increase  government  dialogue  with  private  partners 
on  the  protection  of  our  nation’s  critical  infrastructure. 

US  Cyber  Command  operates  with  respect  for  civil  liberties  and  in 
compliance  with  the  laws  governing  the  privacy  of  our  fellow  Americans, 
in  accord  with  the  directives  of  the  national  command  authority,  and  in 
conjunction  with  mission  partners  in  the  Departments  of  Defense  and 
Homeland  Security,  law  enforcement,  the  intelligence  community,  industry, 
and  academia.  We  do  not  see  the  security  of  our  nation  and  the  protection 
of  civil  liberties  and  privacy  as  a  “balance”;  rather,  we  believe  we  can  and 
must  defend  both.  I  am  confident  that  together  we  will  succeed. 

GEN  Keith  B.  Alexander,  USA 

Commander,  US  Cyber  Command 
Director,  National  Security  Agency 
Chief,  Central  Security  Service 
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Maintaining  Flexible  and  Resilient 
Capabilities  for  Nuclear  Deterrence 

Keith  B.  Payne 

Is  nuclear  deterrence  an  important  element  in  US  and  allied  security? 
If  so,  how  many  and  what  types  of  nuclear  weapons  are  adequate  for  this 
purpose?  These  questions  get  to  the  heart  of  contemporary  and  decades- 
old  nuclear  policy  debates,  because  most  US  nuclear  policy  initiatives  are 
justified  or  criticized  according  to  judgments  regarding  their  potential 
effects  on  the  US  capacity  to  deter  opponents.  Most  recently,  the  capability 
of  our  forces  to  help  assure  allies  via  extended  deterrence,  including  the 
“nuclear  umbrella,”  has  been  emphasized  as  a  metric  for  US  forces.1  Using 
deterrence,  extended  deterrence,  and  assurance  as  a  basis  for  judging  the 
adequacy  of  US  nuclear  forces  is  appropriate  because  they  are  primary 
national  security  goals. 

Attempts  to  render  judgments  about  the  adequacy  of  US  nuclear  forces 
usually  proceed  as  if  confident,  enduring  answers  exist  for  a  key  set  of  ques¬ 
tions,  such  as: 

•  Are  nuclear  weapons  necessary  for  US  deterrence  and  assurance  strategies? 

•  If  so,  how  many  and  what  types  are  adequate  for  deterrence  and  assurance 
of  whom  against  what? 

•  Are  certain  types  or  numbers  of  forces  predictably  “stabilizing”  or 
“destabilizing”? 

•  What  makes  US  deterrence  strategies  credible,  and  how  important  is 
the  credibility  of  US  threats? 


This  article  is  copyrighted  by  the  National  Institute  for  Public  Policy  (NIPP).  It  may  be  reprinted  with 
a  standard  source  credit  line. 
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At  the  risk  of  shattering  widespread  illusions,  it  is  important  to  under¬ 
stand  an  inconvenient  truth:  there  is  no  basis  for  confident,  definitive  answers 
to  any  of  these  fundamental  questions.  All  attempts  to  answer  these  ques¬ 
tions  involve  considerable  speculation.  And  no  answer,  however  insightful 
for  the  moment,  can  be  considered  pertinent  across  time  and  place. 

Why?  Because  deterrence  is  not  a  physical  science;  it  is  an  arcane  psycho¬ 
logical  art  involving  a  shifting  mosaic  of  adversary  decision  makers,  circum¬ 
stances,  uncertainty,  and  error.  There  is  considerable  inherent  uncertainty 
and  unavoidable  ambiguity  in  the  functioning  of  deterrence,  because  pre¬ 
dicting  foreign  decision  making — particularly  under  stressful  conditions — 
is  an  inherently  uncertain  business.  As  the  Obama  administration’s  director 
of  central  intelligence  Leon  Panetta  recently  observed,  “Our  biggest  prob¬ 
lem  is  always  how  do  we  get  into  the  head  of  somebody  .  .  .  Those  are  the 
kinds  of  things  that  are  obviously  very  tough  for  intelligence  to  predict.”2 
James  Clapper,  the  director  of  national  intelligence,  similarly  observed,  “We 
are  not  clairvoyant.”3 

Humility — not  hubris — should  govern  all  our  discussions,  claims,  and 
expectations  of  deterrence,  because  it  fundamentally  is  about  getting  “into 
the  head”  of  foreign  decision  makers.  We  may  have  some  confidence  in  our 
capability  to  know  how  many  weapons  of  varying  types  are  required  to  hold 
different  sets  of  opponents’  targets  at  risk  (although  even  here  there  are  un¬ 
certainties).  Despite  the  fact  that  opponent  vulnerability  has  historically 
been  the  focus  of  confidence  regarding  deterrence,4  the  character  of  forces 
and  related  calculations  about  the  vulnerability  of  opponents’  targets  do  not 
tell  us  whether  or  how  deterrence  will  function.  The  capability  to  threaten 
targets  is  only  one  in  a  very  long  list  of  factors  contributing  to  this  psycho¬ 
logical  art. 

For  example,  the  number  of  our  weapons  and  our  related  capability  to 
threaten  specific  target  sets  will  mean  little  or  nothing  for  deterrence  un¬ 
less  the  opponent  also 

•  understands  US  threats  and  communications; 

•  values  greatly  the  types  of  targets  the  US  can  threaten; 

•  links  the  US  threat  to  some  specific  act  it  must  not  undertake; 

•  makes  decisions  per  an  informed  calculation  of  estimated  costs 
and  benefits; 

•  is  not  driven  by  some  internal  or  external  imperative  to  act  despite 
the  US  threat; 
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•  believes,  to  some  degree,  that  the  US  threat  would  be  executed  if  it 
does  not  comply  and  would  not  be  executed  if  it  does  comply; 

•  fears  the  US  threat  more  than  it  fears  conciliation  over  the  issue 
in  question; 

•  deems  conciliation  to  be  a  tolerable  act;  and 

•  has  positive  control  over  its  own  actions  and  forces. 

Note  that  these  and  many  other  factors  determining  the  process  of  deter¬ 
rence  have  as  much  to  do  with  an  opponent’s  unique  perceptions,  values, 
culture,  and  decision-making  process  as  with  the  numbers  and  types  of 
forces  we  may  have.  Opponents’  internal  characteristics  and  circumstances 
vary  widely  and  can  literally  determine  the  functioning  of  deterrence — 
whatever  the  nature  of  US  capabilities  and  warnings.  Thus,  on  any  given 
occasion,  the  deterrence  value  or  effect  of  a  particular  type  of  US  threat  can 
range  from  zero  to  all-important,  and  the  correlation  between  deterrence 
effect  and  numbers  and  types  of  forces  can  vary  greatly  and  unpredictably. 
Consequently,  there  can  be  no  confident  generalizations  that  a  specific  de¬ 
terrence  effect  will  follow  from  some  given  number  of  nuclear  weapons  or 
force  structure. 

Nevertheless,  noted  commentators  frequently  offer  heroically  confident 
claims  that  deterrence  will  function  reliably  and  predictably  and  will  do  so 
at  some  general  or  specific  low  number  of  nuclear  weapons.  These  claims 
typically  come  without  reference  to  the  particular  action  to  be  deterred  or 
any  apparent  examination  of  the  context,  the  stakes,  or  the  opponents’ 
circumstances  or  unique  decision-making  character.5  To  wit: 

•  “A  total  stockpile  on  the  order  of  500  warheads  would  satisfy  the  prin¬ 
ciple  objectives  of  strategic  nuclear  deterrence  in  ‘rational’  scenarios 
where  strategic  deterrence  is  a  useful  concept.”6 

•  “Deterring  Russia,  as  well  as  China  and  other  states  that  have  acquired 
nuclear  weapons,  remains  a  justifiable  function  of  U.S.  nuclear  weapons 
policy.  But  several  thousand  U.S.  nuclear  warheads  are  not  needed  to 
discharge  that  mission;  a  few  hundred  would  suffice.”7 

•  “The  United  States  needs  relatively  few  warheads  to  deter  China.  A 
limited  and  highly  accurate  U.S.  attack  on  China’s  20  long-range 
ballistic  missiles  would  result  in  as  many  as  1 1  million  casualties.”8 
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•  “  .  .  .  a  few  hundred  warheads,  are  more  than  adequate  to  serve  as  a 
deterrent  against  anyone  unwise  enough  to  attack  the  United  States 
with  nuclear  weapons.”9 

•  “We  estimate  that  a  U.S.  strategic  force  of  some  500  operationally 
deployed  warheads  would  be  more  than  adequate  for  deterrence.”10 

•  “Deterrence  would  remain  robust  with  far  smaller  arsenals  on  far 
lower  levels  of  alert.  The  United  States  and  Russia  should  aim  to  cut 
the  numbers  of  their  nuclear  weapons  to  the  low  hundreds.”11 

•  “No  sane  adversary  would  believe  that  any  political  or  military  ad¬ 
vantage  would  be  worth  a  significant  risk  of  the  destruction  of  his 
own  society  .  .  .  Thus  ten  to  one  hundred  survivable  warheads  should 
be  more  than  enough  to  deter  any  rational  leader  from  ordering  an 
attack  on  the  cities  of  the  United  States  or  its  allies.”12 

•  “Having  100  nuclear  warheads  . . .  will  deter  others  from  using  nuclear, 
biological,  or  chemical  weapons  or  from  even  engaging  in  conven¬ 
tional  attacks.”13 

•  “From  a  practical  perspective,  several  second-strike  nuclear  weapons 
are  more  than  enough  to  keep  the  most  aggressive  adversary  at  bay.”14 

•  “‘Extended  deterrence’  does  not  have  to  mean  ‘extended  nuclear  deter¬ 
rence.’  United  States  conventional  capability,  when  combined  with  that 
of  each  of  the  allies  in  question,  constitutes  a  deterrent  to  any  conceivable 
aggressor  at  least  as  credible  as  that  posed  by  its  nuclear  weapons.”15 

There  is  a  near-endless  supply  of  such  promises  that  relatively  few  US 
nuclear  weapons  surely  will  be  adequate  to  deter  or  that  nonnuclear  deter¬ 
rence  will  be  adequate.  These  promises  typically  are  offered  up  as  if  the 
precise  functioning  of  deterrence  follows  a  predictable  formula:  the  stakes 
involved  in  future  crises  already  are  well-known,  and  all  future  opponents 
have  the  necessary  perceptions,  goals,  motivations,  values,  determination, 
culture,  governing  worldview,  and  mode  of  communication  and  decision 
making.  On  the  basis  of  this  presumption  regarding  context,  opponent 
perceptions,  and  decision  making,  confident  promises  are  made  that  some 
specific  level  or  type  of  US  force  surely  will  deter  or  that  some  types  of 
forces  predictably  will  be  “stabilizing”  or  “destabilizing.” 

The  attractiveness  of  this  type  of  thinking  is  its  convenience  and  com¬ 
fort.  It  avoids  the  truly  hard  work  of  trying  to  understand  opponents  and 
how  they  may  perceive  and  react  to  US  deterrence  strategies  and,  thus, 
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how  those  strategies  might  actually  work.  It  also  facilitates  the  deceptively 
comforting  conclusion  that  nearly  all  severe  threats  can  be  deterred  reli¬ 
ably  and  predictably  with  minimal  effort  because  all  rational  opponents 
surely  will  perceive  our  deterrence  pronouncements  properly,  calculate 
their  own  interests  predictably,  and  respond  as  necessary  for  our  deter¬ 
rence  strategies  to  work.  In  other  words,  they  will  not  dare  strike  us:  “No 
regime,  no  matter  how  aggressive  and  risk-inclined,  would  be  so  foolish  as 
to  attack  the  United  States,  a  move  that  would  yield  little  advantage,  and 
thereby  incur  an  attack’s  clear  consequence — utter  destruction.”16  Seem¬ 
ingly  everybody  knows  that  opponents  will  think  and  behave  in  this  fash¬ 
ion,  and  thus  deterrence  will  work  predictably  and  universally:  “One  ad¬ 
vantage  of  deterrence  is  that  it  induces  responsible  behavior  by  enemies  as 
a  matter  of  their  own  self-interest.  Even  dictators  tend  to  put  certain  basic 
interests  above  all  else — preeminently  their  survival  in  power  .  .  .  Aggres¬ 
sion  becomes  unattractive  if  the  price  is  devastation  at  home  and  possible 
removal  from  power  .  .  .  The  logic  of  deterrence  transcends  any  particular  era 
or  enemy  47  (emphasis  added). 

The  problem  with  this  convenient,  comforting  narrative  is  that  Ameri¬ 
can  observers  neither  control  nor  often  understand  how  opponents  will 
perceive  deterrence  threats  or  what  will  constitute  “rational”  decision 
making  and  behavior  according  to  their  Weltanschauung.  While  the  pre¬ 
sumed  decision  making  and  behavior  might  take  place  on  a  given  occa¬ 
sion,  on  other  occasions  a  very  different  set  of  principles  may  govern  op¬ 
ponent  perceptions  and  decision  making — hence,  the  great  uncertainties 
surrounding  the  functioning  of  deterrence.  In  short,  the  world  is  made  up 
of  polities  with  dramatically  varying  worldviews,  sources  of  inspiration 
and  information,  and  modes  of  decision  making.  That  variation  can  affect 
decisively  whether  and  how  deterrence  functions  and  whether  some  par¬ 
ticular  force  could  be  adequate  for  deterrence,  stabilizing  or  destabilizing. 

Numerous  historical  cases  exist  of  regimes  whose  crisis  decision  making 
and  behaviors  strayed  well  beyond  the  bounds  of  rationality  assumed  by 
those  offering  precise,  convenient,  and  comforting  claims  that  deterrence 
will  function  predictably.  Prime  examples  include: 

•  Hitler  in  his  bunker  in  1 945  willfully  contributing  to  the  destruction 
of  Germany; 

•  Mao  Zedong  in  1958  ordering  the  shelling  of  Quemoy  island  for  the 
purpose  of  eliciting  US  nuclear  threats; 
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•  Cuba’s  leaders  in  1962  demanding  that  their  Soviet  patrons  launch  a 
nuclear  war  against  the  United  States; 

•  Nikita  Khrushchev  in  1962  moving  missiles  to  Cuba  with  the  com¬ 
ment,  “They  can  attack  us  and  we  shall  respond.  This  may  end  in  a 
big  war”;18 

•  Arab  state  leaders  in  1973  launching  a  massive  armored  attack  on 
Israel,  a  putative  nuclear  power;  and, 

•  Saddam  Hussein  in  1991  raining  missile  attacks  on  Israel,  even  re¬ 
portedly  against  the  Dimona  nuclear  reactor,  in  the  hope  of  provoking 
war  with  Israel. 

There  are,  of  course,  explanations  of  sorts  for  all  of  these  choices,  but 
these  explanations  move  quickly  beyond  the  model  of  prudent,  informed, 
and  self-interested  calculations  assumed  by  those  making  confident  promises 
about  the  functioning  of  deterrence.  Prospectively,  one  may  add  to  this  list 
Iranian  president  Mahmoud  Ahmadinejad,  who  claims  confidence  in  di¬ 
vine  protection  and  that  he  was  “surrounded  by  a  halo  of  light”  when  he 
addressed  the  UN  in  200 5. 19 

Former  director  of  central  intelligence  George  Tenet  captured  the  point 
here  with  his  observation,  “What  we  believe  to  be  implausible  often  has 
nothing  to  do  with  how  a  foreign  culture  might  act.”20  The  repeated  confident 
claims  that  all  opponents  are  sure  to  perceive  and  calculate  predictably — as  is 
necessary  for  deterrence  to  work  at  some  specified  low  force  level — typically 
either  ignore,  or  deny,  the  importance  of  the  profound  variation  in  world¬ 
views  and  decision  making.  As  such,  these  claims  are  worse  than  empty; 
they  are  misleading  and  thus  potentially  dangerous. 

These  types  of  claims  are  a  legacy  of  the  fact  that  deterrence  theory  in 
the  United  States  has  been  highly  abstract  for  decades.  Politically  attrac¬ 
tive  promises  that  deterrence  is  sure  to  work  at  some  specific,  much  lower, 
nuclear  force  level  are  derived  from  supposedly  universal  principles  that 
govern  all  rational  leadership  decision  making:  they  will  calculate  and 
conciliate  predictably  because  their  rationality  and  our  threat  will  leave 
them  no  other  option.  Armed  with  this  presumption  of  what  constitutes 
rational  behavior,  confident  claims  are  made,  such  as  those  noted  above, 
that  deterrence  will  function,  with  little  apparent  recognition  or  knowledge 
of  the  unique  factors  that  can  govern  opponents’  decision  making.  If  these 
universal  principles  apply  to  all  rational  decision  making,  then  deterrence 
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can  be  expected  to  function  according  to  predictable  rules,  and  there  is  little 
need  to  understand  the  specific  opponent  in  detail. 

In  fact,  however,  the  meaning  of  rational  underlying  these  deterrence 
claims  typically  consists  of  those  behaviors  and  modes  of  decision  making 
that  seem  reasonable  or  sensible  to  those  making  the  claims.21  Deterrence 
is  supposed  to  work  reliably  because  even  small  numbers  of  nuclear  weapons 
can  pose  a  fearsome  threat,  and  leaders  will  be  rational  qua  reasonable  in 
response.  Thus,  they  will  surely  perceive  and  count  costs,  as  necessary  for 
deterrence  to  work:  “In  a  nuclear  world  any  state  will  be  deterred  by  an¬ 
other  state’s  second-strike  [retaliatory]  forces.  One  need  not  become  pre¬ 
occupied  with  the  characteristics  of  the  state  that  is  to  be  deterred  or  scru¬ 
tinize  its  leaders.”22  And,  “Not  much  is  required  to  deter.  .  .  .  Because  the 
use  of  nuclear  weapons  could  lead  to  catastrophe  for  all  of  the  parties  in¬ 
volved,  nuclear  weapons  create  their  own  credibility.”23 

Such  confident  and  near-universal  claims  that  we  should  expect  deter¬ 
rence  to  function  predictably  at  relatively  low  numbers  of  US  nuclear 
forces — whether  300,  500,  or  1,000 — seemingly  know  how  opponents 
will  perceive  US  deterrence  threats,  value  the  stakes  at  risk,  calculate  costs 
and  benefits,  and  make  and  implement  decisions.  Yet,  these  comforting 
promises  should  not  be  taken  seriously;  they  reflect  hubris  and  the  appear¬ 
ance  of,  rather  than  the  reality  of,  such  knowledge.  It  simply  is  not  possible 
in  practice,  as  opposed  to  a  Gedanken  experiment,  to  identify  and  under¬ 
stand  the  interaction  of  the  factors  that  can  drive  opponents’  deterrence 
decision  making  so  precisely.  The  fact  that  such  predictions  cannot  be 
made  with  confidence  obviously  does  not  prevent  the  widespread  practice. 

Lawrence  Freedman  makes  this  point  with  his  wry  comment  that  deter¬ 
rence  theory  is  a  “gift  to  strategists  in  that  its  nature  and  workings  remain 
so  elusive  and  so  imperfectly  understood  as  to  permit  endless  speculation 
with  little  danger  of  empirical  refutation.”24  There  is,  however,  a  severe 
downside  to  this  “gift.”  The  lack  of  accountability  and  discipline  gives  license 
to  an  abundance  of  confident  assertions  from  within  and  outside  govern¬ 
ment  that  US  deterrence  strategies  will  be  effective  with  ever  fewer  or  no 
US  nuclear  weapons.  These  comforting  claims  usually  come  with  trap¬ 
pings  of  precision  and  analytical  rigor,  when  in  fact  they  cannot  be  other 
than  extremely  speculative.  Unless  the  unique  decision-making  parameters 
of  opponents  are  considered  in  context,  there  is  little  basis  for  claims  for  any 
particular  occasion  about  what  is  likely  to  prove  adequate  for  deterrence  or 
what  will  be  stabilizing  or  destabilizing. 
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With  that  fundamental  caveat  firmly  in  mind,  we  can  examine  with  ap¬ 
propriate  humility  the  question  of  whether  or  not  nuclear  deterrence  is  an 
important  element  in  US  and  allied  security.  And,  if  so,  how  many  and 
what  types  of  nuclear  weapons  are  adequate  for  this  purpose? 

To  the  extent  that  an  informed,  reasoned  answer  to  the  lead  question  is 
possible,  my  necessarily  nuanced  answer  is  yes — at  this  particular  time, 
nuclear  deterrence  should  be  deemed  critical  for  US  and  allied  security. 
For  some  plausible  threats,  to  paraphrase  Frederick  the  Great,  deterrence 
without  nuclear  weapons  is  like  an  orchestra  without  instruments.  It  can 
produce  noise  but  probably  not  the  desired  music. 

In  offering  this  answer  I  am  not  claiming  to  know  that  in  all  or  any 
future  occasions,  deterring  attack  will  require  credible  nuclear  deterrence 
or  that  deterrence  will  even  be  possible.  As  noted  above,  many  factors  go 
into  the  functioning  of  deterrence.  And,  there  are  other  potentially  impor¬ 
tant  tools  for  deterrence,  including  nonnuclear  and  nonmilitary.  By  the 
same  token,  however,  no  one  can  claim  with  any  honesty  to  know  that 
nonnuclear  deterrence  will  be  adequate  on  some  future  occasions,  possibly 
including  an  existential  threat  to  the  United  States  and  its  allies. 

Fortunately,  by  introducing  some  evidence  into  this  discussion,  we  can 
move  beyond  competing  speculation  that  nuclear  weapons  will  or  will  not 
be  important  for  deterrence.  My  conclusion  that  credible  nuclear  deter¬ 
rence  is  important  for  the  United  States  follows  from  three  basic  empirical 
reference  points: 

1 .  Nuclear  deterrence  appears  to  have  been  key  to  deterrence  functioning 
on  critical  occasions  during  the  Cold  War  and  since.  Further,  I  see  zero 
evidence  to  suggest  that  nuclear  deterrence  could  not  again  be  key  to 
deterrence  working  on  some  critical  future  occasions.  As  Mark  Twain 
said,  “The  past  may  not  repeat  itself,  but  it  sure  does  rhyme.” 

2.  In  the  contemporary  era,  the  consequences  of  a  single  significant 
failure  of  deterrence  are  potentially  so  catastrophic  for  society  that 
we  need  deterrence  strategies  that  are  as  effective  as  possible;  nuclear 
deterrence  cannot  ensure  their  functioning,  but  we  should  avoid  the 
risk  of  their  failing  for  the  lack  of  credible  nuclear  deterrence. 

3.  Our  great  need  for  credible  deterrence  corresponds  directly  to  our 
general  societal  vulnerability  to  WMD  attacks.  We  should  ever  seek 
effective  deterrence  strategies,  but  they  are  particularly  needed  when 
we  are  so  ill  prepared  to  protect  civil  society  against  even  relatively 
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limited  WMD  strikes.  As  William  Perry,  Ashton  Carter,  and  Michael 
May  observed  with  regard  to  the  detonation  of  a  single  nuclear 
weapon  in  a  US  city,  “The  scale  of  disaster  would  quickly  overwhelm 
even  the  most  prepared  city  and  state  governments.”25  The  unfortu¬ 
nate  level  of  US  vulnerability  could  change,  but  until  then  our  deter¬ 
rence  strategies  must  be  as  effective  as  possible,  and  if  the  past  is  prece¬ 
dent,  credible  nuclear  deterrence  will  have  an  essential  role  to  play. 

Conventional  deterrence  has  been  manifesdy  effective  on  occasion,  but  it 
also  has  an  unfortunate  2,000-year  record  of  periodically  failing  catastrophi¬ 
cally:  most  recently,  there  were  no  nuclear  weapons  to  deter  war  in  1914  and 
1939.  What  followed  were  approximately  1 10  million  casualties  in  fewer  than 
10  combined  years  of  warfare.  The  subsequent  6-1/2  nuclear  decades  compare 
very  favorably  to  that  horrific  prenuclear  record.  Nobel  laureate  Thomas 
Schelling  makes  the  material  point  simply:  “One  might  hope  that  major  war 
could  not  happen  in  a  world  without  nuclear  weapons,  but  it  always  did.”26 
Indeed,  we  have  already  been  to  the  “nuclear  zero  mountaintop .” 

Nuclear  deterrence  has  helped  to  prevent  a  repeat  of  such  horrors.  In  a 
comprehensive  examination  of  the  US-Soviet  historical  record,  Ned 
Lebow  and  Janice  Stein  conclude:  “The  reality  of  nuclear  deterrence  had  a 
restraining  effect  on  both  Kennedy  and  Khrushchev  in  1 962  and  on  Brezhnev 
in  1973.  When  Superpower  leaders  believed  that  they  were  approaching 
the  brink  of  war,  fear  of  war  pulled  them  back.”27  And,  “The  history  of  the 
Cold  War  suggests  that  nuclear  deterrence  should  be  viewed  as  a  powerful 
but  very  dangerous  medicine  ...  As  with  any  medicine,  the  key  to  success¬ 
ful  deterrence  is  to  administer  correctly  the  proper  dosage.”28  Yes,  indeed. 

There  is  similar  evidence  from  the  post— Cold  War  era.  In  2009,  for 
example,  former  Indian  army  chief  Gen  Shankar  Roychowdhury  asked: 
“Do  nuclear  weapons  deter?”  He  then  answered  his  own  question  based 
on  the  empirical  evidence,  “Of  course,  they  do.  Pakistan’s  nuclear  weapons 
deterred  India  from  attacking  that  country  after  the  Mumbai  strikes.  .  .  . 
It  was  due  to  Pakistan’s  possession  of  nuclear  weapons  that  India  stopped 
short  of  a  military  retaliation  following  the  attack  on  Parliament  in 
200 1  .”29  Here  we  have  India’s  army  chief  explaining  precisely  what  deterred 
India  on  two  occasions — Pakistan’s  nuclear  deterrent. 

The  first  Gulf  War  also  offers  evidence  of  the  value  of  nuclear  deter¬ 
rence.  It  appears  that  the  US  nuclear  deterrence  strategy  was  key  to  deter¬ 
ring  the  Iraqi  use  of  WMD  in  the  war.  In  August  1995,  the  former  Iraqi 
foreign  minister,  Tariq  Aziz,  said  that  Iraq  was  deterred  from  using  its 
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WMD  because  the  Iraqi  leadership  had  interpreted  Washington’s  threats 
of  grievous  retaliation  as  meaning  nuclear  retaliation.30 

In  January  1996,  former  head  of  Iraqi  military  intelligence  Gen  Wafic  al 
Sammarai  said:  “Some  of  the  Scud  missiles  were  loaded  with  chemical 
warheads,  but  they  were  not  used  .  .  .  the  warning  was  quite  severe,  and 
quite  effective.  The  allied  troops  were  certain  to  use  nuclear  arms,  and  the 
price  will  be  too  dear  and  too  high.”31 

Gen  Hussein  Kamal,  Iraqi  minister  of  military  industry  and  Saddam 
Hussein’s  son-in-law,  said  in  1995:  “During  the  Gulf  War  . .  .  there  was  no 
decision  to  use  chemical  weapons  for  fear  of  retaliation.  They  realized  that 
if  chemical  weapons  were  used,  retaliation  would  be  nuclear.”32 

These  few  references  do  not  close  this  case — historical  studies  rarely  are 
settled  definitively.  Saddam  Hussein  himself  once  said  that  “Iraq  did  not 
use  WMD  during  the  1991  Gulf  War  as  its  sovereignty  was  not  threat¬ 
ened.”33  This  explanation  is  not  necessarily  inconsistent  with  the  deterrence 
explanation,  and  discerning  the  truth  in  his  various  statements  undoubtedly 
poses  a  challenge — during  these  same  interrogations  he  also  said  that  he 
invaded  Kuwait  because  the  Kuwaiti  leader  had  told  a  crude  joke  about 
Iraqi  women.34 

At  this  point,  the  most  informed,  unclassified  analyses  of  the  first  Gulf 
War  conclude  that  Saddam  Hussein  was  indeed  deterred  from  chemical 
and  biological  weapons  (CBW)  employment  by  his  fear  of  US  nuclear 
retaliation.  For  example,  Charles  Duelfer,  executive  deputy  chairman  of 
the  UN  Special  Commission  on  Iraq,  has  testified  that  “The  Iraqis  did  not 
use  these  weapons  even  when  they  were  losing,  and  I  asked  them  why,  and 
the  long  and  the  short  of  it  was  that  Saddam  thought  that  he  would  not 
survive.  So  the  [deterrence]  message  worked.  Saddam  was  deterred.”32 
Equally  important,  well-informed  analyses  also  conclude  that  other  pos¬ 
sible  nonnuclear  deterrence  threats,  such  as  regime  change,  were  not  suf¬ 
ficiently  credible  to  deter  Saddam  Hussein. 

In  short,  while  conventional  deterrence  may  well  be  adequate  on  some 
or  many  future  occasions,  there  is  sufficient  historical  evidence  available  to 
demonstrate  that  nuclear  deterrence  has  helped  to  prevent  conflict  or  escala¬ 
tion  in  the  past.  It  also  suggests  that,  in  the  absence  of  some  significant 
transformation,  the  absence  of  credible  nuclear  threats  would  increase  the 
risk  of  deterrence  failure  in  some  future  cases. 

This  deterrent  value  of  nuclear  threats  may  be  of  increasing  importance 
as  chemical  and  biological  weapons  become  potentially  more  lethal  and 
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more  easily  acquired;  the  undeterred  use  of  CBW  could  destroy  the  fabric 
of  society,  without  nuclear  use.  This  is  why  the  elimination  of  nuclear 
weapons  would  not  eliminate  catastrophic  threats  to  civilization,  but 
would  preclude  nuclear  deterrence  from  helping  to  counter  such  threats. 
The  “mountaintop”  vision  of  “nuclear  zero”  may  well  include  the  dark 
potential  of  leaving  unprotected  civilians  more  vulnerable  to  CBW  attack. 

One  reason  why  nuclear  threats  contribute  to  the  functioning  of  deter¬ 
rence  appears  to  be  because  they  can  help  to  reduce  the  chances  that  op¬ 
ponents  will  be  so  optimistic  about  their  circumstances,  so  committed  to 
their  goals,  or  so  cost-tolerant  that  they  will  accept  or  ignore  the  risks  of 
defying  our  deterrence  threats.  There  is  a  deeply  ingrained  human  cogni¬ 
tive  drive  to  believe  and  interpret  information  in  ways  consistent  with 
one’s  established  desires  and  preferred  facts,  despite  contrary  evidence. 
This  can  cause  opponents  to  discount  or  deny  deterrent  threats  that  we 
believe  should  be  sufficient  and  credible.  On  this  basis,  they  undertake 
high-risk  gambits  that  defy  our  sense  of  reason,  and  deterrence  can  fail 
unexpectedly  as  a  result.  This  is  not  necessarily  a  matter  of  an  opponent’s 
rationality  but  the  fragility  of  perceptions,  judgments,  and  imprudence. 
The  self-serving  hope,  of  course,  is  that  no  opposing  leader  will  be  so  optimistic, 
committed,  cost-tolerant,  or  imprudent,  and,  thus,  all  opponents  will  be  pre¬ 
dictably  deterred.  Unfortunately,  history  does  not  warrant  such  a  hope.36 

While  US  nuclear  deterrence  cannot  close  down  these  well-traveled  avenues 
to  deterrence  uncertainty,  we  do  know  that  it  can  moderate  an  adversary’s 
otherwise  unduly  sanguine  perceptions,  expectations,  and  calculations 
and  thereby  strengthen  US  deterrence  strategies.  As  Alexander  George 
and  Richard  Smoke  concluded  in  1974  based  on  their  case  studies,  an  op¬ 
ponent’s  belief  that  the  risks  of  provocation  are  incalculable  or  uncontrollable 
can  provide  the  basis  for  deterrence  success.37  The  cases  I  have  cited  appear 
to  illustrate  this  deterring  effect  of  nuclear  weapons. 

Can  we  be  certain  that  nuclear  deterrence  always  will  perform  as  we  hope? 
Of  course  not.  But,  do  we  want  to  run  the  potential  risk  of  degrading  deter¬ 
rence  by  taking  our  credible  nuclear  threats  off  the  table?  Again,  my  answer 
is,  of  course  not.  The  bipartisan  Congressional  Strategic  Posture  Commis¬ 
sion  reached  the  same  answer  and  specifically  endorsed  the  maintenance  of 
credible  US  nuclear  escalation  threats,  as  did  the  Obama  administration’s 
generally  commendable  2010  Nuclear  Posture  Review. 

I  would  like  to  comment  on  the  key  word  credible  in  discussions  of  de¬ 
terrence.  The  importance  of  deterrence  credibility  and  how  threats  may  be 
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made  credibly  have  been  questions  at  the  heart  of  our  nuclear  debates  for 
decades.  Different  nuclear  policy  positions  often  have  their  origin  in  dif¬ 
ferent  presumptions  about  credibility. 

For  example,  in  the  1960s  Herman  Kahn  insisted  that  a  high  level  of 
credibility  is  essential  for  US  deterrence  strategies  and  that  the  US  capability 
to  defend  society  against  nuclear  attack  is  necessary  for  credible  US  extended 
deterrence.  He  reasoned  that  if  we  ourselves  are  vulnerable  to  destruction, 
then  our  deterrence  threats  on  behalf  of  others  are  unlikely  to  be  credible. 
This  is  why  he  advocated  so  strongly  for  US  missile  defense  and  civil  de¬ 
fense,  even  when  doing  so  was  extremely  unfashionable. 

In  contrast,  Thomas  Schelling  insisted  that  Kahn  overstated  the  need  for 
logical  deterrence  credibility  and  that  defending  US  society  against  attack  is 
unnecessary  for  extended  deterrence.  In  fact,  he  suggested  that  thick  missile 
defense  could  undercut  deterrence.38 

Which  position  was  correct?  The  answer  is  that  both  probably  were 
correct  under  different  circumstances.  In  some  plausible  contexts  and 
cases,  deterrence  credibility  would  likely  benefit  greatly  from  US  defen¬ 
sive  capabilities;  in  other  plausible  cases,  deterrence  likely  will  function  as 
we  hope,  even  in  the  absence  of  US  societal  defenses.  In  still  other  cases, 
moreover,  US  defenses  may  be  wholly  irrelevant  to  the  credibility  of  deter¬ 
rence,  but  they  may  be  essential  for  the  protection  of  society  when  deter¬ 
rence  fails — and  if  history  is  any  guide,  it  periodically  will  fail. 

My  point  here  is  that  the  level  of  credibility  necessary  for  deterrence  to 
work  can  vary  by  opponent  and  context,  as  can  the  measures  necessary  to 
make  threats  credible.  In  each  contingency,  the  details  of  leadership,  person¬ 
ality,  time,  place,  stakes,  culture,  ideology,  religion,  and  communication  can 
shape  the  credibility  opponents  attribute  to  US  deterrence  threats  and  the 
steps  we  might  take  to  strengthen  that  credibility  and,  thus,  deterrence. 

Consequently,  because  we  care  about  credible  deterrence,  there  is  no 
substitute  for  understanding  opponents  to  the  extent  possible  so  that  we 
can  adapt  our  deterrence  strategies  to  the  unique  requirements  of  each 
contingency.  With  enough  serious  analysis  and  smart  policy  choices,  we 
can  and  must  establish  deterrence  strategies  and  related  force  requirements 
that  can  be  adapted  to  diverse  opponents  and  contexts.  Otherwise,  our 
deterrence  strategies  will  rely  to  a  large  extent  on  good  fortune.  And,  as 
many  have  noted  in  the  past,  luck  is  not  good  strategy. 

Given  the  great  variation  possible  in  the  requirements  for  credible 
deterrence,  the  most  obviously  important  US  force  structure  characteristic 
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for  deterrence  is  not  the  size  of  our  forces,  per  se,  but  their  flexibility  and 
resilience — -flexibility  meaning  US  possession  of  a  spectrum  of  possible 
threat  options  suitable  for  a  wide  range  of  opponents  and  contingencies, 
and  resilience  meaning  the  capability  to  adapt  deterrence  to  changes  in 
threats  and  contexts,  including  rapid  and  unanticipated  changes. 

The  bipartisan  Congressional  Strategic  Posture  Commission  did  not  try 
to  identify  “the”  minimum  number  of  nuclear  weapons  necessary  for  de¬ 
terrence  and  assurance.39  This  deliberate  omission  recognized  the  fact  that 
these  force  requirements  can  change  rapidly  because  they  are  driven  by 
many  fluid  factors,  including  unpredictable  developments  in  the  threats 
we  and  our  allies  face.40  Any  specific  number  of  weapons  we  might  have 
identified  as  “just  right”  at  the  time  for  deterrence  and  assurance  could 
have  become  wholly  inappropriate  shortly  thereafter. 

Rather  than  selecting  an  inherently  uncertain  and  transient  “right” 
number  of  nuclear  weapons  for  deterrence,  the  commission  highlighted 
the  need  for  a  flexible  and  resilient  force  posture  to  support  deterrence  and 
assurance  across  a  fluid  and  shifting  landscape  of  threats  and  contexts.41 
The  basic  logic  is  that  US  capabilities  and  strategies  for  deterrence  and  as¬ 
surance  must  be  able  to  adapt  rapidly  to  changing  threats. 

The  commission’s  emphasis  on  the  need  for  flexibility  in  our  force  posture 
was  not  new;  it  harkens  back  to  the  Schlesinger  Doctrine  of  1974  and  to 
the  1980  “Countervailing  Strategy”  of  the  Carter  administration.42  The 
US  Strategic  Commands  2006  Deterrence  Operations  Joint  Operating  Concept 
similarly  emphasizes  the  need  for  flexibility  in  the  US  force  posture  for 
credible  deterrence,  as  did  the  1994  and  2001  Nuclear  Posture  Reviews.43 
Indeed,  the  requirement  for  these  force  characteristics  is  one  of  the  long¬ 
standing  continuities  of  US  strategic  policy.44  The  commission  noted  in 
particular  that  the  importance  of  flexibility  and  resilience  will  increase  as 
US  forces  decline  in  numbers.45 

This  emphasis  on  the  value  of  flexibility  and  resilience  for  deterrence  is 
the  primary  reason  the  commission  recommended  that  the  administration 
maintain  the  strategic  triad  of  bombers,  ICBMs,  and  sea-based  missiles. 
Each  of  the  three  separate  triad  “legs”  can  contribute  significantly  to  the 
overall  flexibility  and  resilience  of  our  forces.46  In  recognition  of  the  fact 
that  deterrence  is  uncertain  and  may  prove  unreliable,  the  commission 
also  rightly  concluded  that  the  United  States  must  design  its  strategic 
forces  to  help  defend  against  attack  if  deterrence  fails  and  that  missile  defense 
be  considered  an  integral  part  of  the  US  strategic  force  posture.47 
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There  is  no  basis  for  identifying  “the”  right  number  of  nuclear  weapons  for 
the  purposes  of  deterrence,  but  there  is  a  correlation  between  an  arsenals 
numbers  and  the  deterrence  advantages  provided  by  force  flexibility  and  resil¬ 
ience.  As  nineteenth-century  German  philosopher  George  Hegel  observed, 
quantity  becomes  quality.  In  this  case,  a  large,  diverse  strategic  arsenal  should 
provide  greater  flexibility  and  resilience  than  a  smaller  arsenal,  and  a  diverse 
strategic  triad  of  forces  should  be  superior  in  this  regard  to  a  dyad  or  monad. 

The  disadvantage  of  a  small,  less-diverse  force  structure  is  that  it  may  be 
too  inflexible  and  limited  to  contribute  as  needed  to  some  US  deterrence 
goals.  For  example,  a  small  force  is  likely  to  offer  fewer  choices  among 
warheads  and  delivery  modes,  thereby  limiting  US  threat  options.  And,  it 
is  less  likely  to  compensate  for  weaknesses  in  one  area  by  strengths  in  an¬ 
other  area.  That  is  why  the  bipartisan  Strategic  Posture  Commission  en¬ 
dorsed  US  maintenance  of  a  diverse  US  strategic  triad  for  deterrence,  as 
did  the  2010  Nuclear  Posture  Review — they  got  it  right. 

A  relatively  small,  inflexible  US  force  would  also  ease  the  technical/ 
strategic  challenges  for  opponents  who  might  seek  to  counter  or  otherwise 
get  around  our  deterrence  strategies  in  the  future.  It  could  thereby  actually 
encourage  opponents  to  compete  and  challenge  our  deterrence  strategies. 
If  so,  the  lack  of  flexibility  and  resilience  could  provide  us  with  too  little 
capacity  to  respond  as  necessary  to  maintain  credible  deterrence  strategies  in 
the  face  of  surprises  and  dangerous  political  and/or  technical  developments. 

This  potential  lack  of  a  safety  margin  at  low  force  levels  is,  perhaps,  why 
proponents  of  a  “glide  path”  to  deep  reductions  in  US  nuclear  capabilities 
typically  assume  the  existence  and  continuation  of  a  relatively  benign 
threat  environment.48  This  is  an  unwarranted,  overly  optimistic  planning 
assumption:  international  political  relations  can  deteriorate  rapidly,  and 
severe  threats  can  wax  much  more  rapidly  than  our  capability  to  adapt — 
particularly  if  our  forces  and  infrastructure  lack  flexibility  and  resilience. 

As  we  move  forward  for  arms  control  purposes  to  reduced  numbers  of 
nuclear  launchers  and  warheads,  our  priority  for  credible  deterrence 
should  be  to  preserve  as  much  flexibility  and  resilience  as  is  possible  given 
the  reductions  mandated.  As  numbers  decline,  the  force  structure  allowed 
needs  to  be  optimized  for  flexibility  and  resilience  to  avoid  the  degrada¬ 
tion  of  deterrence  that  a  smaller  force  may  otherwise  cause.  Indeed,  we 
should  be  keen  to  avoid  numeric  reductions  that  could  degrade  credible 
deterrence  by  overly  constraining  the  flexibility  and  resilience  of  our  forces 
and  related  defense  infrastructure. 
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Recognition  of  this  guideline  should  help  us  to  focus  less  on  the  mech¬ 
anistic  quest  for  parity  with  Russia  at  ever-lower  numbers  as  the  priority 
goal  of  US  nuclear  policy  and  to  focus  more  on  the  deterrence  value  of 
force  structure  flexibility  and  resilience.  These  are  the  force  attributes  to 
maintain,  given  their  potential  contribution  to  credible  deterrence  and 
our  continuing  great  need  for  deterrence. 

Will  adequate  flexibility  and  resilience  ensure  deterrence?  Of  course  not; 
nothing  can  do  that.  But  it  should  reduce  the  risk  that  deterrence  will  fail  be¬ 
cause  we  do  not  have  the  threat  options  suitable  for  the  occasion.  Correspond¬ 
ingly,  it  can  help  to  assure  allies  who  rely  on  the  US  nuclear  umbrella  and  may 
otherwise  fear  that  the  degradation  of  US  deterrent  capabilities  endangers 
their  own  security.  These  fears  could  lead  some  allies  and  friends  to  reconsider 
their  own  need  for  nuclear  weapons  and  thereby  promote  nuclear  prolifera¬ 
tion.  We  already  see  this  dynamic  in  play  among  some  allies.49 

It  is  useful  to  close  with  the  observation  that  our  preferred  force  numbers 
and  types  should  follow  the  demands  of  strategy,  not  the  reverse.  This  is 
no  less  true  when  that  strategy  is  deterrence.  Credible  deterrence  is  a  pre¬ 
cious  product  that  defies  easy  or  precise  prediction.  But,  we  do  know  that 
in  the  past,  nuclear  deterrence  contributed  to  preventing  conflict  or  esca¬ 
lation,  and  it  may  be  necessary  to  do  so  again  when  we  face  severe  risks. 
Consequently,  the  maintenance  of  credible  nuclear  deterrence  should 
continue  to  be  a  national  priority. 

In  addition,  the  requirements  for  credible  deterrence  are  many  and  will 
vary  more  or  less  for  each  different  opponent  and  contingency.  Given  this 
variation,  the  risks  of  a  small  and  inflexible  force  structure  may  be  severe 
when  US  deterrence  needs  and  goals  are  wide  ranging.  Instead,  we  should 
maintain  a  force  structure,  including  a  nuclear  arsenal  of  the  size  and  di¬ 
versity  necessary  for  flexibility  and  resilience.  Why?  Because  these  charac¬ 
teristics  are  likely  to  be  advantageous  for  deterrence  on  at  least  some  occa¬ 
sions,  and  effective  deterrence  at  those  times  may  be  essential  to  US  and 
allied  survival. 
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Deterrence  at  the  Operational 
Level  ofWar 


James  Blackwell 


Let  us  not  make  the  world  safe  for  conventional  war. 

— Michael  Quinlan,  Thinking  About  Nuclear  Weapons 

Deterrence  was  a  strategy  of  the  Cold  War.  It  guided  the  develop¬ 
ment  of  strategic  concepts  even  when  nonnuclear  operations  were  the  pre¬ 
dominant  concern  of  the  US  military,  including  conventional  warfare  in 
Korea  and  Europe  and  counterinsurgency  in  Southeast  Asia. 

Today  our  understanding  of  deterrence  has  atrophied.  In  fact,  deter¬ 
rence  has  been  incarcerated  into  one  of  two  holding  cells,  as  if  it  were 
some  kind  of  contagion  that  requires  quarantine.  For  all  operations  that 
might  involve  employment  of  nuclear  weapons,  campaign  planning  has 
become  the  exclusive  jurisdiction  of  US  Strategic  Command  (STRATCOM). 
Even  there,  deterrence  is  but  one  of  six  missions.1  For  the  geographic  com¬ 
batant  commands,  deterrence  is  confined  to  one  phase  of  a  joint  cam¬ 
paign,  one  that  is  most  often  more  hope  than  plan.  Phase  2  of  the  joint 
campaign,  “Deterrence,”  has  in  fact  become  mostly  all  about  moving 
forces  into  the  theater  for  the  purpose  of  seizing  the  initiative  or  mounting 
a  defense  rather  than  deterring  the  conflict  from  happening  altogether. 

This  conceptual  decline  occurred  for  no  apparent  reasons.  In  the  1990s, 
many  became  convinced  that  our  conventional  combat  power  was  so  superior 
we  did  not  need  nuclear  weapons  to  deter — conventional  capabilities 
would  be  sufficient.  Then  in  the  beginning  of  the  twenty-first  century  we 
became — rightly — focused  on  winning  the  war  against  violent  extremists 
and  conducting  counterinsurgency  campaigns. 


Dr.  James  Blackwell  is  special  advisor  to  the  assistant  chief  of  staff,  strategic  deterrence  and  nuclear  integra¬ 
tion,  Headquarters,  US  Air  Force.  He  received  his  PhD  and  MALD  from  the  Fletcher  School  of  International 
Law  and  Diplomacy  and  BS  from  the  US  Military  Academy.  He  previously  served  as  executive  director  of 
the  Secretary  of  Defense  Task  Force  on  DoD  Nuclear  Weapons  Management.  He  co-edited,  with  Barry 
Blechman,  Making  Defense  Refonn  Work  (Brassey’s,  1990)  and  has  also  authored  numerous  books  and  articles. 
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In  so  many  ways  we  now  have  deterrence  all  wrong — especially  during 
campaign  planning.  For  example,  in  the  Joint  Capabilities  Integration  and 
Development  System  (JCIDS)  we  combine  deterrence  capabilities  with 
the  force  application  joint  capability  area.  As  a  result,  platforms  such  as 
intercontinental  ballistic  missiles  (ICBM),  sea-launched  ballistic  missiles 
(SLBM),  reentry  vehicles  and  associated  warheads,  warhead  arming,  fus¬ 
ing  and  firing  mechanisms,  and  long-range  bombers — systems  we  hope 
never  to  use  in  nuclear  combat — have  to  compete  for  resources  with 
fighter  aircraft,  attack  submarines,  and  MRAPs  (mine  resistant  ambush 
protected  vehicles)  on  the  basis  of  military  utility.  This  is  a  competition  in 
which  nuclear  capabilities  will  never  prove  to  be  cost-effective  to  those 
who  would  rather  fight  than  deter.2 

It  is  time  now  to  reinvent  deterrence  for  the  operational  level  of  war  in  the 
twenty-first  century.  Deterrence  is  still  about  creating  fear  of  consequences, 
but  we  have  to  apply  military  power  to  a  vastly  different  world  than  the  one 
in  which  the  concept  was  created.  Focusing  on  the  concept  of  deterrence 
and  its  complexity  is  instructive  at  the  operational  level  of  war.  Campaign 
planners  should  reconsider  some  fresh  axioms  for  integrating  deterrence. 

The  Concept  of  Deterrence 

The  deterrent  value  of  nuclear  weapons  is  inherent  in  the  terrible  nature 
of  the  destruction  they  can  cause.  Hence,  the  Joint  Publication  (JP) 
1-02  definition  of  deterrence,  “the  prevention  from  action  by  fear  of  the 
consequences  ...  a  state  of  mind  brought  about  by  the  existence  of  a  credible 
threat  of  unacceptable  counteraction,”  remains  relevant  for  the  twenty- 
first  century.  Indeed,  the  English  word  deter  is  derived  from  the  Latin  de, 
away  from,  and  terrere,  to  frighten.  One  of  the  impenetrable  basics  of  deter¬ 
rence  is  the  fundamental  paradox  that  nuclear  weapons  exist  never  to  be 
used.  The  reason  for  this  paradox  is  in  the  basic  physics  of  nuclear  weapons. 
These  things  are  not,  as  many  have  asserted,  subsets  of  “kinetic”  military 
capabilities.  While  distinct  from  nonkinetic  capabilities,  such  as  those  in 
the  cyber  and  space  domains,  nuclear  weapons  are  certainly  not  simply 
more-powerful  forms  of  classic  firepower.  Indeed  the  kinetic  energy  of  a 
nuclear  explosion,  while  orders  of  magnitude  more  powerful  than  that  of 
an  equivalent  mass  in  a  conventional  weapon,  is  typically  no  more  than 
half  the  total  energy  output  of  a  nuclear  device.  The  other  half  is  distributed 
over  thermal  and  radiation  effects  that  no  conventional  munition  can 
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generate.  This  is  what  sets  them  so  far  apart  from  other  weapons  in  the 
history  of  human  conflict. 

Because  nuclear  weapons  effects  are  so  terrible,  we  must  not  blur  the 
distinction  between  “nuclear”  and  “conventional”  weapons,  even  if  we  feel 
compelled  to  create  new  categories  for  cyber,  space,  and  informational  effects 
that  are  “nonkinetic .”  Instead,  we  should  explore  how  to  integrate  nuclear 
with  conventional  and  nonkinetic  capabilities  into  a  new,  comprehensive 
framework  for  deterrence. 

Indeed,  US  STRATCOM’s  Deterrence  Operations  Joint  Operating  Concept 
(DO  JOC )  provides  a  framework  for  doing  just  that.  The  2006  version  of 
this  document  expands  on  JP  1-02  by  asserting,  “Deterrence  operations 
convince  adversaries  not  to  take  actions  that  threaten  US  vital  interests  by 
means  of  decisive  influence  over  their  decision  making.”3  It  suggests  to 
planners  that  they  can  achieve  decisive  influence  by  credibly  threatening 
to  impose  costs,  deny  benefits,  and/or  encourage  restraint.  The  DO  JOC’s 
purpose  is  to  describe  “how  joint  force  commanders  will  conduct  deter¬ 
rence  operations  through  2025.”  It  provides  a  necessary  and  useful  frame¬ 
work  for  doing  that  within  STRATCOM,  but  it  is  insufficient  to  guide 
the  development,  application,  and  employment  of  deterrence  operational 
concepts  among  the  geographic  combatant  commands  or  the  development 
of  deterrence  capabilities  by  the  services. 

The  Growing  Complexity  of  Deterrence 

Today,  the  context  in  which  deterrence  must  be  applied  has  grown  so 
complex  that  the  military  must  find  ways  to  apply  it  at  the  operational  level 
of  war.  We  cannot  leave  it  exclusively  to  academics  and  policymakers.  Four 
global  trends  drive  our  understanding  of  deterrence  at  the  operational  level. 

We  Live  In  a  Multipolar  Nuclear  World 

According  to  the  Carnegie  Endowment  for  International  Peace,  there 
are  nine  nuclear-armed  states  (the  United  States,  Russia,  China,  France, 
the  United  Kingdom,  Israel,  India,  Pakistan,  and  North  Korea).4  This 
multipolar  nuclear  world  will  function  systemically  more  like  a  balance- 
of-power  world. 

In  a  classic  balance-of-power  system,  conflicts  tend  to  be  characterized 
by  shifting  coalitions  rather  than  contending  alliances.  While  this  may 
mean  that  post-Cold  War  relationships  among  the  United  States,  Russia, 
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and  China  are  more  likely  to  be  stable  in  strategic  terms,  it  may  also  mean 
that  medium  nuclear  powers,  such  as  France  and  India,  will  become  key  to 
future  coalition  relationships  among  the  three  larger  nuclear  powers.  It  may 
also  mean  that  the  United  States  will  have  to  devote  greater  effort  to  build¬ 
ing  and  maintaining  strategic  relationships  since  no  single  player  can 
dominate  the  smallest  coalition  in  a  balance-of-power  system.  However, 
actions  taken  to  deter  one  nuclear  state  will  affect  the  others  in  complex 
ways  that  may  present  unforeseen  dilemmas  in  dealing  with  a  particular  crisis. 

For  example,  if  a  crisis  between  the  United  States  and  China  were  some¬ 
how  to  devolve  into  a  conflict  in  East  Asia  and  both  sides  maneuvered 
large  military  forces  across  the  region,  how  would  nuclear-armed  India 
comprehend  and  interpret  the  various  moves  and  countermoves?  While 
India  might  be  confident  that  neither  the  United  States  nor  China  would 
threaten  it  directly,  the  outcome  of  the  crisis  would  have  a  profound  effect 
on  India’s  strategic  interests.  A  risk-averse  India  would  inexorably  be 
drawn  to  the  crisis  and  would  find  itself  in  a  position  of  being  solicited  as 
the  potential  swing  vote  in  terms  of  the  weight  of  its  own  military  power. 
This  would  not  necessarily  be  explicit;  it  could  quite  easily  take  the  form 
of  precautionary  mobilizations  and  movements  of  forces  to  deter  China 
from  taking  advantage  of  opportunities  to  reengage  in  their  long-standing 
border  disputes.  After  all,  China  is  the  only  nuclear  power  in  history  that 
has  attacked  another  nuclear-armed  opponent  when  it  invaded  Soviet 
territory  in  1 969.  And  how  then  would  Pakistan  respond  to  strategic  actions 
by  India?  In  some  ways  we  may  thus  appear  to  be  moving  out  of  the  twentieth 
century  into  the  nineteenth. 

We  Also  Now  Live  in  a  Proliferated  Nuclear  World 

This  means  that  lesser  nuclear  states  and  nonstates  add  increased  risk  of 
catalytic  effects.  Gone  are  the  days  when  proliferation  could  be  considered 
a  good  thing.  The  historic  reasoning  was  if  two  countries  were  mutually 
deterred  from  going  to  war  with  each  other  by  possession  of  nuclear  weapons, 
then  stability  would  increase  as  more  countries  acquired  them.  There 
would  be  fewer  wars,  and  more  countries  would  likewise  be  deterred.  In 
reality,  todays  proliferated  world  is  the  opposite  case,  with  the  most  imme¬ 
diate  and  extreme  dangers  being  nuclear  proliferation  and  nuclear  terrorism. 

Defiant  proliferators  seek  nuclear  weapons  not  to  deter  but  to  employ. 
At  the  same  time,  lesser  nuclear  states  are  much  more  likely  to  use  the  few 
nuclear  weapons  they  possess.5  In  a  conflict  situation,  once  deterrence  has 
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failed,  lesser  nuclear  states’  incentives  are  to  use  nuclear  weapons  first, 
before  greater  and  medium  powers  remove  them  by  other  means.  Once 
such  an  adversary  initiates  use  of  nuclear  weapons,  it  is  not  likely  to  be 
restrained  from  further  use  of  a  limited  arsenal,  since  there  will  be  enormous 
pressure  to  use  them  or  lose  them. 

Nuclear  proliferators  are  also  more  risk-acceptant  than  responsible  nuclear¬ 
armed  states.  They  are  more  likely  to  adopt  a  first-use  policy,  to  use  all  they 
have,  and  to  provoke  their  use  by  others.  Another  complicating  factor  is 
coalitions  of  nuclear  states.  Coalitions  of  lesser  nuclear  states  can  disperse 
the  effects  of  a  response  from  a  larger  opponent  and  thus  absorb  more 
destruction  and  suffer  more  punishment  than  could  a  single  larger  nuclear 
state.  Responsible  nuclear  powers  must  develop  concepts  of  deterrence 
operations  that  will  prevent  such  opponents  from  taking  those  risks  by 
deterring  the  smaller  power’s  use  of  nuclear  weapons.  US  joint  forces  will 
therefore  need  new  operational  concepts  for  military  capabilities  to  pre¬ 
vent  such  conflict  and  for  operating  on  battlefields  characterized  by  limited 
use  of  nuclear  weapons. 

The  Behavioral  Model  of  Deterrence  Will  Predominate 

Cold  War  deterrence  was  built  on  the  rational  actor  model,  which 
emphasizes  the  intellectual  nature  of  deterrence.  It  holds  that  the  threat  by 
an  opponent  to  use  nuclear  weapons,  resulting  in  sure  destruction  of  the 
other,  would  be  so  risky  that  no  one — regardless  of  cultural  or  behavioral 
attributes  or  institutional  decision-making  processes — would  ever  con¬ 
clude  they  could  prevail  in  such  an  ultimate  nuclear  contest.  Bernard  Brodie, 
Albert  Wohlstetter,  Herman  Kahn,  and  Thomas  Schelling  are  generally  recog¬ 
nized  as  the  intellectual  founders  of  the  rational  actor  school  of  deterrence. 

Theorists  developed  many  ways  to  conceptualize  this  objective  calculus, 
from  game  theory  to  expected  utility  models.  Each  Cold  War  crisis  has 
been  analytically  dissected,  with  the  result  that  the  United  States  and  the 
Soviet  Union  developed  mutual  understanding  of  the  limits  of  escalation 
and  the  “redlines”  of  crisis  behavior  and  military  action,  though,  as  a  result 
of  post-Cold  War  assessments,  many  of  these  understandings  are  now 
demonstrably  known  to  have  been  inaccurate.  Widespread  acceptance  of 
the  rational  actor  model  resulted  in  a  prevailing  strategic  deterrence  orthodoxy 
of  variations  on  the  theory  of  “mutually  assured  destruction”  (MAD), 
which  today  still  commands  widespread  adherents.  Journalist  James 
Fallows  famously  characterized  strategic  deterrence  concepts  and  related 
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arms  control  and  defense  policies  based  on  the  theory  of  MAD  as  akin  to 
medieval  theology.6 

In  contrast,  the  behavioral  school  emphasizes  the  cognitive  nature  of 
deterrence  as  applied  to  individuals,  groups,  organizations,  and  nations.  A 
number  of  Cold  War  analysts  recognized  the  psychological  basis  of  deter¬ 
rence.  Robert  Jervis,  for  example,  argued  that  understanding  each  side’s 
values,  beliefs,  and  perceptions  was  necessary  to  comprehend  their  decision 
making.  Ultimately,  deterrence  is  in  the  mind  of  the  deterred.  Thucydides 
attributes  to  Hermocrates:  “Nobody  is  driven  into  war  by  ignorance,  and 
no  one  who  thinks  he  will  gain  anything  from  it  is  deterred  by  fear  .  .  . 
when  there  is  mutual  fear,  men  think  twice  before  they  make  aggressions 
upon  one  another.” 

In  the  1970s,  behavioral  scientists  began  to  open  new  windows  into  the 
mind.  The  2002  Nobel  Prize  in  economics  went  to  Princeton  psychologist 
Daniel  Kahneman  for  his  work  in  the  1970s  and  1980s  on  the  psychology 
of  judgment  and  decision  making.  Kahneman  and  his  colleagues  argued 
that  people  do  not  employ  rational  decision  making  in  their  actual  processes 
in  life;  they  do  not  try  to  collect  all  the  possible  information  available  to 
maximize  the  payoff  of  existing  choices.  Instead,  they  place  boundaries  on 
the  kinds  and  types  of  data  they  collect  and  then  employ  “rules  of  thumb” 
rather  than  complex  formulas  of  utility  to  rationalize  choices.  Such  “bounded 
rationality,”  according  to  Kahneman,  leads  to  errors  of  judgment  from 
emotional  bias  and  from  using  faulty  decision-making  heuristics. 

Real-world  case  studies  have  shed  new  light  into  the  psychology  of  national 
leaders  when  nuclear  weapons  might  be  involved  in  crises.7  Many  behavioral 
scientists  have  attempted  to  minimize  the  impact  of  such  bias  and  develop 
methods  to  apply  the  ideal,  rational  decision-making  model.  In  his  famous 
book,  Every  War  Must  End,  Fred  Ikle  wrote, 

It  is  not  enough  that  those  who  can  deliberately  start  a  war  should  at  no  time 
come  to  believe  that  their  nation,  or  their  “cause,”  would  be  better  served  by  go¬ 
ing  to  war  than  if  peace  were  maintained.  For  even  if  this  condition  is  met,  it  will 
not  be  sufficient  if  wars  can  be  started  by  .  .  .  leaders  who  fail  to  think  coherently 
about  how  the  fighting  will  end,  or  who,  in  some  perverse  stubbornness,  no  longer 
care  if  it  ends  in  disaster  for  their  own  country.8 

The  reality  of  the  growing  complexity  of  deterrence  means  that  we  have 
much  to  gain  from  deeper  understanding  of  how  to  apply  the  behavioral 
approach  to  deterrence  operations. 
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Emerging  Domains  of  War — Cyber  and  Space 

Cyber  and  space  domains  are  contributing  a  tremendous  measure  of 
complexity  to  the  challenge  of  deterring  future  adversaries.  Deterrence 
and  escalation  control  now  cross  multiple  domains  of  war.  Attacks  against 
space  assets  intended  to  blind  or  dazzle  for  tactical  or  operational  effect 
may  be  perceived  as  precursors  to  broader,  deeper  strategic  attacks.  Com¬ 
puter  network  attacks  may  have  huge  unintended  consequences  for  the 
entire  global  system.  And  new  conventional  capabilities  may  have  far- 
reaching  deterrent  effects.  In  Europe,  for  example,  while  the  United  States 
and  Russia  argue  over  the  role  of  ballistic  missile  defenses  in  our  strategic 
relationship,  some  assert  that  the  alliance  can  afford  to  trade  off  nonstrategic 
nuclear  capabilities  while  deploying  ballistic  missile  defenses.  Also,  there 
is  an  emerging  debate  on  the  deterrent  value  of  conventionally  armed 
intercontinental  missiles  that  could  fly  a  ballistic  trajectory  for  part  of 
their  path  and  then  shift  to  a  more  maneuverable  mode  during  reentry.9 
Such  complex  escalation  and  deterrence  relationships  heighten  the  potential 
for  misperceptions  and  increase  the  risks  of  unleashing  catalytic  escalation 
forces. 

In  this  milieu,  Herman  Kahn’s  ladder  of  escalation  is  less  helpful  as  a 
mental  model  of  deterrence.  In  a  bipolar  world,  escalation  was  linear. 
Now,  escalation  can  function  across  many  dimensions  not  limited  to  the 
nuclear  escalation  ladder.  In  the  multipolar,  proliferated  nuclear  world, 
deterrence  exists  across  at  least  four  domains  simultaneously — conventional, 
nuclear,  cyber,  and  space.  Dr.  Chris  Yeaw,  Air  Force  Global  Strike  Command  s 
chief  scientist,  likened  this  to  a  vortex  in  which  each  side  could  escalate  or 
deescalate  simultaneously  across  multiple  domains  and  even  jump  from 
one  ladder  to  another,  making  crisis  management  and  escalation  control 
much  more  complicated. 

Ten  Axioms  for  Campaign  Planners 

Today  we  must  deter  across  multiple  domains  in  local,  regional,  and 
global  wars  in  a  multipolar,  proliferated  nuclear  world.  While  devoting 
the  weight  of  effort  to  winning  current  fights  and  advancing  the  operational 
art  of  counterinsurgency  and  counterterrorism  campaigns — and  future 
complex  hybrid  operations — we  cannot  afford  to  neglect  the  important 
prospects  of  campaigns  of  the  future  that  will  carry  greater  risk  and  con- 
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sequence.  To  begin  reinvesting  our  intellectual  capital  in  deterrence, 
military  professionals  should  consider  several  fresh  approaches. 

Go  to  School  on  Deterrence  and  Nuclear  Doctrine 

The  2010  Joint  Operating  Environment  states  the  following:  “For  the 
past  twenty  years,  Americans  have  largely  ignored  issues  of  deterrence  and 
nuclear  warfare.  We  no  longer  have  that  luxury.”10  Illustrative  of  the  point 
is  Air  Force  Doctrine  Document  (AFDD)  3-72,  Nuclear  Operations ,n  the 
only  doctrinal  manual  in  the  US  Department  of  Defense  on  the  conduct 
of  campaigns  involving  nuclear  weapons.  While  it  provides  a  solid  ground¬ 
ing  in  the  basics,  it  needs  to  be  revised  to  account  for  the  new  US  strategy 
and  the  Nuclear  Posture  Review.  US  STRATCOM’s  Deterrence  Operations 
Joint  Operating  Concept  provides  a  more  expansive  treatment  but,  as  with 
all  JOCs,  it  is  aimed  at  guiding  the  development  of  future  capabilities 
rather  than  the  conduct  of  campaigns.  Also,  English  translations  of  Chinas 
military  doctrine  on  deterrence  are  available  in  open  sources.12  Campaign 
planners  across  the  joint  forces  should  read  these  documents.  And,  they 
should  be  taught  in  service  schools. 

Apply  Deterrence  in  Each  Phase  of  the  Campaign 

Joint  Publication  3-0,  Joint  Operations ,  and  the  Joint  Operational  Plan¬ 
ning  and  Execution  System  (JOPES)  label  Phase  I  of  a  joint  campaign 
“Deter,”  and  in  practice  joint  forces  also  have  implied  tasks  for  deterrence 
across  each  phase;  they  may  also  have  specified  deterrence  tasks  in  any  phase. 

Phase  0:  Shape.  Strategic  shaping  occurs  every  time  the  US  Air  Force 
and  the  Navy  conduct  test  launches  of  ICBMs  from  Yandenberg  AFB  and 
from  Trident  ballistic  missile  submarines.  Data  sharing  between  the 
United  States  and  Russia  in  accordance  with  arms  control  agreements  also 
shapes  the  stability  of  our  mutual  deterrence  relationship. 

No  matter  what  the  particular  mission  assigned  in  any  theater,  the  US 
military  will  be  building  partner  relationships  that  contribute  to  its  capacity 
to  deter  potential  adversaries,  reassure  allies,  and  maintain  the  stability  of 
the  central  nuclear  balance  among  the  United  States,  Russia,  and  China. 
When  the  last  Tomahawk  land  attack  missile-nuclear  (TLAM-N)  is  re¬ 
tired  from  the  Navy’s  arsenal,  only  dual-capable  aircraft  (nuclear-capable 
B-52  and  B-2  bombers,  F-16  and  F-15  fighters,  the  F-35  Joint  Strike 
Fighter,  and  NATO  Tornado  aircraft)  will  be  available  to  provide  visible 
evidence  of  our  capability  to  conduct  nuclear  operations.  These  capabilities 
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send  a  message  to  key  allies  who  rely  on  the  US  extended  deterrence 
umbrella,  allies  who  might  otherwise  feel  compelled  to  seek  their  own 
nuclear  capabilities.  The  continuous  bomber  presence  mission  in  Pacific 
Command  is  a  visible  signal  of  US  potential  during  real-world  Phase  0 
operations. 

Phase  I:  Deter.  In  this  phase,  standard  “flexible  deterrence  options” 
(FDO)  are  available  to  demonstrate  US  capability  and  resolve  with  the 
intent  of  causing  the  adversary  to  deescalate  and  avoid  hostilities.  The 
Joint  Advanced  Warfighting  School  of  the  Joint  Forces  Staff  College 
teaches  that  FDOs  are 

pre-planned  . .  .  actions  carefully  tailored  to  send  the  right  signal  and  influence  an 
adversary’s  actions  . .  .  developed  for  each  instrument  of  national  power — diplomatic, 
informational,  military  economic,  and  others  (financial,  intelligence  and  law  en¬ 
forcement  DIMEFIL) — but  they  are  most  effective  when  used  in  combination 
with  other  instruments  of  national  power  .  .  .  FDOs  facilitate  early  strategic  decision 
making,  rapid  de-escalation  and  crisis  resolution  by  laying  out  a  wide  range  of 
interrelated  response  paths .  .  .  confront  the  adversary  with  unacceptable  costs  for 
its  possible  aggression.13 

Examples  of  military  FDOs  include  increased  readiness  posture,  alert 
status,  and  force  protection  measures;  heightened  intelligence,  surveil¬ 
lance,  and  reconnaissance;  show-of-force  actions;  public  diplomacy  and 
strategic  communications;  and  deployment  orders  that  move  military 
forces  into  the  joint  operations  area  without  placing  US  forces  in  jeopardy 
if  deterrence  fails. 

Typical  post-Cold  War  FDOs  eschew  employment  of  nuclear  capabilities, 
but  the  growing  complexity  of  deterrence  in  a  multipolar,  proliferated 
nuclear  world  may  require  demonstrating  the  potential  to  employ  the 
strongest  military  measures.  Deployment  of  nuclear-capable  airpower  remains 
available  to  signal  US  capability  and  resolve  visibly  and  flexibly.  When  the 
force  structure  implementation  of  the  2010  Nuclear  Posture  Review 
(NPR)  is  decided,  there  likely  will  be  a  number  of  nondeployed  strategic 
nuclear  delivery  vehicles  that  will  provide  additional  FDOs  that  may  in¬ 
clude  movement  of  hedge  warheads  and  stored  ICBMs.  The  NPR  also 
calls  for  development  of  “other  basing  modes”  of  ICBMs  that  may  provide 
additional  nuclear  FDOs  in  coming  decades.  Space,  cyber,  and  future 
conventional  capabilities  provide  an  even  wider  range  of  additional  FDOs. 
Campaign  planners  need  to  be  schooled  in  the  full  array  of  military  capabilities 
available  for  FDOs. 
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Phase  II:  Seize  the  Initiative.  For  this  phase  of  the  joint  campaign, 
future  global  strike  capabilities  will  provide  forces  that  can  prevent  an  op¬ 
ponent  from  initiating  combat  on  its  terms.  Conventional  warheads  con¬ 
tained  in  maneuverable,  trans-atmospheric  vehicles  launched  on  ballistic 
missiles — systems  that  are  not  prohibited  by  arms  control  treaties — may 
enable  limited,  prompt  global  strikes  that  can  deny  an  opponent  the  benefit 
it  may  seek  from  employment  of  its  limited  number  of  nuclear  weapons. 
For  example,  a  North  Korean  Taepodong  ICBM  on  the  launch  pad  with 
a  nuclear  warhead  might  be  destroyed  with  a  conventional  munition 
within  less  than  an  hour  of  a  launch  order  from  the  president.  Theater 
campaign  planners  need  to  know  how  to  employ  and  coordinate  such 
strikes  as  deploying  forces  stage  into  the  theater. 

In  some  cases,  it  may  be  that  conventional  war-fighting  capabilities  are 
insufficient  to  seize  the  initiative.  In  those  situations  the  joint  force  com¬ 
mander  may  choose  to  employ  space  or  cyber  capabilities  to  pave  the  way 
for  an  ensuing  decisive  operations  phase.  The  capacity  to  conduct  such 
operations  would  provide  theater  campaign  planners  with  powerful  deterrent 
threats.  The  theater  joint  force  employed  in  cyber  and  space  operations 
will  also  need  to  have  robust,  layered  missile  defenses  as  a  means  of  deterrence 
by  denying  the  enemy  any  benefit  from  ballistic  missile  strikes  against  US 
forces  in  the  theater. 

Phase  III:  Decisive  Operations.  The  main  effort  of  a  joint  campaign  is 
to  defeat  the  opposing  force  in  Phase  III.  Generally  this  will  be  conducted 
by  employment  of  decisive  conventional  combat  power.  But  in  dealing 
with  a  nuclear- armed  opponent  or  nuclear- armed  ally  of  a  conventionally 
armed  opponent,  prudent  joint  campaign  planners  will  need  to  prepare 
branches  and  sequels  that  anticipate  potential  first  use  of  nuclear  weapons 
by  a  risk-acceptant  adversary,  ffere,  again,  the  theater  campaign  planner 
may  have  future  global  strike  capabilities  available  to  support  deterrence 
during  the  Phase  III  main  effort.  The  Air  Force  chief  of  staff  has  said,  “The 
future  will  call  for  at  least  as  much  if  not  more  deterrence”  capability  than 
the  service  currently  wields.  Gen  Norton  A.  Schwartz  called  for  a  low- 
cost,  flexible  family  of  systems  that  can  meet  many  possible  needs,  from 
precision  strikes  in  an  asymmetric  environment  to  full-scale  bombing  cam¬ 
paigns  against  heavily  defended  airspace,  centered  on  a  “penetrating 
bomber.”14  Future  theater  campaigns  will  have  to  incorporate  such  capabilities 
into  Phase  III  planning. 
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Phase  IV:  Transition.  Deterrence  is  not  irrelevant  to  the  ending  of  hos¬ 
tilities  and  termination  of  conflict.  Capabilities  that  create  fear  of  conse¬ 
quences  in  an  opponent  that  has  been  defeated,  is  exhausted,  or  just  wants 
to  quit  the  fight  remain  important. 

Consider  the  case  of  the  Korean  War.  In  1950,  after  the  Inchon  landing 
enabled  UN  forces  to  fight  their  way  back  up  the  peninsula  from  the  Pusan 
perimeter,  Russia  and  China  rejected  any  negotiations  until  all  foreign 
troops  were  withdrawn.  In  1951,  after  the  advance  into  North  Korea, 
General  MacArthur  was  relieved.  Then  China  dropped  its  demand  and, 
with  North  Korea,  agreed  to  a  cease-fire  along  the  demarcation  line.  But 
the  fighting  continued  for  two  more  years  as  North  Korea  and  China  insisted 
on  mandatory  repatriation  of  prisoners  of  war  captured  by  UN  forces  and 
held  in  the  south.  Casualties  mounted,  reaching  numbers  greater  than 
those  before  the  cease-fire.  In  1952  Dwight  D.  Eisenhower  was  elected  US 
president  and  sought  an  end  to  the  war  by  communicating  nuclear  threats 
to  China  and  North  Korea  through  third  parties.  He  approved  military 
planning  to  move  atomic  artillery  and  aerial  bombs  into  place;  operational 
staffs  ordered  their  movement  into  position;  commanders  readied  these 
nuclear  forces  for  employment  in  a  campaign  to  be  executed  on  order  if 
the  enemy  continued  to  be  intransigent.  Preparations  for  use  of  atomic 
weapons  were  made  apparent  to  the  Chinese  and  the  North  Koreans. 
When  Joseph  Stalin  died  in  1953,  his  successors  put  pressure  on  the  Chinese 
and  North  Koreans  to  adopt  a  more  conciliatory  posture,  and  the  com¬ 
munists  finally  accepted  voluntary  repatriation  and  a  truce  at  PanmunjomU 

Phase  V:  Enable  Civil  Authority.  Upon  cessation  of  hostilities,  mili¬ 
tary  capabilities  will  still  be  important  to  provide  deterrence  of  potential 
adversaries  not  involved  in  the  fight  who  might  nevertheless  seek  to  achieve 
advantage  presented  by  the  opportunity  of  a  neighbor’s  defeat  or  the  dis¬ 
order  that  could  ensue  from  the  lack  of  civil  authority  in  a  provisional 
military  occupation.  If  the  conflict  involves  nuclear  weapons,  US  deter¬ 
rence  capabilities  will  be  critical  for  providing  an  umbrella  of  protection 
while  civil  society  is  rebuilt. 

Do  No  Harm  to  the  Stability  of  Central  Strategic  Deterrence 

The  nuclear  great  powers  will  watch  any  crisis  involving  the  United 
States  very  closely.  Even  if  the  strategic  nuclear  balance  among  the  United 
States,  Russia,  and  China  becomes  more  stable,  this  will  not  guarantee 
continued  stability  in  economic,  political,  or  diplomatic  competitions. 
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Regardless,  in  future  conflicts  we  will  continue  to  find  ourselves  risk- averse 
to  provoking  heightened  concerns  for  the  vital  national  interests  of  Russia 
and  China.  It  will  be  particularly  important  to  consider  the  implications 
military  action  against  a  particular  adversary  will  have  on  its  neighbors  in 
this  n-power  game. 

There  is  reason  for  special  concern  in  this  regard  for  the  stability  of  our 
relationship  with  China,  for  we  hardly  know  them.  In  the  Cold  War  we 
devoted  billions  of  dollars  and  enormous  human  resources  in  trying  to 
learn  how  the  Soviets  made  strategic  decisions,  to  discern  their  intent,  and 
to  assess  their  true  capabilities.  And  sometimes  we  still  got  it  wrong.  We 
have  devoted  nothing  near  that  effort  to  understanding  the  intentions  and 
capabilities  of  China. 

It  is  equally  important  for  them  to  understand  us.  At  least  Chinese 
strategists  can  study  our  Cold  War  crisis  behavior.  We  can  be  sure  that 
they  read  Schelling  and  Allison,  but  will  that  explain  what  our  twenty- 
first-century  redlines  would  be?  How  would  the  United  States  respond  to 
a  Chinese  high-altitude  detonation  of  an  electromagnetic  pulse  weapon? 
Does  the  United  States  consider  attacks  in  outer  space  to  be  akin  to  attacks 
on  our  soil?  These  kinds  of  questions  go  beyond  our  declaratory  policy, 
reaching  to  the  essence  of  our  decisions.  Not  only  are  China’s  military 
writings  more  guarded  and  enigmatic  than  ours,  they  have  never  had  a 
nuclear  crisis  of  their  own  from  which  to  learn  about  the  pressures  and 
stresses  that  affect  communication  of  intent  when  a  strategic  nuclear  ex¬ 
change  potentially  hangs  in  the  balance. 

Maintaining  crisis  stability  in  a  multipolar  nuclear  world  requires  more 
stringent  assumptions  about  communication,  trust,  and  commitment 
than  with  only  two  players,  where  weaker  assumptions  might  suffice. 
Since  the  permutations  and  combinations  inherent  in  multiactor  crises  are 
more  numerous,  creating  confidence-building  measures  among  nuclear¬ 
armed  states  may  become  a  particularly  useful  method  for  building  crisis 
stability.  Military-to-military  exchanges  cannot  guarantee  friendliness, 
but  they  can  promote  understanding. 

Such  exchanges  could  produce  deeper  understanding  of  the  strategic 
cultures  of  nations  and  nonstate  groups  that  might  acquire  nuclear  weapons. 
Culture  plays  a  large  role  in  strategic  relationships;  therefore,  it  will  serve 
us  well  to  invest  in  the  kind  of  cultural  understanding  only  prolonged  effort 
provides.  During  the  Cold  War,  the  United  States  and  the  Soviet  Union 
both  reflected  the  world  of  the  enlightenment  in  advancing  their  own 
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unique  “internationalisms” — democracy  in  the  case  of  the  United  States, 
communism  for  the  Soviet  Union — according  to  Prof.  Paul  Bracken,  who 
notes, 

Compare  such  noble  internationalisms  with  nationalism  driving  the  new  nuclear 
states.  Pakistan  uses  Islamic  fundamentalism  to  try  to  build  an  extension  of  national¬ 
ism  in  Afghanistan  and  Central  Asia;  North  Korea  seals  itself  off  from  the  outside 
world  with  a  juche  philosophy  of  self-reliance  and  convinces  its  people  that  they 
are  respected  by  the  countries  of  Asia.  These  behaviors  arise  out  of  an  emotional 
nationalism  that  one  people  is  better  than  another.  The  United  States  and  the 
Soviet  Union  had  their  own  absurd  ideas,  to  be  sure.  But  neither  believed  that 
their  peoples  were  innately  superior  to  each  other,  only  that  their  core  political 
beliefs  were.16 

Understand  the  Limits  of  Conventional  Deterrence 

There  have  been  many  debates  in  the  United  States  on  the  value  of  con¬ 
ventional  deterrence.  Indeed,  the  Nuclear  Posture  Review  sets  us  on  a  path 
to  zero  nuclear  weapons  in  part  based  on  the  belief  that  conventional 
means  may  one  day  fully  substitute  for  nuclear  weapons.  Surely  our  4,000 
years  of  human  history  with  conventional  warfare — compared  to  65  or  so 
with  nuclear  weapons — can  teach  us  something  empirically  about  the 
efficacy  of  conventional  deterrence. 

In  the  1980s  Paul  Huth  and  Bruce  Russett  conducted  an  interesting 
statistical  study  of  deterrence.17  They  looked  at  54  case  studies  of  twentieth- 
century  warfare  in  which  one  side  attempted  an  initial  deterrence  strategy 
and  then  applied  a  methodology  to  normalize  all  the  appropriate  factors 
so  they  could  draw  comparisons  among  the  studies.  They  concluded  that, 
historically,  deterrence  has  worked  a  little  more  than  half  the  time  (3 1  out 
of  54  cases)  and  nearly  always  by  denial  of  benefit  rather  than  by  imposing 
cost.  They  also  found  that  it  never  worked  in  great-power  wars,  only  in 
regional  conflicts.  And,  when  deterrence  did  work,  there  was  usually  both 
a  strong  relationship  between  a  great-power  defender  and  its  protege  as 
well  as  a  record  of  arms  transfers  from  the  defender  to  its  protege.  In  the 
six  instances  in  which  at  least  one  side  was  a  nuclear  power,  possession  of 
nuclear  weapons  by  the  defender  had  no  effect  on  the  success  or  failure  of 
deterrence  in  preventing  the  outbreak  of  war. 

Conventional  deterrence,  then,  might  work  about  half  the  time.  Cam¬ 
paign  planners  who  must  develop  flexible  deterrent  operations  should 
study  Barry  Blechman’s  comprehensive  analysis  from  the  1970s  of  what 


[42] 


Strategic  Studies  Quarterly  ♦  Summer  20 1  I 


We  encourage  you  to  e-mail  your  comments  to  us  at:  strategicstudiesquarterly@maxwell.af.mil. 

Deterrence  at  the  Operational  Level  of  War 


worked  and  what  did  not  when  conventional  forces  were  employed  to  af¬ 
fect  the  decision-making  processes  of  potential  adversaries.18  This  was  an 
exhaustive  analysis  of  dozens  of  Cold  War-era  case  studies  and  is  well 
worth  rediscovery  for  the  twenty-first  century. 

Plan  for  Operations  on  a  Nuclear  Battlefield 

If  it  is  now  much  more  likely  that  some  rogue  state  or  nonstate  actor 
will  detonate  a  nuclear  weapon  in  our  lifetime,  or  if  the  consequence  of  a 
multipolar  nuclear  world  is  greater  risk  of  nuclear  war  through  miscalculation, 
then  it  stands  to  reason  that  we  must  prepare  our  forces  for  operations  on 
a  nuclear  battlefield,  even  if  we  do  not  resort  to  first  use  or  responding  in 
kind  ourselves.  There  is  growing  concern  in  the  analytic  community  about 
the  prospects  for  limited  nuclear  war  in  the  near  future.19  Even  novelists 
are  speculating  on  how  radical  Islamist  organizations  possessing  a  number 
of  nuclear  weapons  might  use  them  in  an  operational  campaign  as  op¬ 
posed  to  the  usual  scenario  of  detonating  a  single  device  in  a  major  Western 
city  during  a  terrorist  attack.20 

We  are  ill  prepared  for  this.  While  there  are  regulations,  procedures, 
and  joint  doctrine  for  managing  the  consequences  of  an  adversary’s  use  of 
weapons  of  mass  destruction,  there  is  no  doctrine  for  conducting  combat 
operations  on  a  nuclear  battlefield. 

Assess  the  Credibility  of  Deterrence 

How  do  you  judge  a  negative?  That  is,  how  do  you  know  your  attempts  at 
deterrence  are  successful?  What  indicators  and  warnings  reveal  the  enemy’s 
intent?  What  are  the  priority  intelligence  requirements  for  a  deterrence 
campaign  or  line  of  operation?  Is  the  opponent  not  attacking  because  it  is 
deterred  or  because  it  is  just  biding  its  time  for  a  massive  response  that  you 
did  not  anticipate?  There  are  many  who  argue  that  answers  to  these 
questions  are  simply  unknowable  and  deterrence  must  rest  on  blind  faith, 
or  that  the  planner  will  have  to  conduct  operations  as  if  the  deterrence 
ph  ase  will  fail — a  stratagem  that,  of  course,  risks  self-fulfillment. 

Some  recent  methodological  and  empirical  work  can  help  campaign 
planners  discern  whether  deterrent  threats  are  achieving  the  intended  effects 
of  creating  fear  of  consequences  in  the  opponent’s  calculations.  Daryl 
Press  conducted  case  studies  into  instances  of  a  country  communicating 
deterrent  threats  to  an  opponent  to  prevent  the  outbreak  of  war  among 
great  powers.  He  looked  at  German  assessments  of  British  and  French 
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threats  in  1938-39,  British  and  US  assessments  of  Soviet  threats  in  the 
Berlin  crises  of  1958-61,  and  US  assessments  of  Soviet  threats  in  the  Cuban 
missile  crisis  of  1962.  Press  found  that  deterrence  works  when  a  country 
makes  threats  that  the  opponent  believes  it  is  capable  of  carrying  out  and 
when  the  opponent  believes  its  adversary  has  a  strategic  interest  in  doing 
so.  In  other  words,  the  prerequisite  for  deterrence  has  less  to  do  with  rational 
calculations  of  risk  and  intent,  even  if  the  adversary  has  a  reputation  for 
bluff,  bluster,  and  subterfuge.  The  success  or  failure  of  deterrence  in  those 
cases  had  more  to  do  with  perceptions  of  capability  and  willingness;  what 
matters  most  is  the  here  and  now,  not  past  behavior. 

This  suggests  that  assessing  the  credibility  of  a  deterrent  threat  should 
begin  with  an  objective  look  at  what  the  Soviets  called  “correlation  of 
forces,”  or  the  military  balance  that  can  be  brought  to  bear  in  a  crisis.  We 
discovered  with  the  Soviets  that  different  sides  can  have  different  ways  of 
measuring  military  power,  so  it  will  be  prudent  to  maintain  a  capacity  to 
emulate  the  potential  adversary’s  military  analysis  and  decision-making 
processes  to  reflect  accurately  its  understanding  of  our  military  capability. 
It  may  use  measures  of  merit  quite  different  than  our  own  and  combine 
them  in  ways  that  would  appear  strange  to  our  own  method  of  conduct¬ 
ing  campaign  analysis.  In  any  case  it  is  vital  not  to  fall  prey  to  the  tempta¬ 
tion  of  mirror  imaging  when  conducting  an  assessment  of  the  credibility 
of  a  deterrent  threat. 

Press  also  suggests  several  ways  to  assess  intent.  He  asserts  that  “[t]he 
evidence  for  credibility  is  in  the  adversary’s  private  communications  about 
their  perceptions  of  our  capabilities  and  intentions  and  their  reasoning 
behind  their  own  policies.”21  In  his  four  case  studies,  Press  found  strong 
support  for  the  conclusion  that  there  are  two  primary  sources  of  evidence 
about  the  credibility  of  a  deterrent  threat  in  the  mind  of  the  adversary. 
First,  we  can  turn  to  the  opposing  decision  makers’  statements  about  their 
adversary’s  credibility.  They  often  make  statements  about  their  expectation 
of  the  explicit  likelihood  that  we  will  carry  out  our  threats  and  promises. 
Second,  Press  says  to  look  at  the  very  policies  that  decision  makers  advo¬ 
cate  during  crisis.  Credible  threats  generate  more  calls  for  concessions 
than  do  threats  that  are  not  credible.  If  the  opponent  decision  makers 
advocate  a  hard-line  policy,  they  do  not  believe  our  threat  is  credible.  If 
they  argue  for  caution,  they  assign  higher  credibility  to  our  threat. 

Press’  historical  case  studies  rely  on  archival  source  material  for  a  retro¬ 
spective  look  at  what  deterred  and  what  did  not.  Campaign  planners  will, 
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of  course,  not  have  the  luxury  of  hindsight  or  even  foresight  to  see  into 
the  enemy’s  decision  making  in  the  future.  However,  today’s  informa¬ 
tion  operations  tools  can  provide  timely  insights  into  the  kinds  of  evidence 
that  are  needed  to  assess  credibility  of  deterrent  threats.  We  should  be 
particularly  capable  of  developing  communications  intercept  and  com¬ 
puter  network  exploitation  that  would  allow  collection  of  timely  intelli¬ 
gence  on  the  opponent’s  internal  communications.  A  number  of  tools 
exist  for  exploiting  massive  amounts  of  data  to  discern  relevant  content 
that  would  reveal  the  kinds  of  discussions  Press  suggests  would  shed  light 
on  the  credibility  of  our  deterrent  threats  in  the  minds  of  our  opponents. 
Campaign  planners  need  access  to  those  kinds  of  intelligence  capabilities 
and  analytic  tools. 

Beware  the  Potential  for  Cascading  Effects 

If  escalation  is  more  like  a  vortex  than  a  ladder,  then  chances  are  a  crisis 
in  the  multipolar,  proliferated  nuclear  world  will  be  more  like  1914  than 
1939  in  terms  of  its  potential  for  spiraling  out  of  control.  The  twenty-first 
century  is  fraught  with  risks  of  misperceptions  among  crisis  participants 
from  divergent  cultural  perspectives  and  with  clashing  strategic  interests. 
These  risks  are  compounded  by  the  fact  that  every  newly  nuclear  state  goes 
through  a  period  of  learning  about  its  new  role;  it  must  learn  both  how  it 
intends  to  employ  its  nuclear  capabilities  to  achieve  their  deterrent  effects 
and  how  to  keep  them  safe,  secure,  and  reliable  in  their  particular  geo¬ 
political  environment.  Unanticipated  consequences  abound  with  emerg¬ 
ing  warfare  domains  such  as  cyber  and  space.  Timelines  for  decision,  already 
made  very  short  by  the  Cold  War  capabilities  of  ballistic  missiles,  will  be 
even  further  compressed  by  nearly  instantaneous  and  ubiquitous  effects  of 
a  globally  interconnected  world  order. 

In  this  milieu,  decision  superiority  will  become  a  capability  of  military 
necessity.  Decision  superiority  is  simply  the  capacity  to  make  better  deci¬ 
sions  faster  than  opponents.  Sometimes  this  will  depend  on  one’s  own 
command  of  the  “observe,  orient,  decide,  act”  cycle.  But  in  many  exer¬ 
cises,  experiments,  and  war  games,  the  military  has  discovered  that  it  just 
cannot  execute  the  “orient”  phase  fast  enough  to  get  inside  some  oppo¬ 
nents’  decision  cycles.  This  is  particularly  evident  in  exploring  how  to 
conduct  ballistic  and  cruise  missile  defense  against  a  sophisticated  oppo¬ 
nent  who  employs  not  only  very  capable  missiles  but  also  large  numbers 
of  them  in  complex  operational  concepts  of  attack  (e.g.,  surge,  swarm, 
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multiple,  and  changing  directions).  There  is  an  emerging  concept  for 
command  and  control  that  suggests  we  will  need  military  capabilities  to 
enable  us  to  decide  and  begin  to  act  well  before  we  have  traditionally  suf¬ 
ficient  information  to  conduct  the  military  decision-making  process.  An¬ 
other  complementary  approach  for  achieving  decision  superiority  may  lie 
in  the  conduct  of  denial,  deception,  and  disruption  concepts  to  slow  down 
and  degrade  the  opponent’s  decision  cycle. 

We  can  develop  ways  to  make  decisions  faster,  but  will  they  be  good 
decisions?  How  do  we  provide  decision-making  support  that  enables  not 
only  faster  decisions  but  also  better  decisions?  In  carrying  out  twenty-first- 
century  deterrence  operations,  we  need  to  make  decisions  that  are  better 
in  the  sense  that  they  produce  actions  that  not  only  achieve  our  geopolitical 
objectives  but  also  do  not  trigger  a  chain  of  consequences  that  result  in 
nuclear  weapons  use.  Here  again,  we  need  more  work  in  the  behavioral 
model  of  decision  making  rather  than  the  rational  actor  model. 

Leverage  the  Cognitive  Domain  of  War 

When  he  served  as  director,  force  transformation  in  the  office  of  the 
secretary  of  defense,  RADM  Art  Cebrowski  asserted  that  wars  are  won  or 
lost  in  the  cognitive,  rather  than  in  the  physical,  domain.22  By  this  he 
meant  that  the  information  revolution  has  ushered  in  a  new  era  in  which 
mastery  of  the  physical  domain  of  war  is  no  longer  sufficient.  His  thinking 
on  this  is  most  applicable  to  the  problem  of  deterrence  in  the  twenty-first 
century,  where  we  must  develop  military  campaigns  to  deter  the  use  of 
nuclear  weapons  by  a  variety  of  potential  adversaries. 

Kahneman’s  behavioral  science  approach  to  economics  is  built  on  Herbert 
Simon’s  pioneering  work  on  prospect  theory  of  choice  making,  describing 
how  decisions  are  made  among  alternatives  with  uncertain  risks.  Kahneman 
extended  prospect  theory  to  examine  more  closely  the  biases  and  heuristics 
in  human  decision  making.23  The  prospect  theory  school  of  decision  making 
asserts  that,  although  such  skewed  thinking  was  generally  successful,  or  at 
least  good  enough  for  economic  satisfaction  if  not  maximization  of  utility, 
nevertheless  the  impact  of  such  bias  could  be  minimized  to  approach  the 
ideal,  rational  decision-making  model. 

In  the  1990s  an  alternative  behavioral  school  emerged  in  contrast  to 
Kahneman’s  adaptation  of  prospect  theory,  suggesting  that  such  heuristic 
decisions  are  after  all  quite  natural  and,  in  terms  of  efficiency  in  doing  the 
things  necessary  for  human  progress — namely  survival,  evolution,  and 
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domination  by  the  species — often  even  better  than  optimizing  strategies. 
What  Kahneman  found  to  be  bias,  deflecting  the  human  mind  from  the 
ideal,  researchers  such  as  Gary  Klein  and  Gerd  Gigerenzer  viewed  as  adaptive, 
emergent  behavior.  Their  field  research  suggests  that  humans,  perhaps 
regardless  of  culture,  make  decisions  based  on  a  few  common  heuristics 
that  enable  decision  making  that  is  fast  enough  to  avoid  falling  prey  to 
other  species  and  sufficiently  frugal  in  terms  of  exploiting  the  cognitive 
capacity  of  the  human  brain  to  seek  and  absorb  only  enough  information 
necessary  to  make  the  decisions  at  hand. 

Klein  conducted  over  600  field  studies  of  experienced,  successful  decision 
makers  who  were  confronted  with  situations  involving  incomplete  infor¬ 
mation,  uncertainty,  high  risk,  and  intense  time  pressures  (e.g.,  fire  fighters, 
tactical  and  operational  military  staffs,  medical  professionals,  nuclear 
power  plant  operators,  etc.).  He  concludes,  “The  evidence  that  supposedly 
shows  that  stress  results  in  decision  errors  is  not  convincing  .  .  .  experienced 
decision  makers  adapt  to  time  pressures  very  well  by  focusing  on  the  most 
relevant  cues  and  ignoring  others.”24  Klein  argues  there  are  some  common 
sources  of  error  that  might  be  useful  for  campaign  planners  to  understand 
and  train  to  minimize.  For  example,  de  minimus  sorting  occurs  when  people 
in  the  decision-making  chain  are  aware  of  disconfirming  evidence  and 
may  even  seek  it  out  but  then  explain  it  away;  Klein  and  his  research  team 
dissected  the  USS  Vincennes’  shoot-down  of  the  Iranian  airliner  in  1988 
and  concluded  that  this  was  the  root  cause  of  that  error. 

Confirmation  bias  occurs  when  a  person  chooses  to  seek  confirming 
evidence  that  has  little  diagnostic  value  because  it  cannot  help  distinguish 
between  alternative  hypotheses  and  does  not  try  to  obtain  other  diagnostic 
evidence  that  might  disconfirm  the  favored  hypothesis.  He  cites  the  example 
of  the  1973  shoot-down  of  an  off-course  Libyan  civilian  airliner  by  the 
Israelis  as  a  case  of  this  type  of  error. 

Klein  posits  that  training  on  countermeasures  to  such  errors  would 
prove  useful  to  campaign  planning  staffs.  One  such  technique  he  calls 
pre-mortem  mental  simulation — a  technique  especially  useful  for  planners 
who  are  often  overconfident  about  the  plan  they  created.  This  technique  asks 
planners  to  imagine  their  plan  was  executed  and  failed.  The  pre-mortem  helps 
reveal  hidden  or  understated  risks. 

Gigerenzer  has  focused  on  laboratory  and  field  research  aimed  at  under¬ 
standing  the  elements  of  the  cognitive  domain.  He  suggests  that  all  human 
decision  making  boils  down  to  three  components  that  form  a  heuristic: 
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search  rules  used  to  limit  the  volume  of  data  considered,  stopping  rules  to 
limit  the  amount  of  time  and  effort  spent  on  collecting  data,  and  decision 
rules  to  apply  in  making  choices  among  alternatives. 

Humans  and  animals  make  inferences  about  their  world  with  limited  time,  knowledge, 
and  computational  power.  In  contrast,  many  models  of  rational  inference  view 
the  mind  as  if  it  were  a  supernatural  being  possessing  demonic  powers  of  reason, 
boundless  knowledge,  and  all  of  eternity  with  which  to  make  decisions ...  we  pro¬ 
pose  replacing  the  image  of  an  omniscient  mind  computing  intricate  probabilities 
and  utilities  with  that  of  a  bounded  mind  reaching  into  an  adaptive  toolbox  filled 
with  fast  and  frugal  heuristics.25 

If  this  is  so,  then  military  decision  making  across  cultures  and  across  the 
ages  may  be  reducible  to  a  shared  set  of  common  fast  and  frugal  heuristics.  If 
we  could  determine  what  some  common  military  decision-making  heuristics 
are,  then  maybe  we  could  better  anticipate  an  opponent’s  decision  as  it  is 
made,  perhaps  even  in  advance. 

Do  Not  Assume  Opponents  without  Fear  Cannot  Be  Deterred 

Too  many  military  planners  assert  that  defiant  proliferators  and  terrorists 
are  irrational  and  cannot  be  deterred,  so  the  only  option  is  that  they  be 
killed  or  captured.  There  is  no  empirical  analysis  to  support  that  argument. 
There  is  indeed  evidence  that  rogues  and  nonstate  actors  who  possess  weapons 
of  mass  destruction  and  their  means  of  delivery  can  be  deterred. 

Deterrence  worked  in  1991.  The  United  States  conveyed  the  not-so-veiled 
threat  that  if  the  Iraqis  used  chemical  or  biological  weapons  on  US  troops, 
then  we  would  respond  with  nuclear  weapons.  Although  Tariq  Aziz  said 
later  that  he  did  not  take  President  Bush’s  letter  to  Saddam,  we  now  know 
that  the  message  was  indeed  conveyed  and  that  Iraqi  generals  took  it 
seriously.26  Indeed,  there  is  emerging  evidence  that  Saddam  himself  was 
convinced  that  the  United  States  would  use  nuclear  weapons  on  Iraq  if  he 
were  to  order  or  authorize  use  of  chemical  weapons  on  American  troops  in 
the  1991  Persian  Gulf  War. 

Rather  than  assuming  terrorists  cannot  be  deterred,  we  should  conduct 
the  necessary  behavioral  research  to  determine  just  where  their  fears  lie, 
then  apply  the  threat  of  military  power  to  create  the  desired  effects  on 
their  behavior.  Since  9/11  Dr.  Jerrold  Post,  a  long-time  consultant  to  the 
CIA,  has  studied  all  major  terrorist  groups  and  is  one  of  only  a  few  who 
has  interviewed  hundreds  of  detainees  from  the  war  on  terror.  Dr.  Post 
reports  on  his  interviews, 
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[T]wo  responses  from  the  terrorists  deserve  emphasis  .  .  .  one  concerned  the  fear 
of  these  weapons,  of  “the  silent  death,”  of  infectious  microbes,  deadly  toxins  and 
radioactivity.  Not  everyone  wishes  to  be  a  martyr,  and  the  danger  of  handling 
these  deadly  chemical,  biological,  and  radiological  materials  should  be  emphasized. 
The  second  theme  was  the  proscription  in  the  Koran  against  mass  casualties,  includ¬ 
ing  killing  innocents,  and  the  requirement  to  not  poison  the  earth  and  living  things.27 

We  need  to  identify  such  fears  and  how  nuclear  weapons  can  threaten  in 
ways  that  speak  to  those  fears. 

Develop  Innovative  Tactical  and  Operational  Forms 

Finally,  lacking  a  playbook,  we  need  to  develop  ways  to  apply  deter¬ 
rence  in  this  multipolar,  proliferated  nuclear  world.  In  my  own  experience 
across  a  number  of  war  games  and  exercises,  it  is  clear  that  the  process  of 
developing  deterrence  courses  of  action  has  become  a  lost  art.  Few  players 
or  staffs  have  a  sense  of  the  range  of  capabilities  available  for  deterrence 
operations,  and  fewer  still  have  a  nuanced  understanding  of  what  might 
deter  the  particular  adversary.  In  such  events,  most  participants  arrive  with 
the  deterrence  belief  that  “one  size  fits  all”  situations  but  then  quickly 
come  to  realize  that  nuclear  deterrence  is  not  a  pickup  game. 

A  number  of  analysts  have  suggested  we  need  more  accurate  nuclear 
weapons  with  low-yield  options  to  make  deterrence  credible  at  the  opera¬ 
tional  level.  They  argue  this  would  be  the  case  for  both  regional  adversaries 
and  peers.28  They  believe  it  would  work  by  enabling  US  forces  to  hold 
sanctuaries  at  risk  while  minimizing  collateral  damage  to  levels  even  lower 
than  those  that  would  occur  if  conventional  weapons  were  used.29  If  this 
approach  were  adopted,  it  would  require  that  joint  force  campaign  planners 
experience  a  rebirth  of  expertise  in  nuclear  operations. 

New  forms  of  deterrence  operations  can  be  developed  for  this  multipolar, 
proliferated  era  in  which  deterrence  has  grown  increasingly  complex.  We 
must  resurrect  joint  doctrine  for  nuclear  operations  and  revise  Air  Force 
nuclear  operations  doctrine.  Additionally,  the  art  of  military  campaign 
planning  must  incorporate  techniques  and  procedures  for  deterrence 
operations,  including  deterrence  lines  of  operations  that  provide  deter¬ 
rence  branches  and  sequels  extending  across  all  phases  of  the  joint  force 
campaign.  We  must  involve  expert,  live,  red  teams  that  will  produce  insight 
into  opponent  military  decision-making  processes  while  fielding  a  new 
generation  of  analytic  tools  for  planning  staffs  to  measure  and  assess  the 
credibility  of  their  deterrence  planning  efforts. 
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Deterrence  Across  the  Ages 

There  are  those  who  assert  that  deterrence  is  greatly  overrated,  poorly 
understood,  and  desired  today  mostly  out  of  nostalgia.  Not  so.  Campaign 
planners  in  operational  joint  forces  around  the  globe  increasingly  find  them¬ 
selves  confronted  with  the  challenge  of  developing  concepts  of  operations 
that  will  in  practice  provide  commanders  with  a  realistic  likelihood  of  deter¬ 
ring  potential  adversaries  who  are  willing  to  take  on  the  United  States  of 
America.  The  growing  complexity  of  deterrence  compels  military  profes¬ 
sionals  to  develop  ways  to  plan  and  achieve  deterrence  at  the  operational 
level  of  war. 

Deterrence  is  a  World  Cup  sport,  and  we  are  only  beginning  to  rein¬ 
vigorate  our  state  of  conditioning  to  play  the  twenty-first-century  game. 
The  practice  of  deterrence  has  fundamentally  changed,  and  all  the  think¬ 
ing  and  theorizing  we  might  do  should  be  translated  into  capabilities  and 
playbooks  for  the  real  world.  As  the  United  States  continues  to  strengthen 
its  nuclear  enterprise,  we  need  to  advance  the  art  of  deterrence  campaign 
planning  and  toughen  our  practices.  Deterrence  at  the  operational  level  of 
war  is  an  idea  whose  time  has  come. 
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On  5  April  2009  in  Prague,  Czech  Republic,  President  Obama  com¬ 
mitted  the  United  States  to  seeking  “the  peace  and  security  of  a  world 
without  nuclear  weapons.”1  This  move  toward  a  nuclear-free  world  is  not 
a  new  idea.  In  January  2008,  George  P.  Shultz,  William  J.  Perry,  Henry 
Kissinger,  and  Sam  Nunn  authored  an  article  for  the  Wall  Street  Journal 
suggesting  steps  to  “dramatically  reduce  nuclear  dangers.”  More  than  a 
dozen  former  senior  US  officials  from  the  past  six  administrations  endorsed 
these  suggestions.2  While  these  officials  offered  “suggestions,”  they  real¬ 
ized  the  challenge  of  achieving  a  nuclear-free  world  would  be  difficult.  In 
fact,  the  president  recognized  this  challenge  in  his  Prague  speech  when  he 
stated,  “This  goal  will  not  be  reached  quickly — perhaps  not  in  my  life¬ 
time.”  “Just  as  importantly,”  the  president  added,  “As  long  as  these  weapons 
exist,  the  United  States  will  maintain  a  safe,  secure  and  effective  arsenal  to 
deter  any  adversary,  and  guarantee  the  defense  of  our  allies.”3  In  a  move 
toward  a  nuclear-free  world,  Obama  and  Russian  president  Medvedev 
signed  the  “New  Strategic  Arms  Reduction  Treaty  (START)”  on  8  April  2010 
in  Prague,  limiting  deployed  strategic  warheads  to  1,550.  This  is  a  30-per¬ 
cent  reduction  from  the  2002  Moscow  Treaty,  moving  the  world  one 
step  closer  to  eliminating  all  nuclear  weapons.4 

As  the  president  moves  toward  a  nuclear-free  world,  we  must  ask  some 
very  important  questions  about  that  journey:  (1)  Do  different  negotiation 
considerations  and  dynamics  come  into  play  when  Russia  and  the  United 
States  go  below  1,000  strategic  warheads?  (2)  What  are  the  implications  of 
nonstrategic  or  tactical  nuclear  weapons  in  the  global  security  environment? 
and  finally,  (3)  What  are  the  potential  implications  for  the  US  nuclear 
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force  structure  and  the  impact  on  the  role  of  nuclear  deterrence  as  its 
national  arsenal  moves  below  1,000  strategic  warheads?  These  questions 
require  a  thorough  analysis  and  invite  “suggestions”  on  how  the  United 
States  should  proceed. 

New  Negotiation  Dynamics  below  1 ,000  Warheads 

A  world  free  of  nuclear  weapons  is  a  noble  goal  and  a  commitment  we 
have  as  a  nation  in  accordance  with  Article  VI  of  the  Nuclear  Non- 
Proliferation  Treaty  (NPT)  as  ratified  by  the  United  States  in  March 
1970. 5  Over  the  past  40  years,  the  United  States  has  negotiated  directly 
with  the  Soviets,  and  now  the  Russians,  to  reduce  our  nuclear  arsenals. 
While  negotiations  were  difficult,  viewed  from  a  distance  these  talks  were 
very  similar  to  Newton’s  Third  Law  of  Motion:  “For  every  action  there  is 
an  equal  and  opposite  reaction.”6  This  is  not  to  say  there  was  a  one-for-one 
reduction  in  warheads  between  the  two  nations.  But  as  one  nation  pro¬ 
posed  an  action  to  reduce  weapons,  the  other  responded  with  what  it  saw 
as  an  equal  reduction  while  always  maintaining  the  status  quo  balance  of 
power.  As  we  move  into  a  period  where  the  United  States  and  Russian 
arsenals  are  perhaps  reduced  below  1,000  warheads,  we  leave  Newtonian 
physics  of  equal  and  opposite  reactions  and  enter  a  new  quantum  physics 
world  of  negotiations  where  additional  actors  affect  strategic  and  crisis 
stability  with  implications  we  do  not  yet  completely  comprehend.7 

In  this  quantum  physics  view  of  nuclear  arms  reduction,  we  must  look 
at  numerous  additional  actors  and  forces — great  and  small — that  will  play 
important  roles.  These  actors  include  current  nuclear  weapons  states,  aspiring 
nuclear  weapons  countries,  other  states  with  some  nuclear  technology,  and 
US  allies  operating  under  the  cover  of  its  “nuclear  umbrella.”8  To  under¬ 
stand  the  impact  that  these  countries  will  have  on  the  negotiation  process 
as  we  move  toward  a  world  free  of  nuclear  weapons,  we  must  first  have  a 
general  understanding  of  their  current  positions  in  the  world  security  en¬ 
vironment  and  the  directions  they  are  moving.  While  it  is  impossible  to 
know  everything  about  each  of  these  nations  or  their  complexity,  we  will 
look  at  some  important  factors  to  consider  as  the  United  States  and  Russia 
move  toward  nuclear  arsenals  below  1,000  warheads  and  fewer  associated 
strategic  delivery  vehicles. 

To  examine  the  players  in  a  new  world  of  ever-deeper  cuts,  we  first  look  at 
those  countries  currently  possessing  nuclear  weapons.  Only  five  recognized 
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nuclear  weapons  nations  have  signed  and  ratified  the  NPT:  the  United 
States,  Russia,  China,  France,  and  Great  Britain.  With  its  large  nuclear 
arsenal,  Russia  possesses  the  greatest  potential  threat  to  US  national  security.9 
It  is  therefore  against  the  Russian  threat  that  US  deterrent  forces  must  be 
capably  and  properly  sized.  Likewise,  the  Russian  government  is  no  doubt 
concerned  with  deterring  what  it  may  perceive  as  a  US  threat  to  its  existence. 

With  this  mutual  threat  in  mind,  the  presidents  of  the  two  countries 
have  negotiated  and  signed  the  New  Strategic  Arms  Reduction  Treaty  that 
the  US  Senate  ratified  with  amendments  on  22  December  2010  by  a  bi¬ 
partisan  vote  of  71  to  26. 10  In  response  to  the  US  midterm  elections,  the 
Russian  parliament  withdrew  its  recommendations  for  ratification,  putting 
the  future  of  the  treaty  in  limbo.11  While  President  Medvedev  spoke  positively 
about  the  US  Senate  ratification,  he  believed  it  “could  take  some  time  for 
the  Russian  lawmakers  to  study  the  amendments  to  the  treaty.”12  At  issue 
were  two  amendments  added  by  the  US  Senate,  one  calling  for  modern¬ 
ization  of  the  US  nuclear  triad  and  the  other  for  discussion  between  the 
two  counties  on  tactical  nuclear  weapons.13  By  26  January  2011  both  the 
Russian  State  Duma  and  Federation  Council  ratified  the  treaty  adding 
their  own  amendments  which  include  a  provision  for  Russian  withdrawal 
if  the  “US  upsets  the  strategic  balance  with  any  major  missile  defense  ini¬ 
tiative.”14  The  exchange  of  ratified  and  signed  documents  by  Secretary  of 
State  Clinton  and  Russian  foreign  minister  Lavrov  on  5  February  2011 
put  the  new  treaty  into  effect.15  The  new  treaty  ends  the  hiatus  of  verifica¬ 
tion  and  inspection  protocols  that  existed  under  the  original  START, 
which  expired  on  5  December  2009. 16 

The  agreed  upon  New  START  limits  are  “(a)  700,  for  deployed  ICBMs, 
deployed  SLBMs,  and  deployed  heavy  bombers;  (b)  1550,  for  warheads 
on  deployed  ICBMs,  warheads  on  deployed  SLBMs,  and  nuclear  war¬ 
heads  counted  for  deployed  heavy  bombers;  (c)  800,  for  deployed  and 
non-deployed  ICBM  launchers,  deployed  and  non-deployed  SLBM 
launchers,  and  deployed  and  non-deployed  heavy  bombers.”17  This  treaty 
will  put  the  two  countries  on  course  to  reach  the  lowest  number  of  strate¬ 
gic  nuclear  weapons  and  delivery  vehicles  since  the  early  1950s  for  the 
United  States  and  1960s  for  Russia  (see  table  1),  bringing  both  arsenals 
much  closer  in  number  to  China  and  other  nuclear- armed  nations. 

While  publicly  committing  to  a  world  free  of  nuclear  weapons,  Russia 
continues  to  replace  its  strategic  nuclear  warheads  with  new  designs  and 
delivery  systems.18  In  recent  defense  budgets,  it  has  allocated  resources  to 
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Table  1.  Global  Nuclear  Weapons  Inventories,  1945-2010 


YEAR 

UNITED 

STATES 

RUSSIA 

UNITED 

KINGDOM 

FRANCE 

CHINA 

ISRAEL 

INDIA 

PAKISTAN 

TOTAL 

1945-1967 

1945 

2 

2 

1946 

9 

9 

1947 

13 

13 

1948 

50 

50 

1949 

170 

1 

171 

1950 

299 

5 

304 

1951 

438 

25 

463 

1952 

841 

50 

891 

1953 

1,169 

120 

1 

1,290 

1954 

1,703 

150 

7 

1,860 

1955 

2,422 

200 

14 

2,636 

1956 

3,692 

426 

21 

4,139 

1957 

5,543 

660 

28 

6,231 

1958 

7,345 

869 

31 

8,245 

1959 

12,298 

1,060 

35 

13,393 

1960 

18,638 

1,605 

42 

20,285 

1961 

22,229 

2,471 

70 

24,770 

1962 

25,540 

3,322 

288 

29,150 

1963 

28,133 

4,238 

394 

32,765 

1964 

29,463 

5,221 

436 

4 

1 

35,125 

1965 

31,139 

6,129 

436 

32 

5 

37,741 

1966 

31,175 

7089 

380 

36 

20 

38,700 

1967 

31,255 

8,339 

380 

36 

25 

2 

40,037 

1998-2010 

1998 

10,732 

22,500 

281 

450 

232 

68 

2 

3 

34,268 

1999 

10,685 

22,000 

281 

450 

232 

70 

8 

8 

33,734 

2000 

10,577 

21,500 

281 

470 

232 

72 

14 

13 

33,159 

2001 

10,526 

21,000 

281 

350 

235 

74 

20 

18 

32,504 

2002 

10,457 

20,000 

281 

350 

235 

76 

26 

23 

31,448 

2003 

10,027 

19,000 

281 

350 

235 

78 

32 

28 

30,031 

2004 

8,570 

18,000 

281 

350 

235 

80 

38 

33 

27,587 

2005 

8,360 

17000 

281 

350 

235 

80 

44 

38 

26,388 

2006 

7853 

16,000 

281 

350 

235 

80 

50 

43 

24,892 

2007 

5,709 

15,000 

225 

350 

235 

80 

60 

50 

21,709 

2008 

5,273 

14,000 

225 

300 

235 

80 

70 

60 

20,243 

2009 

5,113 

13,000 

225 

300 

240 

80 

80 

70 

19,108 

2010 

5,000* 

12,000 

225 

300 

240 

80 

80 

70 

17995* 

*The  US  column  only  includes  warheads  in  the  DoD  stockpile,  which  was  declassified  in  May  2010.  Several  thousand  additional  retired  but  intact 
warheads  are  awaiting  dismantlement,  probably  3,500-4,500  as  of  August  2010.  (Adapted  from  R.  D.  Norris  and  H.  M.  Kristensen,  “Global  nuclear 
weapons  inventories,  1945-2010,”  Bulletin  of  the  Atomic  Scientists  66  [2010]:  81-82). 
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procure  new  dual-capable  strategic  bombers  while  also  attempting  to  rein¬ 
vigorate  its  fleet  of  nuclear  submarines.19  In  addition,  it  is  building  new 
land-based  RS-12M1/2  Topol-M  intercontinental  ballistic  missiles  (ICBM) 
with  a  multiple  reentry  vehicle  (MIRV)  capability.20  Most  importantly, 
Russia  is  placing  more  emphasis  on  its  large  stockpile  of  tactical  nuclear 
weapons  in  its  national  defense  strategy.21  Its  shift  to  a  “first  use”  strategy 
is  a  counterbalance  and  cost-savings  move  while  it  downsizes  and  modernizes 
its  conventional  military  forces.22  With  this  increased  reliance  on  nuclear 
weapons  in  a  first-use  capacity,  it  will  be  difficult  for  the  Russians  to  reduce 
their  nuclear  arsenal  below  New  START  levels  until  they  feel  their  con¬ 
ventional  forces  are  equal  or  greater  in  capability  to  North  Atlantic  Treaty 
Organization  (NATO)  and  Chinese  nuclear  and  conventional  forces  on 
their  borders. 

While  Russia  poses  the  greatest  existential  threat  to  the  United  States, 
the  next  greatest  threat  comes  from  China.  According  to  open  sources, 
China  possesses  approximately  240  nuclear  warheads,  with  perhaps  186 
operationally  ready  for  employment  on  aircraft  or  ballistic  missiles.  With 
such  a  small  force,  China  appears  to  have  adopted  a  minimum  deterrence 
strategy.  It  has  approximately  20  CSS-4  ICBMs  able  to  reach  the  United 
States.  The  remaining  warheads  are  programmed  to  be  delivered  by  air¬ 
craft  or  short-  and  medium-range  missiles.23  The  Chinese  have  publicly 
declared  a  “no  first  use”  policy,  with  a  self-defense  nuclear  strategy.24  China 
defends  against  attack  by  developing  underground  facilities  to  house  its 
nuclear  weapons,  providing  for  maximum  survival  of  its  arsenal  from  a 
first  strike  and  guaranteeing  a  robust  retaliatory  capability.25  Maintaining 
a  secure  second-strike  retaliatory  force  rather  than  an  insecure  and  vulner¬ 
able  nuclear  force  is  also  more  conducive  to  crisis  stability.26 

When  we  include  the  Chinese  at  the  arms  control  negotiation  table,  we 
must  consider  their  strategic  situation,  surrounded  by  nuclear-armed 
countries  such  as  Russia,  India,  North  Korea,  and  Pakistan  and  within 
striking  distance  of  Iran  and  the  United  States.  While  China  has  formidable 
conventional  forces,  as  long  as  surrounding  countries  have  nuclear  weapons 
the  Chinese  are  unlikely  to  reduce  their  nuclear  arsenal.  Indeed,  all  countries 
with  nuclear  arms  need  to  be  included  in  future  nuclear  arms  control 
treaty  negotiations,  including  the  United  Kingdom  and  France. 

The  UK  currently  maintains  approximately  160  nuclear  warheads  con¬ 
figured  to  be  delivered  only  by  submarine-launched  ballistic  missiles 
(SLBM)  from  four  Vanguard-class  Trident  fleet  ballistic  missile  submarines 
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(SSBN),27  Researchers  at  the  Stockholm  International  Peace  Research  In¬ 
stitute  (SIPRI)  believe  that  some  UK  missiles  only  contain  one  warhead 
and  are  configured  for  a  “low  yield”  using  only  the  “fission  primary.”  The 
UK  Ministry  of  Defense  believes  this  “provides  a  ‘sub-strategic’  role  to  the 
Trident  Fleet.”28  Britain  has  reduced  its  reliance  on  nuclear  weapons  since 
the  end  of  the  Cold  War,  and,  from  comments  made  by  former  Prime 
Minister  Gordon  Brown,  it  appears  it  is  willing  to  reduce  its  purchase  of 
new  nuclear  submarines  by  25  percent,  from  four  to  three.29 

France,  on  the  other  hand,  possesses  approximately  300  nuclear  weapons 
widely  dispersed  on  four  SSBNs  and  84  tactical  aircraft.30  Even  though 
the  French  have  recently  rejoined  NATO’s  Integrated  Military  Command 
after  43  years,  they  still  pride  themselves  on  a  nuclear  capability  that  could 
be  used  independently  of  the  NATO  command  structure.31 

While  the  UK,  France,  Russia,  and  China  are  all  important  nuclear 
powers  and  permanent  members  of  the  United  Nations  (UN)  Security 
Council,  when  the  United  States  goes  below  1,000  strategic  nuclear  war¬ 
heads,  other  nuclear  weapons  states  will  equally  deserve  a  seat  at  the  nego¬ 
tiating  table.  These  additional  countries — India,  Pakistan,  North  Korea, 
and  Israel — are  not  signatories  to  the  NPT  but  already  have,  or  in  the  case 
of  Israel  are  believed  to  have,  nuclear  weapons. 

India  currently  maintains  an  arsenal  estimated  at  60-70  tactical  nuclear 
weapons  delivered  by  aircraft  along  with  short-  and  medium-range  mis¬ 
siles.32  India  and  its  nuclear-armed  rival  Pakistan  have  fought  three  wars 
and  continue  to  threaten  each  other,  suggesting  these  two  states  must,  at 
some  point  in  the  near  future,  be  included  in  multilateral  nonprolifera¬ 
tion  and  nuclear  arms  control  talks. 

Pakistan  is  estimated  to  possess  60  tactical  nuclear  weapons  delivered  by 
missiles,  along  with  enough  plutonium  and  highly  enriched  uranium  to 
produce  40  more.33  It  sees  India’s  larger  and  technologically  more  ad¬ 
vanced  conventional  military  as  an  existential  threat  and  will  not  give  up 
its  nuclear  weapons,  seen  as  equalizers,  as  long  as  this  threat  exists.34  Paki¬ 
stani  leaders  and  citizens  also  enjoy  the  prestige  conferred  by  their  status 
as  the  only  Muslim  nation  with  nuclear  weapons.  While  India  and  Paki¬ 
stan  should  be  essential  players  in  future  negotiations,  we  must  also  con¬ 
sider  crafting  agreements  to  take  into  account  and  limit  states,  such  as 
North  Korea,  Iran,  and  Israel,  that  have  or  are  pursuing  nuclear  weapons. 

North  Korea  has  twice  demonstrated  the  ability  to  detonate  a  nuclear 
weapon  while  it  refines  its  ICBM  capabilities.  Iran,  already  with  a  proven 
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short-  and  medium-range  missile  capability,  continues  to  defy  UN  man¬ 
dates  as  it  develops  its  uranium  enrichment  technologies.  Israel  has  chosen 
a  nondeclaratory  policy  toward  nuclear  weapons,  but  some  analysts  esti¬ 
mate  that  it  maintains  approximately  100  nuclear  warheads. 35  These  three 
states,  with  their  nuclear  ambitions,  influence  and  threaten  the  security  of 
countries  around  them  that  either  already  have  some  nuclear  technology 
or  have  the  funding  to  acquire  nuclear  technology  and  weapons. 

North  Korea’s  nuclear  ambitions,  for  example,  affect  the  Republic  of 
Korea  and  Japan.  These  are  two  of  30-plus  countries  under  the  US  nuclear 
umbrella.36  Japan  has  the  technological  knowledge  to  build  nuclear  weapons 
if  it  chooses.37  In  the  Middle  East,  Iran’s  drive  to  acquire  nuclear  weapons 
has  inspired  other  Middle  Eastern  countries,  such  as  Saudi  Arabia,  Egypt, 
and  Turkey,  to  consider  pursuing  enrichment  capabilities.38 

Prestige  is  an  important  consideration  in  future  nuclear  negotiations. 
Many  countries,  including  the  UK,  France,  India,  Pakistan,  Iran,  and 
North  Korea,  see  nuclear  weapons  not  only  as  part  of  their  national  secu¬ 
rity  policy  but  also  as  important  status  symbols,  providing  them  influence 
in  the  international  community  and  a  seat  at  the  table  with  the  United 
States,  Russia,  and  China.  Asking  these  countries  to  give  up  their  nuclear 
weapons  and  perceived  political  status  in  international  relations  will  com¬ 
plicate  all  future  nuclear  arms  negotiations  directed  toward  that  end. 

Ironically,  democracy  will  add  one  of  the  biggest  unknown  variables  to 
all  future  negotiations.  With  elections  held  at  periodic  intervals  through¬ 
out  the  various  democratic  countries  around  the  world,  internal  politics  of 
the  moment  can  almost  instantly  change  the  direction  a  country  takes 
regarding  nuclear  weapons,  for  example,  the  change  of  direction  between 
the  Bush  and  Obama  administrations.  The  various  NATO  allies  can  easily 
change  their  stance  on  nuclear  weapons  and  forward  deployment  of  US 
nuclear  weapons  within  their  borders.  The  recent  Japanese  election  dem¬ 
onstrates  how  an  administration  can  take  a  significantly  different  ap¬ 
proach,  as  demonstrated  by  its  recently  launched  probe  into  reported  “secret 
nuclear  pacts”  with  the  United  States.39  While  all  regimes,  democratic  or 
autocratic,  can  change  their  nuclear  ambitions  based  on  an  opponent  taking 
power,  this  is  more  likely  to  occur  within  democracies. 

Another  potential  problem  is  that  verification  of  compliance  by  9—10 
different  nuclear- armed  countries  will  slow  progress  and  complicate  nuclear 
disarmament  talks.  Current  bilateral  US  and  Russian  negotiations  have 
yielded  an  accepted  inspection  protocol  that  works  in  the  current  environ- 
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ment.  However,  future  multinational  negotiations  may  present  numerous 
new  questions: 

•  Can  10  different  states  agree  upon  a  rigorous  and  adequate  verifica¬ 
tion  regime? 

•  What  kind  of  international  inspectorate  can  be  formed? 

•  Will  each  state  be  willing  to  open  its  territory  to  adequate  types  of 
inspections? 

•  What  role  will  the  UN  play  in  treaty  execution? 

•  How  does  the  United  States  manage  and  verify  stockpiles  to  ensure 
other  nuclear  states  do  not  reweaponize? 

•  How  do  we  prevent  countries  from  breaking  their  treaty  obligations, 
thereby  gaining  strategic  advantages  denied  to  others? 

•  As  we  disarm  further,  can  we  ensure  protection  for  allies  currently 
under  the  US  nuclear  umbrella? 

•  Will  these  countries  pursue  their  own  nuclear  weapons  as  the  US 
nuclear  force  shrinks? 

•  Will  US  allies’  foreign  policies  change  in  favor  of  nuclear  neighbors, 
making  the  United  States  less  secure? 

•  Is  there  an  alternative  other  than  nuclear  protection  that  the  United 
States  can  substitute? 

This  discussion  identifies  some  of  the  players  and  future  questions  that 
must  be  considered  in  forging  new  nuclear  arms  reduction  agreements, 
along  with  the  dynamics  in  play  within  and  among  the  nuclear  nations.  It 
is  easy  to  understand  why  President  Obama  does  not  see  a  world  free  of 
nuclear  weapons  as  happening  within  his  lifetime.  With  the  rapid  spread 
of  nuclear  energy  and  weapons  technology,  we  are  about  to  enter  a  new 
world  of  arms  negotiations  much  different  from  what  we  have  practiced 
with  the  Russians.  This  means  we  may  be  on  a  path  to  reduce  our  weapons 
and  delivery  systems  to  levels  closer  to  other  nuclear-armed  countries  in 
the  next  decade  or  so.  If  this  happens,  we  will  then  enter  an  era  with  mul¬ 
tiple  countries  possessing  relatively  equal  numbers  of  nuclear  weapons, 
while  others  still  seek  to  acquire  nuclear  weapons. 

When  we  negotiate  with  these  multiple  nuclear  powers  in  the  future 
to  bring  our  warhead  numbers  below  1,000  to  around  500,  we  will  be 
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negotiating  less  from  the  position  of  superior  numbers  and  relative 
strength  and  more  from  relative  parity.  This  will  require  a  dramatic  shift 
in  the  US  national  security  outlook.  Indeed,  should  such  deep  cuts  be 
taken,  we  will  have  fewer  warheads  and  delivery  vehicles  than  we  have 
had  since  the  1950s,  and  more  countries  will  possess  or  be  seeking  to 
acquire  nuclear  weapons. 

The  Road  to  Zero 

As  discussed,  the  road  to  zero  nuclear  weapons  is  complex,  with  multiple 
actors,  numerous  and  varying  national  security  concerns,  and  dynamic 
and  ever-changing  internal  national  politics.  There  are  many  “suggestions” 
on  how  the  world  can  get  to  zero,  ranging  from  immediate  unilateral  dis¬ 
armament  by  the  United  States  to  a  new  nonproliferation  treaty  where  all 
nuclear  countries  sign  a  commitment  to  eliminate  their  nuclear  weapons. 
The  suggestions  in  the  Shultz,  Perry,  and  Kissinger  article  are  a  good  place 
to  start,  but  the  discussion  must  continue  and  the  thought  be  refined  as 
time  and  conditions  change.  President  Obama’s  commitment  to  “main¬ 
tain  a  safe,  secure  and  effective  arsenal  to  deter  any  adversary,  and  guaran¬ 
tee  the  defense  of  our  allies,”  suggests  a  graduated  strategy  of  “momentum, 
to  minimize,  and  marginalize,”  nuclear  weapons.40 

Momentum  in  a  classical  physics  sense  is  mass  times  velocity.  For  this 
discussion  the  momentum  of  nuclear  disarmament  at  the  start  of  2011 
was  zero,  because  until  the  new  treaty  took  effect  there  was  no  inspection 
regime  in  place  to  ensure  the  two  major  nuclear  powers  were  living  by 
previous  agreements.  The  first  step  toward  returning  momentum  to  the 
process  is  the  New  START.  The  positive  effect  of  having  in  place  accepted, 
verifiable  inspection  protocols  is  well  worth  the  suggested  reduction  in 
nuclear  warheads  and  delivery  vehicles  for  both  countries. 

To  add  momentum,  the  two  countries  must  bring  tactical  nuclear  war¬ 
heads  into  their  nuclear  arms  negotiations,  as  recommended  by  the  US 
Senate.  By  agreeing  to  minimize  the  number  of  these  weapons  through 
negotiations,  we  bring  the  entire  nuclear  arsenals  of  both  countries  to  the 
table.  Using  established  negotiation  procedures,  the  United  States  and 
Russia  can  begin  to  first  clearly  define,  then  count,  and  ultimately  set  limits 
and  inspection  criteria  for  these  weapons.  Once  all  nuclear  weapons  are 
included  in  future  nuclear  arms  reduction  talks,  more  momentum  can  be 
added  by  including  additional  countries  in  the  process. 
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With  negotiation  and  inspection  protocols  established  for  all  nuclear 
weapons  as  a  foundational  framework,  the  next  two  countries  added  to 
negotiations  would  be  the  United  Kingdom  and  France.  As  nuclear  members 
of  NATO  and  close  to  the  Russian  homeland,  these  two  countries  can 
directly  threaten  Russia.  By  bringing  in  the  UK  and  France,  we  can  build 
trust  with  Russia  to  establish  an  acceptable  balance  of  tactical  and  strategic 
nuclear  warheads  as  we  continue  to  minimize  the  numbers  required  by 
each  side  to  around  1,000.  To  go  below  1,000,  the  next  biggest  owner  of 
nuclear  weapons,  China,  would  need  to  be  brought  into  the  negotiations. 

To  gain  the  trust  of  the  Chinese,  we  must  recognize  them  as  full  part¬ 
ners  in  the  negotiations  as  NATO  and  Russia  minimize  their  arsenals  to 
approximately  500  tactical  and  strategic  warheads.  Momentum  has  been 
added  to  the  process  by  adding  the  mass  of  new  countries  while  maintain¬ 
ing  velocity  by  continuing  to  reduce  the  overall  number  of  weapons.  With 
the  five  NPT  signatories  engaged  in  negotiations,  it  is  time  to  start  mar¬ 
ginalizing  the  weapons. 

The  first  step  of  marginalization  would  be  a  reaffirmation  of  the  Nuclear 
Non-Proliferation  Treaty  with  a  commitment  to  move  toward  zero  nuclear 
weapons,  starting  with  all  warheads  not  delivered  by  ballistic  missile  (cur¬ 
rently  defined  tactical  nuclear  weapons  and  those  delivered  by  long-range 
bombers).  The  next  step  would  be  for  these  countries,  including  the 
United  States,  to  ratify  the  Comprehensive  Nuclear  Test  Ban  Treaty.  This 
would  prevent  testing  new  capabilities,  and  over  time,  each  country  would 
begin  to  lose  its  nuclear  expertise  with  regard  to  weapons  design.  Another 
move  toward  marginalization  would  be  to  share  missile  defense  technology 
among  these  five  nations.  The  advancement  of  missile  defense  technology 
is  critical  in  providing  security  to  our  allies  currently  dependent  on  the  US 
nuclear  umbrella.  With  a  commitment  to  reduce  tactical  nuclear  weapons 
to  zero,  missile  defense  technology  would  become  more  effective,  because 
it  is  most  effective  against  ICBMs,  SLBMs,  and  shorter-range  ballistic 
missile  delivery  vehicles.  With  the  five  NPT  signatories  agreeing  to  ac¬ 
ceptable  negotiation  and  inspection  standards,  it  is  time  to  add  more  mo¬ 
mentum  by  adding  more  countries. 

The  next  countries  to  be  added  should  be  those  with  the  technology  and 
ability  to  create  nuclear  weapons  but  which  have  chosen  to  pursue  a  zero 
nuclear  weapons  policy.  Such  countries  as  South  Africa,  Brazil,  and  Japan 
would  be  brought  into  the  process  as  monitors,  offering  nonnuclear  coun¬ 
tries  representation  at  the  negotiation  tables  to  provide  accountability  and 
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incentive  for  those  countries  not  to  develop  weapons.  The  next  two  nuclear 
countries  to  be  added  to  the  negotiations  would  be  India  and  Pakistan. 
They  need  to  be  brought  into  negotiations  together.  To  be  part  of  the  ne¬ 
gotiations,  they  must  accept  the  standards  already  established  and  become 
signatories  to  all  previous  treaties.  India  would  be  motivated  to  join  this 
group  for  several  reasons:  first,  the  prestige  of  being  recognized  as  a  nuclear 
power  by  the  world;  second,  if  China  has  missile  defense  technology  that 
neutralizes  many  of  India’s  warheads,  then  India  will  want  the  same  capa¬ 
bility  to  protect  itself.  Pakistan  should  quickly  follow  suit  for  similar  rea¬ 
sons.  While  getting  Pakistan  and  India  to  negotiate  will  be  a  challenge,  the 
addition  of  the  next  two  countries,  Israel  and  Iran,  appears  nearly  insur¬ 
mountable. 

Through  minimization  and  marginalization  of  nuclear  weapons,  the 
momentum  of  the  major  nuclear  powers  moving  toward  zero  should  pro¬ 
vide  the  impetus  for  aspiring  and  supposed  owners  of  nuclear  weapons  to 
join  the  negotiations.  Because  their  ballistic  nuclear  arsenals  would  be 
susceptible  to  neutralization  by  the  missile  defense  capability  of  surround¬ 
ing  countries,  there  would  be  less  motivation  to  maintain  a  ballistic  nuclear 
capability.  The  problem  of  getting  these  two  countries  in  the  same  room 
will  be  challenge  enough,  but  even  this  obstacle  appears  more  achievable 
than  working  with  the  last  nuclear  power,  North  Korea. 

North  Korea  will  remain  a  special  case  until  a  change  in  leadership  per¬ 
haps  brings  them  back  to  normalized  relations  with  the  international 
community.  Until  that  time,  China  will  continue  to  have  the  preponder¬ 
ance  of  influence  on  North  Korea  and  its  nuclear  arsenal.  Six-party  talks 
must  resume  and  continue  until  North  Korea  can  be  brought  into  the 
greater  international  discussion  of  nuclear  disarmament.  With  only  a 
handful  of  nuclear  weapons,  North  Korea  remains  part  of  the  world’s  con¬ 
cerns,  but  it  should  not  be  a  roadblock  for  the  rest  of  the  world  to  move 
toward  zero. 

Once  all  nuclear- armed  nations  are  included  in  negotiations,  efforts  can 
begin  to  truly  move  the  world  to  zero.  With  tactical  nuclear  weapons  elim¬ 
inated  first  and  the  major  nuclear  countries  limited  to  200-500  strategic 
nuclear  warheads  delivered  by  ballistic  missiles,  negotiations  would  focus 
on  an  inflection  point.  That  inflection  point  is  where  there  is  an  accepted 
balance  of  nuclear  weapons  that  can  be  reduced  to  zero  by  all  countries 
within  a  short  period  of  time.  For  instance,  if  the  NATO  countries,  Russia, 
and  China  were  to  reduce  to  a  level  of  250  strategic  warheads  each,  they 
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may  then  rapidly  agree  to  retire  all  their  nuclear  weapons,  with  all  the 
other  countries,  within  a  couple  of  days.  This  would  be  the  inflection 
point  where  instead  of  slowly  reducing  weapons  over  years,  all  weapons 
would  be  removed  from  service  quickly.  Once  this  inflection  point  is 
reached,  inspection  protocol  and  negotiations  would  need  to  continue,  as 
it  will  take  years  for  countries  to  completely  dismantle  all  warheads.  Moni¬ 
toring  and  accounting  of  nuclear  material  produced  by  all  nuclear  powers 
will  also  need  to  continue,  ensuring  no  country  refines  nuclear  materials 
for  weapons. 

Compared  to  unilateral  disarmament  or  a  new  grand  treaty,  which  are 
suggested  quick  fixes  to  the  nuclear  disarmament  challenge,  this  approach 
is  a  long  process  that  incrementally  builds  momentum  upon  previous  suc¬ 
cesses.  This  momentum  is  achieved  by  adding  both  “mass,”  or  more  coun¬ 
tries  to  the  negotiations,  and  “velocity,”  the  deliberate  act  of  reducing 
nuclear  weapons  in  the  world.  Velocity  is  achieved  by  minimizing  nuclear 
arsenals  with  an  emphasis  on  eliminating  tactical  nuclear  weapons  first. 
Minimizing  the  numbers  and  types  of  nuclear  weapons  to  hundreds  of 
warheads  delivered  by  ballistic  missiles  would  allow  further  marginaliza¬ 
tion  through  shared  ballistic  missile  defense  technology.  Additionally, 
eliminating  nuclear  weapons  tests  will  reduce  reliability  and  over  time  the 
skilled  scientific  force  in  nuclear  design,  limiting  each  country’s  capability 
to  build  new  weapons.  Nuclear  weapons  will  also  become  marginalized  by 
new  technologies  in  warfare  that  cause  less  collateral  damage,  such  as  cyber 
warfare  and  lasers.  The  process  of  building  momentum  while  minimizing 
and  marginalizing  nuclear  weapons  takes  small  but  achievable  steps  to¬ 
ward  moving  the  world  to  zero  while  maintaining  an  acceptable  balance 
of  power  and  deterrence  capability  among  the  many  nations. 

From  this  discussion  it  is  obvious  the  concept  of  “momentum,  minimi¬ 
zation  and  marginalization”  is  not  the  panacea  to  solve  the  nuclear  dis¬ 
armament  challenge.  This  approach  does  not  directly  address  changing 
internal  politics  of  each  nation,  except  that  the  momentum  of  adding 
more  countries  to  the  process  will  make  it  more  difficult  for  nations  to 
renounce  a  ratified  treaty.  While  it  does  not  directly  address  all  the  con¬ 
cerns  of  allies  currently  under  the  US  nuclear  umbrella,  it  does  confront  a 
most  important  issue:  tactical  nuclear  weapons. 
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Significance  of  Tactical  Nuclear  Weapons 

While  implementation  of  the  New  START  will  create  momentum  in 
the  disarmament  process,  the  first  big  challenge  is  minimizing  tactical 
nuclear  weapons.  To  understand  this  challenge  we  must  understand  the 
context  in  which  we  now  operate.  While  other  nuclear  nations  are  up¬ 
grading  their  delivery  systems  and  replacing  old  warheads,  the  United 
States  has  self-imposed  a  freeze  on  the  replacement  of  its  nuclear  stock¬ 
pile.41  Also,  because  of  its  geographic  location  and  historical  context,  its 
stockpile  of  nuclear  weapons  is  considered  strategic,  while  the  preponder¬ 
ance  of  other  nuclear  weapons  around  the  world  are  considered  tactical. 
This  is  an  important  factor,  as  the  New  START  only  addresses  strategic 
weapons,  allowing  Russia  to  retain  an  advantage  in  its  tactical  nuclear 

•  4? 

weapons  inventory. 

As  defined  by  the  United  States  and  Russia,  the  simple  difference  between 
strategic  and  nonstrategic  or  tactical  nuclear  weapons  is  the  difference  in 
the  range  of  delivery  vehicles.  ICBMs,  SLBMs,  and  long-range  bombers 
with  the  intercontinental  range  to  destroy  military,  industrial,  and  leader¬ 
ship  targets  in  each  other’s  homelands  are  considered  strategic  nuclear 
weapons.  Those  weapons  not  having  the  ability  to  reach  the  US  or  Russian 
heartlands  when  launched  from  the  other’s  home  soil  are  considered  tactical 
nuclear  weapons.43  While  there  are  some  exceptions  to  this  definition,  it 
is  important  to  realize  that  under  the  Strategic  Arms  Limitation  Talks 
(SALT)  I,  SALT  II,  START,  START  II,  the  Strategic  Offensive  Reduction 
Treaty  (SORT),  and  the  New  START,  only  strategic  warheads  and  delivery 
systems  (ICBMs,  SLBMs,  and  long-range  bombers)  are  considered.  This 
excludes  Russia’s  large  nonstrategic  weapons  arsenal,  estimated  at  2,000  to 
6,000  tactical  nuclear  weapons,  from  the  negotiations.44 

The  actual  number  of  Russian  nonstrategic  nuclear  weapons  is  difficult 
to  estimate.  In  its  2009  yearbook,  Armaments,  Disarmament  and  International 
Security ,  SIPRI  places  Russian  operational  numbers  as  few  as  2,047  de¬ 
ployed  tactical  warheads.  Of  these,  701  are  assigned  to  missile-defense 
interceptors.  The  remaining  nonstrategic  weapons  are  offensive,  including 
648  weapons  for  delivery  by  land-based  bombers  like  the  Tu-22M  Back¬ 
fire  and  Su-24  Fencer.  Further,  the  Russian  Navy  possesses  237  tactical 
nuclear  weapons  to  be  delivered  by  naval  aircraft  and  276  on  sea-launched 
cruise  missiles.  Another  185  tactical  nuclear  weapons  are  dedicated  to 
antisubmarine  warfare  and  surface-to-air  missiles.45 
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These  numbers  are  in  contrast  to  the  400  US  operational  nonstrategic 
weapons — all  B-61  gravity  bombs  delivered  by  fighters  and  bombers.46 
Excluding  missile-defense  warheads,  the  Russians  have  a  three-to-one  numerical 
advantage  over  the  United  States  in  tactical  nuclear  weapons.  However, 
these  shorter-range  weapons,  if  based  on  Russian  soil,  cannot  reach  the 
continental  United  States.  They  would  primarily  concern  states  along 
Russia’s  periphery  in  Asia  and  Europe. 

While  the  United  States  and  Russia  have  negotiated  an  understanding 
and  definition  of  strategic  nuclear  weapons,  it  is  difficult  for  most  coun¬ 
tries  in  Europe  and  Asia  to  distinguish  between  Russia’s  strategic  and  tactical 
nuclear  weapons.  To  countries  like  Estonia,  South  Korea,  or  Japan,  one 
low-yield  “tactical”  nuclear  weapon  delivered  by  a  missile  or  fighter  air¬ 
craft  would  have  devastating  strategic  implications. 

These  tactical  nuclear  weapons  present  additional  challenges  to  negotia¬ 
tions  and  proliferation.  They  are,  on  average,  smaller  than  strategic  weapons 
and  present  multiple  challenges.  Smaller  weapons  are  easier  to  hide,  com¬ 
plicating  verification  of  treaty  limits.  Unlike  a  bomber,  ICBM,  or  SLBM 
force,  tactical  nuclear  weapons  are  easily  moved,  contributing  to  counting 
and  verification  problems.  Finally,  the  relatively  low  yield  of  some  of  these 
weapons  may  increase  the  likelihood  of  their  use  in  certain  crisis  contin¬ 
gencies.  This  can  improve  deterrence  effects  but  might  also  tempt  decision 
makers  to  use  them  more  readily. 

Tactical  nuclear  weapons  spread  around  the  world  put  the  United  States 
in  a  difficult  strategic  position.  If  positioned  near  US  territory,  either  clan¬ 
destinely  or  on  mobile  platforms,  these  “tactical”  weapons  could  become 
in  effect,  “strategic.” 

To  move  the  discussion  forward  and  include  all  nuclear  countries,  the 
definition  of  tactical  and  strategic  nuclear  weapons  must  be  streamlined. 
A  suggested  modification  would  be  the  removal  of  range  or  ability  to  reach 
each  other’s  homelands  from  the  definition.  A  streamlined  definition 
based  on  delivery  vehicles  would  not  change  current  agreements  but 
would  make  the  definition  more  relevant  to  all  countries  in  future  nego¬ 
tiations.  Strategic  nuclear  weapons  would  continue  to  be  identified  as 
those  delivered  by  any  type  of  ballistic  missile  or  bomber  aircraft.  All  other 
nuclear  weapons  would  be  considered  tactical,  with  the  exception  of  Russia’s 
nuclear  missile  defense,  which  should  be  included  as  a  missile-defense 
capability.  In  follow-on  negotiations,  the  United  States  must  engage  Rus¬ 
sia  on  the  issue  of  tactical  nuclear  weapons  (not  currently  accounted  for  in 
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the  New  START).  History  demonstrates  that  when  negotiating  with  the 
Russians,  one  must  start  from  a  position  of  relative  strength.  Unfortu¬ 
nately,  the  United  States  is  currently  at  a  numerical  disadvantage,  with 
some  experts  advocating  an  even  weaker  position.47 

These  experts  argue  that  NATO  should  reduce  its  reliance  on  nuclear 
weapons  and  pursue  a  nuclear  posture  review  ultimately  leading  toward 
nuclear  disarmament.48  While  the  goal  is  nuclear  disarmament,  the  ap¬ 
proach  is  short  sighted.  Russians  traditionally  take  a  zero-sum-game  posi¬ 
tion  in  negotiations.  If  NATO  unilaterally  reduces  its  reliance  on  nuclear 
weapons,  specifically  forward-deployed  US  tactical  nuclear  weapons,  there 
would  be  no  immediate  incentive  for  the  Russians  to  reduce  their  arsenal. 
Conversely,  the  Russians  would  view  this  move  as  a  sign  of  weakness  and 
demand  additional  nonrelated  concessions  as  incentives  to  reduce  their 
tactical  nuclear  arsenal 

Ultimately,  the  NATO  summit  in  Lisbon  last  year  took  a  typically  multi¬ 
national  political  approach  of  reaffirming  its  reliance  on  nuclear  weapons 
for  deterrence  and  defense,  while  committing  to  a  strategic  review  of 
NATO’s  nuclear  posture.49  By  maintaining  a  strong  tactical  nuclear  capa¬ 
bility  in  Europe,  the  United  States  can  continue  to  provide  a  nuclear  um¬ 
brella  to  its  allies  while  presenting  a  bargaining  chip  for  discussion  with 
the  Russians.  This  commitment  to  nuclear  weapons  as  a  deterrent  is 
needed  to  engage  the  Russians  in  a  discussion  on  reducing  tactical  nuclear 
arsenals.  These  force  structure  considerations  will  become  critically  im¬ 
portant  as  the  United  States  determines  how  it  will  configure  its  forces 
with  an  ever-shrinking  nuclear  arsenal. 

Impact  of  Reductions  on  the  United  States 
in  the  Near  Future 

No  matter  what  approach  is  taken  in  moving  the  world  toward  zero 
nuclear  weapons,  the  path  will  be  long  and  challenging.  This  time  period 
will  be  dangerous,  and  the  United  States  must  be  prepared  to  ensure  its 
security  by  maintaining  “a  safe,  secure  and  effective  arsenal  to  deter  any 
adversary,  and  guarantee  the  defense  of  our  allies.”50  To  maintain  a  safe, 
secure,  effective  arsenal,  we  must  understand  where  we  are  and  where  we 
will  be  in  the  near  future. 

Upon  implementation  of  the  New  START,  the  United  States  will  find 
itself  in  a  unique  situation.  Unlike  Russia  and  China  who  have  chosen  to 
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modernize  their  nuclear  arsenals,  or  countries  like  India,  Pakistan,  and  Iran 
who  have  recently  developed  or  are  developing  new  weapons,  the  United 
States  has  chosen  a  path  of  “life  extension”  for  its  weapons.51  This  approach 
can  be  complicated,  as  some  components  originally  developed  for  these 
weapons  are  no  longer  manufactured.32  This  new  paradigm  of  parity  in 
numbers,  more  nuclear  nations,  and  an  aging  US  arsenal  will  present  numerous 
challenges  to  the  United  States  over  the  coming  decades. 

First,  moving  below  1,000  strategic  warheads  and  toward  500  or  fewer 
delivery  systems  will  require  the  Department  of  Defense  to  make  difficult 
force  structure  decisions.33  A  reduction  to  the  levels  Russian  president  Dmitry 
Medvedev  proposed  in  September  2009  would  force  the  United  States  to 
look  seriously  at  reconfiguring  its  current  strategic  triad  of  ICBMs,  SLBMs, 
and  long-range  bombers,  while  considering  the  inefficiencies  of  maintain¬ 
ing  three  separate  weapons  systems  in  small  quantities.54 

There  are  numerous  approaches  the  United  States  might  take  in  appor¬ 
tioning  its  nuclear  weapons  and  delivery  systems.  An  in-depth  study  will 
be  required  to  optimize  deterrent  effects  of  the  US  nuclear  arsenal  follow¬ 
ing  any  future  arms  treaties,  but  two  general  approaches  will  most  likely 
be  considered.  The  first  is  an  across-the-board  reduction  in  all  weapons 
systems  to  include  ICBMs,  bombers,  and  SLBMs.  Another  more  likely 
approach  will  be  to  completely  eliminate  one  leg  of  the  triad.  Each  leg 
possesses  strengths  and  weaknesses  and  adds  a  certain  element  of  deter¬ 
rence  that  translates  into  retaliatory  strength.  If  we  look  for  guidance  from 
other  nations,  such  as  Great  Britain,  that  have  trimmed  their  nuclear  arsenals 
over  the  years,  it  appears  SLBMs  will  be  the  weapons  system  of  choice. 
The  primary  advantage  of  the  SLBM  force  is  its  likely  survivability  from  a 
surprise  first  strike.  The  downside  is  the  “all  of  your  eggs  in  one  basket” 
syndrome.  Advances  in  antisubmarine  warfare  may  materialize  in  the  fu¬ 
ture,  threatening  the  survivability  of  US  submarines.  If  so,  the  US  prepon¬ 
derance  in  nuclear  capability  could  be  lost.  Indeed,  a  single  submarine  mal¬ 
function  might  instantaneously  bring  its  24  missiles  off  alert.55  If  there 
were  a  defect  in  a  missile  or  warhead  type,  then  all  US  SLBMs  could  pos¬ 
sibly  be  rendered  useless.  Therefore,  it  would  be  prudent  for  the  United 
States  to  maintain  some  semblance  of  diversity  in  its  nuclear  arsenal. 

Even  though  the  Air  Lorce  is  revitalizing  its  nuclear  enterprise,  the  nuclear 
strategic  bombing  mission  may  be  lost.  While  the  secretary  of  defense 
committed  to  developing  “a  long-range,  nuclear-capable  penetrating 
bomber”  in  his  6  January  2011  Statement  on  Department  Budget  and 
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Efficiencies,  it  will  be  a  while  before  the  efficiencies  are  realized  and  the 
bomber  is  operational.  During  that  time  the  aging  US  bomber  fleet  and  a 
bomber  on  the  drawing  board  would  be  easy  force  structure  modification 
targets,  either  for  “efficiencies”  or  negotiations.  The  loss  of  bombers  would 
lead  to  a  dyad  of  US  nuclear  weapons  and  eliminate  an  important  signaling 
capability.  Our  bomber  forces  can  signal  willingness  (an  important  part  of 
deterrence)  to  use  nuclear  weapons  and  unlike  other  legs  of  the  triad, 
bombers  can  be  both  launched  and  recalled.  Without  a  bomber  force,  this 
traditional  signaling  mechanism  could  be  lost.  A  potential  solution  is  for 
Air  Force  fighters  to  assume  more  of  this  role. 

To  maintain  some  semblance  of  a  triad  and  provide  the  necessary  deter¬ 
rence  effects  and  security  for  our  allies,  the  fighter  community  could  ulti¬ 
mately  pick  up  more  of  the  airborne  nuclear  weapons  delivery  mission 
formerly  provided  by  heavy  bombers.  With  the  new  joint  strike  fighter 
becoming  the  Air  Force’s  weapons  system  of  choice,  its  mandated  nuclear 
weapons  delivery  capability  will  be  a  vital  part  of  its  mission.56 

As  a  joint  strike  fighter,  the  F-35  will  also  be  flown  by  the  US  Navy.  The 
Navy  has  maintained  a  strong  nuclear  infrastructure  through  its  nuclear 
power  plants  and  ballistic-missile  submarine  force.  This  expertise  could  be 
leveraged  to  provide  a  mobile  tactical  nuclear  capability  in  times  of  crisis 
through  carrier  operations.  Navy  nuclear-capable  joint  strike  fighters, 
flown  from  carriers,  would  eliminate  foreign  basing  challenges.  Another 
alternative  in  line  with  the  Air  Force  chief  of  staffs  call  to  “institutional¬ 
izing  the  thinking  of  the  Air-Sea  Battle  concept,”  Air  Force  F-35  units 
could  maintain  tactical  nuclear  delivery  capability  and  carrier  qualifica¬ 
tions.57  In  a  time  of  crisis  Air  Force  aircraft  and  weapons  would  be  moved 
to  carriers  to  demonstrate  resolve  and  provide  a  signaling  device. 

In  addition  to  interoperability  between  the  Air  Force  and  the  Navy, 
many  of  our  closest  allies  in  Europe  and  Asia  plan  to  purchase  and  fly  the 
F-35.  The  ability  to  show  resolve  through  F-35  nuclear  deployment  and 
delivery  capability  will  deter  potential  adversaries  and  help  provide  a  flexible, 
deployable  nuclear  deterrent  critical  to  our  US  national  defense. 

While  deterrence  is  the  primary  reason  to  maintain  a  reliable,  visible 
nuclear  force,  a  secondary  effect  of  using  the  F-35  in  a  more  robust  nuclear 
role  is  the  ultimate  elimination  of  tactical  nuclear  weapons.  The  support- 
ability  of  nuclear-capable  fighters  worldwide  adds  additional  impetus  to 
negotiate  elimination  of  tactical  nuclear  weapons  by  all  nuclear-armed 
countries.  The  ability  to  deploy  globally,  either  to  allied  F-35  airfields  or 
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onboard  Navy  carriers,  would  counterbalance  the  Russian  navy’s  nuclear 
capability  while  also  providing  another  bargaining  chip  for  negotiating 
with  Russia,  China,  and  other  countries  on  the  reduction  and  eventual 
elimination  of  tactical  nuclear  weapons. 

If  F-35s  are  to  play  the  nuclear-deterrent  role  traditionally  filled  by 
bombers,  it  would  be  wise  to  continue  to  deploy  most  of  the  estimated 
200-350  forward-based  nuclear  bombs  in  NATO  countries.58  A  firm 
commitment  to  this  position  by  NATO  would  set  the  groundwork  for 
negotiations  with  Russia  on  tactical  nuclear  weapons.  This  strategic  shift 
away  from  a  triad  of  ICBMs,  SLBMs,  and  long-range  bombers  to  one 
consisting  of  ICBMs,  SLBMs,  and  deployable  new  fighters  would  solve 
the  problem  of  the  aging  nuclear  bomber  fleet  while  maintaining  the  same 
deterrence  capabilities  inherent  in  an  airborne  force.  At  the  same  time  this 
move  would  add  momentum  to  the  discussion  of  tactical  nuclear  disarma¬ 
ment.  Bringing  tactical  nuclear  weapons  to  the  negotiating  table  is  the 
first  real  step  toward  true  nuclear  disarmament. 

Conclusion 

In  April  2009,  President  Obama  set  the  nation  on  the  path  toward  the 
eventual  long-term  goal  of  zero  nuclear  weapons.  Nuclear  disarmament 
has  been  a  worldwide  goal  since  the  Nuclear  Non-Proliferation  Treaty  was 
opened  for  signature  in  1970.  Over  the  years,  states  have  taken  numerous 
positive  steps  toward  that  end,  with  the  New  START  further  reducing 
both  the  US  and  Russian  nuclear  arsenals.  Perhaps  in  later  rounds,  after 
the  current  treaty,  the  two  sides  may  agree  to  levels  below  1,000  strategic  war¬ 
heads.  Crossing  the  1,000  threshold  will  open  a  new,  more  complicated 
era  of  nuclear  arms  negotiations. 

It  will  take  time  to  understand  the  different  players,  motives,  and  issues 
each  new  country  brings  to  the  table.  The  challenge  is  to  coordinate  the 
step-by-step  disarmament  of  the  nine  current  members  of  the  nuclear 
weapons  club  while  simultaneously  attempting  to  dissuade  others  from 
“going  nuclear.”  New  challenges  on  the  path  to  zero  may  emerge  as  allied 
nations  consider  acquiring  nuclear  weapons  to  make  up  for  a  perceived 
loss  of  US  umbrella  protection  or  as  other  nations  see  an  opportunity  to 
increase  their  relative  military  and  political  power  and  prestige. 

To  counter  these  unintended  consequences,  it  is  important  to  negotiate 
with  all  of  the  world’s  nuclear-armed  nations  through  a  process  of  building 
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momentum  on  previous  successes  by  minimizing  the  number  of  nuclear 
warheads  while  ultimately  marginalizing  their  utility.  However,  even  if  all 
nuclear-armed  nations  begin  negotiations  today,  total  disarmament  will 
require  a  long  time.  During  this  protracted  period  of  negotiations,  we  will 
find  ourselves  in  a  world  with  a  group  of  countries  that  possess  a  relatively 
large  and  growing  number  of  nuclear  weapons. 

The  preponderance  of  weapons  in  this  new  environment  will  be  so- 
called  nonstrategic  or  tactical  nuclear  weapons  maintained  primarily  by 
Russia.  This  imbalance  will  present  a  different  dimension  to  the  US  national 
security  posture  and  force  structure.  The  United  States  will  have  to  make 
tough  choices  as  negotiations  further  limit  delivery  vehicles  and  warheads. 
With  bombers  the  most  likely  losses  to  the  strategic  retaliatory  forces,  the 
Air  Force  will  need  to  focus  more  on  its  tactical  nuclear  mission.  Also,  the 
Navy  could  pick  up  an  airborne  nuclear  delivery  capability  under  the  new 
air-sea  battle  concept  that  would  resolve  many  of  the  current  bomber  and 
forward  land-basing  issues. 

The  United  States  has  embarked  on  a  path  to  a  nuclear-free  world.  Its 
challenge  is  finding  a  path  that  maintains  an  acceptable  balance  of  power 
between  nations  while  providing  an  appropriate  level  of  deterrence.  Any 
realistic  path  will  be  fraught  with  unknown  challenges,  numerous  new  actors, 
and  dynamics  that  will  yield  surprises  while  moving  toward  the  ultimate 
goal  of  national  security  and  total  nuclear  disarmament. 
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The  world  has  changed!  It  has  become  more  complex,  with  shadowy 
and  seemingly  unpredictable  conflicts  taking  place  around  the  globe.  But 
there  is  a  pattern  to  these  fights.  They  are  not  unpredictable  but  discern- 
able.  The  sources  of  instability  in  the  twenty-first  century’s  international 
security  environment  will  largely  result  from  a  proliferation  in  the  number 
of  weak  and  failing  states  as  well  as  powerful  armed  groups,  some  of  which 
are  able  to  affect  fundamental  security  by  causing  major  geopolitical  dam¬ 
age  in  their  own  states,  in  various  regions,  or  to  the  United  States  itself. 
Moreover,  this  proliferation  creates  new  interactions  and  interrelation¬ 
ships  between  and  among  local,  regional,  and  global  players.  These  develop¬ 
ments,  in  turn,  are  fostering  the  emergence  of  partnerships  and  coalitions 
comprised  of  armed  groups,  other  nonstate  actors,  and  authoritarian 
revisionist  states.  These  formal  and  informal  groupings  employ  an  array  of 
irregular  violent  and  nonviolent  means  to  extend  their  power  and  influence. 
A  persistent  and  enduring  pattern  of  irregular  conflict  is  observable,  and  it 
will  continue  well  into  the  twenty-first  century.  Faced  with  these  security 
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challenges,  democratic  states  will  likewise  need  to  foster  their  own  coali¬ 
tions  of  both  state  and  nonstate  allies  to  oppose  them.  This  article  pro¬ 
vides  the  broad  contours  of  these  developments  through  the  lens  of  real- 
world  cases.1  In  a  1997  speech,  the  commandant  of  the  Marine  Corps, 
Gen  Charles  Krulak,  warned  that  conflict  and  war  in  the  future  would  be 
different  from  the  conventional  contingencies  the  Pentagon  was  prepared 
to  fight.  Titling  his  speech  “Not  like  Yesterday,”  he  counseled  that  this 
conventional  mind-set  could  lead  to  military  misfortunes:  “[OJur  enemies 
will  not  allow  us  to  fight  the  son  of  Desert  Storm,  but  they  will  try  to  draw 
us  into  the  stepchild  of  Chechnya.  Our  most  dangerous  enemies  will  chal¬ 
lenge  us  asymmetrically  in  ways  against  which  we  are  least  able  to  bring 
strength  to  bear — as  we  witnessed  in  the  slums  of  Mogadishu.”2 

General  Krulak  was  considered  way  out  of  step  by  the  other  joint  chiefs, 
the  DoD  bureaucracy,  and  the  services.  They  did  not  think  about  or  pre¬ 
pare  for  the  conflicts  he  foresaw.  Those  irregular  fights  were  considered  at 
best  tertiary  security  matters — internal  disturbances,  criminal  enterprises, 
or  ethnic  group  rivalries — of  little  interest  to  those  US  security  institu¬ 
tions  responsible  for  the  conduct  of  warfare,  diplomacy,  and  intelligence.3 

The  conflicts  Krulak  saw  emerging  in  the  1990s  burgeoned  in  the  years 
following  9/11.  As  they  did,  other  former  general  officers  and  officials 
came  to  the  same  conclusions.  Consider  Gen  Rupert  Smith,  deputy  SACEUR 
from  1998  to  2001.  During  his  career  in  the  British  Army,  he  trained  to 
fight  twentieth-century  “interstate  industrialized  war.”  But  in  the  Cold 
War’s  aftermath,  General  Smith  had  to  deal  with  conflicts  that  diverged 
considerably  from  that  standard  in  Northern  Ireland,  Bosnia,  and  Kosovo. 
Then,  in  retirement,  he  witnessed  the  9/11  attacks,  the  wars  in  Afghani¬ 
stan  and  Iraq,  and  al-Qaeda’s  transnational  operations. 

Smith  had  seen  enough.  In  his  2006  book,  The  Utility  of  Force:  The  Art 
of  War  in  the  Modern  Age,  he  declared:  “It  is  now  time  to  recognize  that  a 
paradigm  shift  in  war  has  undoubtedly  occurred:  from  armies  with  com¬ 
parable  forces  doing  battle  to  a  strategic  confrontation  between  a  range  of 
combatants  .  .  .  using  different  types  of  weapons,  often  improvised.” 
Twentieth-century  conventional  war  was  being  replaced  by  the  new  para¬ 
digm  of  “war  amongst  the  people.”  And  those  conflicts,  said  Smith,  “can 
take  place  anywhere:  in  the  presence  of  civilians,  against  civilians,  in  de¬ 
fense  of  civilians.”4  Critical  to  making  sense  of  this  new  state  of  affairs,  he 
implied,  was  realization  that  wars  between  nation-states,  all  too  common 
in  the  twentieth  century,  were  becoming  anomalies. 
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The  idea  that  there  was  a  paradigm  shift  in  the  conduct  of  conflict  and 
war  found  its  way  into  the  US  Department  of  Defense  (DoD)  in  2006. 
The  2006  iteration  of  the  Quadrennial  Defense  Review  ( QDR ) — the  Pentagons 
legislatively  mandated  every-four-year  assessment  of  the  strategies,  capa¬ 
bilities,  and  forces  the  United  States  needs  to  manage  today’s  conflicts  and 
tomorrow’s  threats — asserted  that  irregular  warfare  had  become  a  vital 
mission  area  and  the  services  needed  to  become  prepared  for  it.  Post-9/ 1 1 
combat  was  depicted  as  “irregular  in  its  nature.”  Enemies  in  those  fights 
were  “not  conventional  military  forces”  belonging  to  nation-states.  Rather, 
they  included  various  armed  nonstate  actors  who  employed  indirect  and 
asymmetric  means. 

The  2006  QDR  also  set  in  motion  irregular  warfare  initiatives  inside  the 
DoD  leading  to  the  December  2008  release  of  DoD  Directive  (DoDD) 
3000.07,  Irregular  Warfare  ( IW ).  That  directive  was  unambiguous  about 
twenty-first-century  conflict,  declaring:  “Irregular  warfare  is  as  strategi¬ 
cally  important  as  traditional  warfare  .  .  .  [and  it  is  essential  to]  maintain 
capabilities  ...  so  that  the  DOD  is  as  effective  in  IW  as  it  is  in  traditional 
[conventional]  warfare.”  Moreover,  for  DoDD  3000.07  the  capabilities 
required  for  each  type  of  fight  were  different.5 

What  this  all  adds  up  to  is  the  basic  fact  that  today’s  world  cannot  be 
understood  through  the  lens  of  the  twentieth-century  security  paradigm. 
The  nature  of  instability,  conflict,  and  war  has  evolved  dramatically  be¬ 
yond  conventional  fights  between  the  armies  of  nation-states.  An  exami¬ 
nation  of  conflict  trends  since  the  end  of  the  Cold  War  provides  empirical 
evidence  of  a  prevalent  and  enduring  pattern  of  irregular  conflict  and  in¬ 
stability.6  These  trends  constitute  a  pervasive  part  of  a  complex  twenty- 
first-century  international  security  environment  in  which  violence,  con¬ 
flict,  and  war  differ  markedly  from  the  ways  in  which  the  United  States 
and  other  major  states  thought  about  and  prepared  for  armed  discord  dur¬ 
ing  most  of  the  twentieth  century. 

There  is  little  to  suggest  that  this  will  change  any  time  soon.  This  trend 
is  here  to  stay  for  the  foreseeable  future.  It  constitutes  the  prevalent  pat¬ 
tern  of  instability,  and  it  will  continue.  To  be  sure,  conventional  war  between 
states  is  still  possible,  but  that  will  be  more  of  an  anomaly. 
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Characteristics  of  the  Twenty- First-Century 
Security  Environment 

Given  these  developments,  what  are  the  particulars — the  details — of 
the  differences,  new  complexities,  and  changed  conditions  that  characterize 
twenty-first-century  instability,  conflict,  and  war?  And  why  are  these  develop¬ 
ments  not  temporary  disruptions  or  short-lived  distractions  but  symp¬ 
toms  of  a  new  security  environment? 

To  answer  these  questions  one  must  highlight  the  broad  contours  and 
present  the  big  picture  of  these  developments.  The  twenty-first-century 
security  environment  will,  at  minimum,  be  characterized  by  the  following 
dimensions: 

•  A  proliferation  in  the  number  of  weak  and  failing  states  as  well  as 
powerful  armed  groups  will  be  able  through  violent  and  nonviolent 
means  to  affect  stability  and  security  at  the  local,  regional,  and,  in 
some  instances,  even  global  levels. 

•  This  proliferation  of  actors  creates  new  interactions  and  interrelation¬ 
ships  between  and  among  local,  regional,  and  global  players. 

•  These  first  two  developments,  in  turn,  foster  the  emergence  of  coali¬ 
tions  that  will  be  comprised  of  states,  armed  groups,  and  other  non¬ 
state  actors.  These  formal  and  informal  groupings,  to  achieve  their 
aims,  employ  irregular  warfare  tools  and  techniques. 

•  Faced  with  the  security  challenges  of  these  hostile  coalitions  of  actors, 
democratic  states  are  beginning  to  foster  coalitions  of  state  and  non¬ 
state  allies  to  oppose  them. 

To  begin  to  decipher  and  illustrate  these  developments  and  their  interplay, 
each  of  these  dimensions  will  be  examined  and  illustrated  through  the  lens 
of  real-world  situations  and  events. 

Weak/Failing  States  and  Burgeoning  Armed  Groups 

The  proliferation  of  weak  and  failing  states  will  be  among  the  prepon¬ 
derant  sources  of  instability  over  the  next  decade  or  two,  at  the  very  least. 
To  varying  degrees,  these  kinds  of  states  are  unable  to  control  all  their  ter¬ 
ritory,  maintain  a  monopoly  over  the  instruments  of  force,  or  perform 
core  functions,  beginning  with  providing  security  for  significant  sections 
of  their  populations.  Moreover,  they  also  suffer  from  high  degrees  of 
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corruption.  When  these  conditions  become  severe,  a  state’s  legitimacy 
seriously  erodes  and  it  may  even  vanish. 

Several  research  and  policy-oriented  institutions  over  the  last  number  of 
years  have  developed  analytic  measurements  for  assessing  the  capacity  and 
viability  of  todays  approximately  195  states  in  the  world.  What  their  analysis 
has  found  is  the  majority  of  those  states  are  weak,  failing,  or  failed.  Here 
is  the  breakdown,  drawn  from  those  appraisals:  7 


Democratic 

Authoritarian 

Strong  States 

40  to  45 

10  to  15 

Weak  States 

50  to  55 

30  to  35 

Failing/Failed  States 

10  to  20 

The  conditions  that  contribute  to  state  weakness  and  failure  also  provide 
the  setting  for  armed  group  incubation  and  maturation. 

Consider  the  regional  security  challenges  posed  by  weak  states  in 
Mesoamerica — the  territory  stretching  from  Mexico  through  Central 
America  and  the  Caribbean  Basin  to  Colombia.  Most  states  there  are  weak 
democracies,  and  that  weakness  manifests  itself  in  several  ways.  First,  large 
segments  of  the  urban  and  rural  populations  of  these  states  have  little  con¬ 
fidence  in  their  governments.  Many  believe  government  is  corrupt,  in¬ 
competent,  and  unable  to  improve  their  lives  or  protect  them  from  vio¬ 
lence.  To  survive,  they  turn  to  the  informal  economy  and  are  susceptible 
to  the  blandishments  of  criminal  activities,  gangs,  and  other  types  of  orga¬ 
nized  crime.8 

These  states  are  also  weak  because  their  governments  just  barely  control 
their  cities;  outside  these  urban  areas,  that  control  is  much  weaker.  To 
varying  degrees  rural  areas  and  even  parts  of  cities,  particularly  in  Colombia 
and  Mexico,  have  limited  government  presence  and  authority.  With  few 
exceptions,  the  police  and  security  forces  of  the  region  have  limited  capa¬ 
bilities.  Salaries  are  low,  training  and  equipment  are  insufficient,  and  turn¬ 
over  tends  to  be  high.  There  is  corruption  from  near  the  top  on  down. 
This  has,  in  some  instances  brought  the  military  into  the  security  situa¬ 
tion.  But  they  too  suffer  from  some  of  the  same  weaknesses  prevalent  in 
the  police  and  other  security  forces.9 

As  noted  above,  where  weak  states  exist,  armed  groups  may  emerge  and 
take  root.10  Again,  consider  Mesoamerica.  In  Mexico  the  major  armed 
groups — the  Gulf,  Tijuana,  Juarez,  and  Sinaloa  cartels — are  sophisticated 
and  powerful  actors,  employing  thousands  and  effectively  competing  for 
power  with  the  Mexican  state.11  They  have  well-armed,  murderous  para- 
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military  forces  employing  hundreds  of  former  Mexican  military  and  police¬ 
men.  In  2008  they  assassinated  over  5,000.  The  cartels  corrupt  and  terrorize 
large  numbers  of  state,  municipal,  and  rural  elected  officials,  police  chiefs, 
and  important  local  leaders  so  they  can  go  about  their  business  with 
relative  impunity.12 

The  interplay  between  weak  states  and  armed  groups — the  first  dimension 
identified  above — can  be  found  in  other  parts  of  the  world  as  well.  Fol¬ 
lowing  the  March  2003  invasion  of  Iraq,  they  came  together  to  foster  a 
complex,  protracted,  irregular  war  that  the  United  States  neither  anticipated 
nor  was  prepared  to  fight.13 

Iraq’s  disparate  sectarian,  ethnic,  and  tribal  divisions  were  held  together 
by  Saddam  Hussein  through  repression.  The  regime  was  a  police  state. 
With  its  removal,  Iraq  devolved  into  a  weak  state  where  the  central 
government  in  Baghdad  had  neither  the  legitimacy  nor  the  power  to  con¬ 
trol  the  diverse  regions.  And  the  United  States  had  too  few  troops  to  estab¬ 
lish  stability  and  the  wrong  doctrine  for  doing  so.  Chaos,  internal  conflict, 
and  societal  breakdown  ensued,  as  armed  groups  burgeoned.  Insurgent, 
terrorist,  militia,  and  criminal  groups  opposed  coalition  forces  and  also 
sought  to  weaken  each  other.14 

These  included  Sunni  “nationalist”  and  “Islamist”  insurgents.  The  former 
were  initially  dominated  by  regime  loyalists,  mainly  members  of  Saddam’s 
security  and  intelligence  services.  They  were  quickly  joined  by  fighters 
from  Sunni  tribal  confederations.  Sunni  insurgents  were  also  comprised  of 
homegrown  Salafi  jihadists.  They  were  joined  by  their  internationalist 
counterparts  when  bin  Laden  called  on  these  warriors  to  join  the  fight.  At 
the  same  time,  two  major  Shia  armed  groups  emerged — Moqtada  al-Sadr’s 
Mahdi  Army  and  the  Badr  Corps  of  the  Supreme  Council  for  Islamic 
Revolution.  Finally,  armed  criminal  groups  flourished.15 

A  third  example  of  this  weak  state-armed  group  juncture  is  displayed  in 
different  parts  of  Nigeria  to  include  the  Niger  Delta,  the  critical  oil-producing 
region.  Armed  groups  emerged  there  in  the  early  1990s  due  to  growing 
tensions  between  foreign  oil  corporations,  the  Nigerian  government,  and 
minority  ethnic  groups  who  felt  they  were  being  exploited.  This  violence 
intensified  throughout  the  1990s  and  continues  in  the  twenty-first  century. 

In  spite  of  vast  oil  wealth,  parts  of  Nigeria  have  several  characteristics  of 
a  weak  state.16  For  example,  a  large  segment  of  the  delta’s  population  has 
little  or  no  confidence  in  the  government.  Petroleum  riches  have  not  trickled 
down  to  the  majority  of  the  population.  Official  corruption  is  viewed  as  a 
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way  of  life.  The  people  of  the  delta  are  poorer  than  they  were  in  the  1960s. 
Population  density  is  among  the  highest  in  the  world,  expanding  at  3  per¬ 
cent  per  year.  The  same  is  not  true  of  economic  growth  and  jobs.17 

Additionally,  the  Nigerian  government’s  military  and  security  forces  are 
unable  to  achieve  control  across  this  important  delta  region.  When  com¬ 
bined  with  official  neglect  and  environmental  degradation  caused  by  energy 
projects,  the  end  result  is  social  unrest  and  political  violence  generated  by 
armed  groups.18 

Composed  of  young  men  dissatisfied  with  their  inability  to  find  jobs, 
armed  groups  began  appearing  in  the  delta  in  the  1990s.  By  the  early  years 
of  the  twenty-first  century,  the  most  powerful  one  operating  there  was  the 
Movement  for  the  Emancipation  of  the  Niger  Delta,  or  MEND.  Its  attacks 
on  oil  pipelines  and  other  oil  facilities  have  reduced  oil  output  considerably. 
MEND  is  much  stronger  than  its  predecessors,  employing  more  sophisti¬ 
cated  tactics.19 

For  example,  in  June  2008,  MEND  fast  boats  attacked  the  Shell-operated 
Bonga  oil  platform,  shutting  down  10  percent  of  Nigeria’s  oil  production 
for  two  months.  The  oil  platform,  capable  of  extracting  a  massive  200,000 
barrels  of  oil  a  day,  was  assumed  to  be  outside  MEND’s  reach  due  to  its  location 
120  km  offshore.  This  attack  demonstrated  a  new  level  of  power  projection 
and  put  all  of  Nigeria’s  oil  platforms  within  range  of  MEND  forces.20 

In  early  September  2008,  MEND  proclaimed  it  was  launching  an  “oil 
war”  throughout  the  Niger  delta.21  Oil  companies,  the  Nigerian  government, 
and  the  United  States  (Nigeria  is  its  fifth  largest  supplier  of  oil)  are  greatly 
concerned  about  MEND’s  ability  to  disrupt  global  oil  supplies. 

New  Interrelationships  among  Local,  Regional, 
and  Global  Players 

These  developments  in  Mexico,  Iraq,  and  Nigeria  did  not  take  place  in 
isolation  from  the  rest  of  the  world.  They  cannot  be  characterized  as  local 
security  problems.  Rather,  they  transpired  within  a  broader  context  that 
encompasses  the  second  dimension  of  the  twenty-first-century  security 
environment — the  proliferation  of  actors  has  created  new  interactions  and 
interrelationships  between  and  among  local,  regional,  and  global  players.  In 
each  of  the  examples  of  the  interplay  between  weak  states  and  armed 
groups  in  Mexico,  Iraq,  and  Nigeria,  one  can  observe  how  that  interplay 
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creates  new  interactions  and  interrelationships — both  cooperative  and  ad¬ 
versarial — between  local  actors  and  other  regional  and  global  players. 

Mexico’s  armed  groups,  including  the  Gulf,  Tijuana,  Juarez,  and  Sinaloa 
cartels,  interact,  engage,  and  form  cooperative  relationships  with  other 
forms  of  organized  power  in  the  Central  American  region.  These  include 
criminal  gangs  that,  like  the  cartels,  seek  to  undermine  weak  democracies 
in  Central  America  to  carry  out  their  illicit  activities  with  impunity.  Per¬ 
haps  the  most  dangerous  of  these  gangs  are  the  Maras.22 

The  Maras  have  evolved  from  first-generation  street  gangs  into  second- 
generation,  business-oriented  criminal  groups  able  to  control  the  com¬ 
merce  and  streets  of  urban  areas  in  El  Salvador,  Guatemala,  and  Honduras, 
to  third-generation,  criminal  organizations  that  have  established  networks 
extending  from  Central  America  into  US  cities.  Through  these  networks 
the  Maras  have  the  potential  to  move  illicit  goods  across  borders  to  in¬ 
clude  the  United  States.  And,  if  profitable  they  could  make  these  net¬ 
works  available  to  other  criminal  enterprises  operating  out  of  Meso- 
america,  and  beyond.23 

Armed  groups  in  Iraq  likewise  have  established  networks  and  coopera¬ 
tive  relationships  with  various  regional  actors.  For  example,  Syria  has  provided 
a  crucial  logistical  hub  and  served  as  a  sanctuary  for  leaders  of  various  Sunni 
armed  groups.  In  addition,  their  financial  networks,  in  part,  run  through 
Syria.  For  Damascus,  this  interaction  with  Sunni  armed  groups  is  a  way  of 
fighting  asymmetrically  with  the  objective  of  helping  turn  Iraq  into  a 
quagmire  for  the  United  States.24 

There  is  evidence  that  other  Arab  states  have  established  cooperative 
relationships  with  Sunni  insurgents  in  their  bid  to  frustrate  Iranian  influ¬ 
ence  in  Iraq.25  And,  Tehran  has  sought  to  extend  its  power  through  engage¬ 
ment  with  both  Moqtada  al-Sadr  and  the  Supreme  Council  for  Islamic 
Revolution  (now  known  as  the  Islamic  Supreme  Council  of  Iraq).  In  the 
case  of  the  former,  Iran  provided  financial  and  military  support  to  the  Mahdi 
Army.  This  included  a  sophisticated  IED  that  fires  a  molten  slug  capable  of 
penetrating  US  armored  vehicles.26 

Interrelationships  between  local  armed  groups  and  elements  of  the 
international  Salafi  Jihad  movement  can  be  seen  in  Iraq.  Al-Qaeda  in  Iraq 
(AQI)  received  support  through  the  constituent  parts  of  al-Qaeda’s  (AQ) 
global  movement,  including  websites  and  mosques.  AQ  facilitators  assisted 
in  the  recruitment  and  travel  of  jihadist  militants  to  Iraq.  Captured  AQI 
records  of  700  foreign  fighters  who  entered  Iraq  between  2006  and  2007 
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revealed  that  41  percent  came  from  Saudi  Arabia  and  18  percent  from 
Libya,  while  Syria,  Yemen,  Algeria,  and  Morocco  each  accounted  for  6  to 
8  percent.  AQI  also  received  financial  assistance  from  wealthy  sheiks  from 
the  GCC  states  sympathetic  to  radical  Islamism.27 

Beyond  Iraq,  an  unpacking  of  the  al-Qaeda  and  Salafi  Jihad  network  pro¬ 
vides  a  paramount  illustration  of  how  the  interplay  between  weak  states  and 
armed  groups  fosters  interrelationships  between  local,  regional,  and  global 
actors.  Al-Qaeda’s  founders  sought  to  establish  the  organization  as  the  van¬ 
guard  of  a  global  movement.  It  summoned  a  broad  universe  of  like-minded 
extremists  to  become  part  of  a  global  network  to  fight  near  enemies — apostate 
Muslim  regimes — and  the  far  enemy,  the  United  States. 

In  the  latter  1990s,  in  Afghanistan,  AQ  built  a  network  of  linkages  with 
a  score  of  national-level  Islamist  groups  who  were  employing  guerrilla  vio¬ 
lence  and  terrorism  against  their  governments.  These  included  ones  in 
Algeria,  Morocco,  Egypt,  Uzbekistan,  Chechnya,  Kashmir,  Indonesia,  the 
Philippines,  and  Bosnia.  In  its  Afghan  sanctuary,  AQ  provided  financial 
assistance,  training,  weapons,  and  spiritual  guidance  to  their  fighters.  It 
also  carried  out  global  attacks  on  the  United  States  in  East  Africa,  Yemen, 
and  elsewhere.28 

Al-Qaeda’s  network  was  set  back  considerably  with  the  loss  of  its  Afghan 
sanctuary  in  2001.  To  adapt,  it  sought  to  reestablish  linkages  with  local 
Salafi  Jihad  groups,  in  part  through  creation  of  an  Internet-based  virtual 
sanctuary  that  could  disseminate  official  communiques,  doctrinal  treaties, 
strategy  and  operational  documents,  and  training  videos.29  AQ  also 
adapted  by  taking  advantage  of  ungoverned  territory  to  reestablish  its 
physical  sanctuary  within  another  weak  state — Pakistan.30 

MEND’s  attacks  on  delta  oil  facilities  reach  across  the  globe  to  negatively 
impact  the  industrialized  world.  To  undermine  the  Nigerian  government, 
MEND  targets  the  oil  industry  with  sophisticated  means.  It  has  the  resources 
to  purchase  advanced  weapons,  such  as  fast  boats  used  to  shutdown  the 
Bonga  oil  platform. 

How  do  they  acquire  these  capabilities?  From  another  category  of  nonstate 
actors  who  are  likewise  a  part  of  today’s  security  context — super-empowered 
individuals,  groups,  and  institutions.31  Operating  separately,  or  at  times 
through  or  aligned  with  armed  groups,  these  micro  actors  have  the  capacity  to 
affect  the  security  environment  by  facilitating  conflict  and  instability.  Their 
power  flows  from  personal  wealth,  financial  or  other  material  resources  and 
technologies,  access  to  weapons,  or  their  ability  to  influence  directly  or  serve 
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as  a  conduit  for  influence.  In  the  case  of  MEND,  this  interaction  was  with 
black-market  arms  dealers  who  could  deliver  fast  boats. 

These  attacks  disrupt  Nigerian  oil  production.  Targets  are  systematically 
selected  to  stop  production  or  delay  or  halt  repairs.  Given  the  impact  on 
the  world  oil  market,  the  Nigerian  government  has  sought  the  help  of  re¬ 
gional  and  global  actors.  It  has  asked  the  United  States  and  the  United 
Kingdom  to  provide  assistance  to  its  military,  a  request  to  which  both 
countries  agreed.32 

Emerging  Coalitions  of  States,  Armed  Groups, 
and  other  Nonstate  Actors 

The  first  two  dimensions  discussed  above,  in  turn,  foster  the  final  one — 
the  emergence  of  coalitions  comprised  of  states,  armed  groups,  and  other  non¬ 
state  actors  that  employ  irregular  tools  and  techniques  to  achieve  their  aims. 
These  pacts  can  range  from  formal  to  de  facto  coalitions  to  loose  affilia¬ 
tions.  And  they  can  be  found  at  the  local,  regional,  and  global  levels. 

One  region  that  is  quite  illustrative  of  this  complex  interplay  of  state  and 
nonstate  actors  is  the  Levant — particularly  in  Lebanon,  the  Palestinian  ter¬ 
ritories,  Israel,  in  and  around  Syria,  but  also  encompassing  Iran.  The  Levant 
is  host  to  many  interconnected  actors,  including  de  facto  coalitions  between 
states  and  a  myriad  of  armed  groups  and  their  associated  political  move¬ 
ments  that  seek  to  undermine  the  sovereignty  and  legitimacy  of  other 
states  in  the  region.  This  is  reflected,  for  example,  in  the  de  facto  coalition 
arrangements  that  exist  among  Syria,  Iran,  Hezbollah,  and  Hamas. 

Syria  has  formed  alliances  with  several  armed  groups  in  the  Levant  to 
extend  its  power  and  influence.  In  Lebanon,  which  Damascus  has  long 
considered  a  de  facto  part  of  Syria,  it  does  so  through  several  means  to 
include  collaboration  with  Hezbollah.  This  arrangement  also  allows  Syria 
to  fight  Israel  through  asymmetrical  means.33  Of  course,  Tehran  remains 
a  major  collaborator  and  benefactor  to  Hezbollah,  and  this  has  been  the 
case  since  its  emergence  in  the  early  1980s.34  Indeed,  it  was  Iranian  weapons 
that  assisted  Hezbollah  considerably  in  its  short  war  with  Israel  in  the 
summer  of  2006. 35 

Support  from  Iran  and  Syria  has  enabled  Hezbollah  to  strengthen  dra¬ 
matically  its  clandestine  apparatus  and  war-fighting  capabilities.  As  a  re¬ 
sult,  it  has  emerged  as  a  powerful  nonstate  actor  throughout  the  Levant 
and  beyond.36 
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In  the  Palestinian  territories  Syria  has  also  for  many  years  facilitated  the 
operations  of  several  armed  groups  as  another  way  of  fighting  Israel 
through  indirect  means.  In  the  past  these  have  included  the  Popular  Front 
for  the  Liberation  of  Palestine  (PFLP)  and  the  Democratic  Front  for  the 
Liberation  of  Palestine  (DFLP),  each  of  which  maintains  command  centers 
in  Damascus.  Since  the  second  Intifada  began  in  2000,  Syria’s  most  im¬ 
portant  armed  group  ally  in  the  territories  is  Hamas,  which  has  become 
the  de  facto  ruler  in  Gaza.  It  has  established  various  overt  and  covert  security, 
intelligence,  and  paramilitary  forces,  which  it  employs  to  fight  against 
Fatah,  its  Palestinian  counterpart,  and  to  attack  Israel.  Iran  likewise  uses 
its  various  clandestine  organizations  to  indirectly  provide  external  material 
support  and  military  equipment  to  Hamas.37 

Finally,  a  complex  array  of  other  armed  movements  and  clandestine 
organizations  operate  in  the  Levant  and  associate  with  al-Qaeda  and  the 
Salafi  Jihad  movement.  For  example,  in  Lebanon  self-styled  al-Qaeda  af¬ 
filiates  are  now  operating  out  of  Palestinian  refugee  camps.  Perhaps  the 
best  known  is  Fatah  al-Islam,  which  subscribes  to  bin  Laden’s  ideology  of 
war  against  non-Muslims — specifically  the  West  and  Israel.  In  2007,  it 
fought  pitched  battles  for  over  five  months  with  the  Lebanese  army.  Similar 
groups  have  emerged  in  the  Palestinian  territories,  including  the  Army  of 
Islam  in  the  Gaza  Strip.  It  is  ideologically  affiliated  with  the  global  jihad 
and  has  adopted  its  modus  operandi,  including  the  abduction  of  foreigners 
and  attacks  on  targets  identified  as  damaging  Islamic  morals  such  as 
Internet  cafes. 

Opposition  Coalitions  of  Democratic  States 
and  Nonstate  Actors 

Faced  with  the  security  challenges  of  hostile  coalitions  and  multiple  actors, 
democratic  states  likewise  have  begun  to  foster  coalitions  of  both  state  and 
nonstate  allies  to  oppose  them.  In  the  Levant  to  counter  these  hostile 
forces,  Israel  has  sought  to  bring  together  de  facto  coalitions  of  allies  and 
partners  that  include  both  like-minded  democratic  states  and  those  who 
in  the  past  it  has  fought.  Moreover,  Israel  has  reached  out  to  actors  beyond 
the  Levant  to  do  so. 

In  terms  of  like-minded  democratic  states,  most  important  for  Israel 
is  its  long-standing  partnership  with  the  United  States.  But  there  are 
other  democracies  as  well  that  Israel  has  formed  security  arrangements 
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with  to  counter  elements  of  the  array  of  hostile  forces  aligned  against  it 
in  the  Levant  region.  For  example,  while  they  have  their  differences, 
there  are  several  security  issues  that  serve  as  the  basis  for  cooperation 
between  Israel  and  India.38  These  include  intelligence  and  military  coopera¬ 
tion  against  Salafi  Jihad  terrorism.  While  counterterrorism  remains  the 
greatest  area  of  cooperation  between  the  two  countries,  they  share  other 
security  concerns  that  facilitate  a  growing  strategic  relationship.  For  example, 
the  safety  of  Pakistan’s  nuclear  weapons  stimulates  Indian-Israeli  defense 
and  security  cooperation. 

Beyond  like-minded  democracies,  Israel  also  engages  other  actors  in 
the  region.  For  example,  it  has  given  some  assistance  to  Fatah,  identifying 
and/or  capturing  members  of  the  Hamas  clandestine  infrastructure  that 
seeks  not  just  to  control  Gaza  but  the  West  Bank  as  well.  In  doing  so, 
Israel  seeks  to  prevent  Hamas  from  emerging  as  the  dominant  force  in 
the  West  Bank. 

Of  course  Israel  is  not  the  only  democratic  state  that  has  sought  both 
state  and  nonstate  allies  as  a  result  of  multiple  hostile  actors  arrayed  against 
it.  Another  case  in  point  is  Mexico.  As  noted  earlier,  Mexico  is  engaged  in 
an  increasingly  violent  internal  struggle  against  heavily  armed  criminal 
cartels  that  have  intimidated  the  public,  corrupted  law  enforcement  insti¬ 
tutions,  and  created  an  environment  of  impunity  to  the  law.  The  Calderon 
administration  is  confronted  by  criminal  syndicates  that  have  subverted 
state  and  municipal  authorities  and  present  a  major  danger  to  stability  and 
the  rule  of  law  across  Mexico.39 

In  Mexico  there  are  two  emerging  coalitions  vying  for  dominance  in 
various  parts  of  the  country.  One  consists  primarily  of  diverse  armed 
groups  that  are  mostly  criminal.40  They  prey  on  the  local  population  and 
exploit  Mexico’s  geographical  advantage  of  transit  between  the  Caribbean, 
Central  America,  and  the  market  of  the  United  States.  It  is  estimated  that 
20  million  Americans  buy  illegal  drugs  monthly,  and  $15—25  billion  in 
narco-trafficking  profits  are  pumped  back  into  Mexico  annually  in  cash 
and  arms.41 

Most  attention  is  focused  on  four  major  cartels  and  their  violent  battles 
for  control  of  the  drug  trade,  their  penetration  of  Mexican  politics  at  the 
state  and  federal  levels,  and  their  horrific  paramilitary  and  terrorist  violence 
against  soldiers,  police,  and  judicial  officials  to  secure  impunity.42  They 
also  maintain  connections  with  narco-traffickers  across  Mesoamerica  and 
beyond,  even  into  West  Africa.43  There  are  also  many  other  similar  criminal 


[84] 


Strategic  Studies  Quarterly  ♦  Summer  20 1  I 


We  encourage  you  to  e-mail  your  comments  to  us  at:  strategicstudiesquarterly@maxwell.af.mil. 

The  Sources  of  Instability  in  the  Twenty-First  Century 


groups,  less  well  organized,  who  also  recruit  local  police  and  judicial 
authorities  and  terrorize  the  local  population  with  systemic  kidnapping, 
extortion,  robbery,  money  laundering,  trafficking  in  drugs,  and  smug¬ 
gling  of  people,  counterfeit  and  stolen  goods,  and  arms.44 

The  temporary  coalitions  these  criminal  cartels  form  have  few  if  any 
formal  agreements.  They  trade  with  and  extort  one  another  and  have  created 
an  alternative  security  structure  and  “rules”  that  compete  with  those  of  the 
government  at  the  local  level  in  many  parts  of  the  country  and  in  impor¬ 
tant  sectors  of  society.  They  also  seek  influence  in  Central  America,  in  the 
US-Mexican  border  region,  and  in  some  US  cities.  Hostile  state  and  non¬ 
state  actors  from  outside  the  Western  Hemisphere  have  also  sought  op¬ 
portunities  to  enter  into  coalitions  with  these  armed  groups  to  further 
their  own  interests.45 

Another  set  of  coalitions  that  supports  democratic  society  and  is  opposed 
to  criminality  and  its  abuse  of  the  security  and  police  institutions  of  the 
Mexican  state  has  begun  to  surface.  It  is  led  by  Mexico’s  top  elected  federal 
officials  and  the  governors  of  most  states.  However,  as  one  descends  the 
bureaucratic  chain  of  federal,  state,  and  municipal  officials,  the  integrity  of 
much  of  security  and  law  enforcement  personnel  and  institutions  is  more 
problematic  and  quite  susceptible  to  intimidation  and  corruption. 

The  United  States  seeks  to  support  the  leaders  of  the  Mexican  federal 
and  state  security  establishments  and  to  bolster  their  institutions.  There 
are  a  variety  of  formal  agreements  with  the  Mexican  authorities  that  re¬ 
ceive  over  half  a  billion  dollars  each  year.  Most  US  support  is  focused  on 
neutralizing  the  power  and  programs  of  the  major  cartels  and  of  other 
transnational  criminal  groups.  The  United  States  now  provides  assistance 
in  a  variety  of  forms — training,  equipment,  and  information — to  select 
units  of  Mexico’s  security  establishment  that  are  believed  to  be  free  of 
penetration  and  supportive  of  the  rule  of  law.46 

In  addition  to  supporting  current  Mexican  operations  against  major 
criminal  organizations,  the  US  government  is  also  supporting  Mexican 
efforts  at  police  and  judicial  reform  to  ensure  that  Mexican  law  enforce¬ 
ment  is  more  efficient  in  combating  the  criminal  coalitions  in  a  manner 
consistent  with  the  rule  of  law.  The  United  States  is  also  supporting  educa¬ 
tion  at  many  levels  of  the  police,  judicial  system,  and  in  civil  society  to 
bolster  Mexican  democratic  forces.  For  more  than  five  years,  the  United 
States  has  supported  partnerships  of  Mexican  and  US  NGOs  to  prepare  to 
significantly  enhance  the  educational  capabilities  of  Mexico’s  schools. 
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Through  major  curricula,  teacher  training,  and  other  techniques,  Mexican 
adolescents  will  learn  about  the  rule  of  law  and  develop  the  skills  to  further 
a  culture  of  lawfulness  in  their  society.47  This  has  recently  been  expanded  to 
police  education  at  the  state  and  federal  levels.  Now  all  levels  of  police — 
from  new  recruits  to  commanders — are  beginning  to  receive  rule  of  law 
and  integrity  education. 

These  efforts  expanded  in  2008,  and  the  Mexican  government  has  es¬ 
tablished  a  multiparty,  multisector  governmental  and  nongovernmental 
formal  coalition,  including  most  major  sectors — media,  business,  labor, 
faith-based  and  secular,  centers  of  moral  authority — to  both  enhance  the 
security  capabilities  of  the  state  and  to  change  the  culture,  so  it  is  more 
supportive  of  lawfulness.  The  United  States  likewise  is  encouraging  partner¬ 
ships  and  programs  between  US  and  Mexican  governmental  and  non¬ 
governmental  organizations,  both  against  criminality  and  in  support  of 
the  rule  of  law. 

But  there  is  no  unity  of  effort  or  coordination  of  the  democratic  anti¬ 
criminal  forces.  Parts  of  the  Mexican  and  the  US  governments  and  some 
in  Europe  are  players.  They  in  turn  support  some  Mexican  and  US  non¬ 
governmental  players.  Some  of  the  nongovernmental  players  collaborate 
with  their  partners  across  the  border  with  no  governmental  involvement, 
mobilizing  the  populace  and  reinforcing  reforms,  efficiency,  and  commit¬ 
ment  to  ensure  the  Mexican  states  do  not  submit  to  the  armed  group 
coalitions.  In  the  face  of  this  lack  of  unity  of  effort  and  coordination, 
irregular  conflict  in  Mexico  will  be  ongoing. 

The  Twenty-First-Century  Difference 

The  security  paradigm  of  the  twenty-first  century,  as  Rupert  Smith  pro¬ 
posed  in  The  Utility  of  Force,  cannot  be  understood  through  the  lens  of  its 
twentieth-century,  state-centric  counterpart.  Not  only  has  the  global  struc¬ 
ture  shifted  markedly,  this  has  been  accompanied  by  important  changes  in 
the  nature  of  instability,  conflict,  and  war  as  well.  A  decade  into  the  twenty- 
first  century,  patterns  of  instability  and  conflict  can  be  discerned.  From 
those  developments  emerge  several  broad  dimensions. 

Today,  there  are  many  more  actors — armed  groups,  states,  and  other 
nonstate  actors — employing  an  array  of  irregular  means  to  achieve  their 
goals.  This  makes  for  a  far  more  complex  field  of  engagement.  Consider 
the  conflicts  taking  place  in  and  around  Pakistan,  Mexico,  Nigeria, 
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Afghanistan,  Lebanon,  Somalia,  and  Yemen.  The  strategies  and  tech¬ 
niques  employed  by  armed  groups  and  the  states  that  back  them  in  these 
fights  differ  markedly  from  those  used  in  twentieth-century  wars. 

Facilitating  the  emergence  of  many  of  these  new  actors  is  the  fact  that 
more  than  half  the  world’s  states  are  weak,  failing,  or  failed.  Their  govern¬ 
ments  lack  legitimacy,  are  often  corrupt,  and  cannot  control  their  terri¬ 
tory.  Armed  groups,  which  incubate,  mature,  and  become  empowered  in 
these  weak  and  failing  states  pose  an  array  of  differing  challenges.  Some 
take  the  form  of  extremist  groups  with  political  agendas,  others  of  criminal 
enterprises.  Yet  other  weak  states  are  threatened  by  multiple  and  diverse 
armed  groups. 

These  first  two  developments  provide  opportunities  for  decentralized 
armed  groups,  other  nonstate  actors,  and  states  to  pursue  their  objectives 
at  the  local,  national,  regional,  and  even  sometimes  at  the  global  level. 
And  they  are  doing  so  through  new  types  of  coalitions,  partnerships,  and 
networks  which  are  capable  of  challenging  the  United  States  and  other 
democracies.  The  capacity  of  armed  groups  to  transform  and  to  establish 
linkages  with  state  and  nonstate  actors  greatly  complicates  the  ability  of 
the  security  services  of  states  to  understand  them. 

As  a  result,  terrorists  and  criminal  organizations  are  able  to  hit  targets  in 
Europe,  Asia,  Africa,  and  North  America.  Crime  cartels  are  players  in 
Mexico  as  well  as  in  Central  and  South  America.  Experts  predict  that  cyber 
attacks  or  the  use  of  biological,  chemical,  and  even  weaponized  nuclear 
materials  are  on  the  horizon,  expanding  the  potential  geographic  and 
casualty  ranges  that  are  in  play. 

Moreover,  there  are  no  front  lines  to  identify  and  attack  in  these  situations. 
In  this  type  of  irregular  warfare,  the  adversary  uses  many  nontraditional 
tactics — assassinations  and  roadside  bombs,  suicide  attacks,  bribery,  pro¬ 
paganda  in  the  new  and  old  media — to  slowly  gain  power  over  territory 
and  populations.  The  theater  of  conflict  includes  streets,  neighborhoods, 
villages,  websites,  schools,  and  television — settings  where  local  govern¬ 
ments  are  often  weak,  targets  are  highly  vulnerable,  and  the  effectiveness 
of  conventional  military  power  is  diminished  or  irrelevant. 

A  New  Security  Agenda 

Adapting  to  this  twenty-first-century  security  context  will  be  a  major 
challenge  for  the  United  States.  To  do  so,  it  will  have  to  make  a  paradigm 
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shift  in  how  it  understands  security  threats,  the  capabilities  needed  to 
protect  and  defend  against  these  challenges,  and  how  best  to  organize, 
recruit,  train,  and  educate  to  develop  those  capabilities.  This  will  necessitate 
refocusing  on  the  most  likely  irregular  conflicts  and  challenges.  Those 
conflicts  are  happening  today  and,  for  the  reasons  highlighted  above,  will 
persist  well  into  the  foreseeable  future. 

To  meet  and  manage  twenty-first-century  irregular  conflicts,  the  United 
States  military  and  civilian  security  agencies  will  need  to  adapt  and  im¬ 
prove  their  instruments  and  capabilities.  We  are  at  one  of  those  crossroads 
in  history.  Just  as  horses  were  sent  back  to  the  stables  in  1914  and  tanks 
became  the  new  cavalry,  a  new  set  of  tools  and  tactics  will  need  to  be  de¬ 
veloped  and  employed.  In  today’s  complex  world  there  is  no  one  solution, 
no  silver  bullet.  Managing  challenges  emanating  from  the  irregular  con¬ 
flict  environment  over  the  next  several  decades  will  require  a  new  US 
security  focus  led  by  military,  intelligence,  and  civilian  operators. 

What  follows  is  a  proposed  agenda  of  five  categories  of  instruments  and 
capabilities  the  US  will  require  if  it  is  to  effectively  manage  these  irregular 
challenges  between  now  and  at  least  2025.  The  good  news  is,  establishing 
and  building  up  these  capabilities  will  not  entail  major  additional  budget 
commitments.  In  national  security  terms  they  are  not  big-ticket  items,  like 
advanced  technology,  aircraft  carriers,  or  more  troop  divisions.  The  bad 
news  is  they  are  now  in  short  supply  or  do  not  exist  at  all  in  the  US  inventory. 

Moreover,  each  of  the  five  categories  of  capabilities  listed  below,  to  be 
fully  matured,  will  require  developing  new  concepts  of  operations,  requisite 
doctrine,  tools  and  techniques,  personnel,  and  the  necessary  authorities. 

1 .  Selected  Army  and  Marine  Corps  units  will  need  to  be  adapted,  reoriented, 
and  retrained for  irregular  conflict  as  their  primary  mission.  They  must 
be  prepared  to  support  local  struggles  against  armed  groups  with 
both  kinetic  and  nonkinetic  tools.  The  answer  is  not  to  add  more 
manpower  but  to  make  different  and  better  use  of  the  existing  forces 
to  execute  irregular  missions.  For  example,  military  skills  must  be 
adapted  and  meshed  with  civilian  skill  sets  to  produce  adaptable  rule 
of  law  and  security  sector  reform — which  will  help  us  win  the  conflict. 

2.  To  make  sense  of  the  new  “battlefield” — which  usually  lacks  a  front  line 
and  often  involves  civilians  as  players — US  and  allied  forces  need  much 
better  intelligence  at  the  local  level.  This  necessitates  development  of 
intelligence  units  focused  on  the  local  level.  This  is  critical  to  help 
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distinguish  who  is  part  of  an  armed  group,  who  is  assisting  them, 
who  is  engaging  only  in  political  dissent,  and  who  can  work  effec¬ 
tively  locally  against  the  armed  group  networks.  Such  intelligence 
can  be  acquired  if  the  United  States  develops  new  units  able  to  train 
frontline  foreign  police,  military  and  security  collectors,  analysts, 
and  others  to  operate  at  the  local  level  to  complement  formidable 
national  capabilities  of  the  United  States  and  its  allies. 

3.  Security,  Stability,  Reconstruction,  and  Rule  of Law  I  Culture  of  Lawfulness 
Teams  that  are  professionalized  in  greater  numbers  to  manage  and/or 
prevent  the  outbreak  of  irregular  conflict  and  to  strengthen  weak  govern¬ 
ments  and  civil  society  are  required.  The  goal  is  to  help  build  govern¬ 
ments  whose  legitimacy  is  recognized  by  citizens  and  to  inculcate 
rule  of  law  principles  and  understanding  in  the  population.  Rather 
than  waiting  for  weak  states  to  slip  into  critical  conditions,  we  need 
to  employ  the  twenty-first-century  security  equivalents  of  “wellness 
programs”  to  bolster  and  support  them.  Repeated  full-scale  military 
operations  to  rescue  failing  states  are  too  costly  in  money  and  human 
terms  for  the  United  States  to  shoulder.  Building  a  comprehensive 
capability  will  require  the  United  States  to  develop  systematic  plans, 
personnel,  and  resources  to  act  in  diverse  environments. 

4.  Enhanced  strategic  communication  management  tools  must  be  developed. 
Senior  US  leaders,  national  security  managers,  and  local  implementers 
must  have  the  skill  sets  to  understand  and  manage  their  words  and 
actions  so  they  resonate  with  and  influence  the  perceptions  and  be¬ 
haviors  of  foreign  audiences,  especially  at  the  local  level  in  irregular 
conflict  zones.  The  goal  is  ultimately  to  persuade  local  leaders  and 
populations  to  change  their  behaviors.  To  do  so  successfully  with 
effective  tools,  the  US  government  must  understand  how  the  audience 
perceives  the  world  and  US  actions;  what  their  attitudes  are  toward 
the  behavior  change  the  United  States  is  seeking;  and  how  those  at¬ 
titudes  have  been  formed.  Words  and  actions  must  be  gauged  to  be 
effective.  If  not,  the  goal  will  likely  not  be  reached.  Strategic  com¬ 
munication  is  about  managing  these  perceptions. 

5.  New  political  advisors  and  mediators  are  needed  to  build  coalitions  in 
irregular  conflict  environments.  The  United  States  needs  professional, 
skilled  personnel — military  and  civilian — capable  of  bringing  together 
coalitions  of  actors  to  prevent  or  prevail  in  irregular  conflicts  with 
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adversarial  coalitions.  These  mediators  and  coalition  facilitators 
would  operate  with  the  authority,  skills,  and  resources  needed  to 
work  with  both  senior  and  local  leaders  and  groups  to  enhance  their 
effectiveness.  Creative  US  individuals  have  played  extraordinary 
roles  in  recent  years,  but  professional  programs  do  not  exist  in  this 
area  to  build  expertise  and  continuity  or  to  integrate  these  activities 
into  operations. 

The  specific  configuration  and  deployment  of  these  five  categories  of 
military  and  civilian  capabilities  will  be  determined  by  the  local  political 
and  security  context  or  conflict  zone  in  which  the  United  States  is  en¬ 
gaged.  Three  scenarios  are  envisioned. 

The  first  are  small  advisory  missions  that  are  mainly  preventative  in 
scope  and  have  as  their  objective  assisting  or  building  local  capacity,  par¬ 
ticularly  in  fragile  democracies.  These  missions  aim  to  address  the  origins 
of  weaknesses  before  they  generate  violent  instability  that  might  spread 
from  local  to  regional  levels.  They  should  receive  a  high  priority.  The  second 
involves  limited  US  presence  “on  the  ground”  such  as  in  Pakistan  and 
Colombia.  The  third  are  major  population-centric  security  operations 
against  robust,  armed  groups  in  war  zones  where  the  US  military  is  or  was 
the  main  security  force,  as  in  Afghanistan  and  Iraq. 

In  closing,  it  should  also  be  emphasized  that  these  capabilities,  even  if 
developed  and  deployed,  are  not  a  panacea  or  cure-all  for  the  irregular  chal¬ 
lenges  ahead.  As  we  stated  above,  in  todays  complex  world  there  is  no  one 
solution,  no  silver  bullet.  But,  if  the  United  States  does  not  invest  in  these 
capabilities  now,  they  will  not  be  available  in  specific  theaters  and  conflicts 
where  their  presence  could  decrease  the  costs  in  lives  and  treasure  and  deter¬ 
mine  the  outcome.  They  are  tools  that  will  substantially  enhance  the  United 
States’  ability  to  manage  irregular  conflict  challenges,  providing  the  means 
to  protect  American  interests  and  allies  in  key  regions  of  the  world. 


Notes 

1.  The  article  was  prepared  in  2010  under  the  auspices  of  the  National  Strategy  Information 
Center  project,  “Adapting  America’s  Security  Paradigm  and  Security  Agenda.”  Details  and  find¬ 
ings  of  the  project,  to  include  a  major  report  released  in  March  2010,  can  be  found  at  www 
.strategycenter.org.  A  book  published  from  the  project  provides  the  specifics  of  how  instability, 
conflict,  and  war  in  the  twenty-first  century  have  changed  in  significant  ways;  highlights  how 
those  changes  challenge  the  United  States  and  other  democracies;  and  identifies  specific  capa- 
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bilities  that  the  United  States  and  its  allies  need  to  develop  to  manage  and  mitigate  the  threats 
emerging  from  this  new  environment. 
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What  is  the  strategic  purpose  of  cyberpower?  All  too  many  works  on 
cyberspace  and  cyberpower  are  focused  on  the  technical,  tactical,  and 
operational  aspects  of  operating  in  the  cyber  domain.  These  are  undoubtedly 
important  topics,  but  very  few  address  the  strategic  purpose  of  cyberpower 
for  the  ends  of  policy.  Understanding  its  strategic  purpose  is  important  if 
policy  makers,  senior  commanders,  and  strategists  are  to  make  informed 
judgments  about  its  use.  Cyberpower  does  indeed  have  strategic  purpose 
relevant  to  achieving  policy  objectives.  This  strategic  purpose  revolves 
around  the  ability  in  peace  and  war  to  manipulate  perceptions  of  the  strategic 
environment  to  one’s  advantage  while  at  the  same  time  degrading  the  ability 
of  an  adversary  to  comprehend  that  same  environment. 

While  it  is  proper  to  pay  attention  to  the  technological,  tactical,  and 
operational  implications,  challenges,  and  opportunities  of  cyberspace,  this 
article  concerns  itself  with  its  use — “the  ability  to  use  cyberspace  to  create 
advantages  and  influence  events  in  all  the  operational  environments  and 
across  the  instruments  of  power” — for  achieving  the  policy  objectives  of 
the  nation.1  Transforming  the  effects  of  cyberpower  into  policy  objectives 
is  the  art  and  science  of  strategy,  defined  as  “managing  context  for  continuing 
advantage  according  to  policy ”  (emphasis  in  original).2  The  definition  pro¬ 
vides  the  overall  strategic  impetus  for  the  use  of  cyberpower.  To  fully  under¬ 
stand  the  power  of  cyber,  one  must  acknowledge  the  character  of  cyber¬ 
power  and  cyberspace.  The  linkage  between  strategic  context,  strategy,  and 
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cyberpower  is  also  essential.  Ultimately,  cyberpower  stems  from  the 
ability  to  manipulate  the  strategic  environment,  and  this  requires  a  theory 
of  cyberpower. 

The  Character  of  Cyberspace  and  Cyberpower 

It  is  worth  noting  the  difference  between  the  terms  cyberspace  and  cyber¬ 
power.  Cyberspace  is  the  domain  in  which  cyber  operations  take  place; 
cyberpower  is  the  sum  of  strategic  effects  generated  by  cyber  operations  in 
and  from  cyberspace.  These  effects  can  be  felt  within  cyberspace,  as  well  as 
the  other  domains  of  land,  sea,  air,  and  space,  and  can  also  be  cognitively 
effective  with  individual  human  beings.  With  this  in  mind,  we  turn  our 
attention  to  some  of  the  main  characteristics  of  cyberspace. 

Cyberspace  relies  on  the  electromagnetic  spectrum  (EMS).  Cyberspace  can¬ 
not  exist  without  being  able  to  exploit  the  naturally  existing  electromagnetic 
spectrum.  Without  the  EMS,  not  only  would  millions  of  information  and 
communications  technologies  (ICT)  be  unable  to  communicate  with  each 
other,  but  the  ICTs  themselves  would  be  unable  to  function.  Integrated 
circuits  and  other  microelectronic  devices  depend  on  electrons  to  function. 
Fiber-optic  cables  are  nothing  if  they  are  unable  to  propagate  light.  Net¬ 
works  of  ICTs  are  also  dependent  upon  the  myriad  properties  of  the  EMS 
for  their  essential  connectivity  via  radio  frequencies  and  microwaves.3 

Cyberspace  requires  man-made  objects  to  exist.  This  makes  cyberspace 
unique  when  compared  to  the  land,  sea,  air,  and  space  domains.  Without 
integrated  circuit  boards,  semiconductors  and  microchips,  fiber-optics, 
and  other  ICTs,  there  would  be  no  cyberspace  capable  of  hosting  the 
EMS.  Space  would  still  exist  if  humankind  were  not  able  to  place  satellites 
in  Earth  orbit;  the  sea  would  still  exist  if  humans  had  been  unable  to  master 
the  intricacies  of  buoyancy;  and  similarly,  the  air  would  still  exist  if  the 
principles  of  flight  had  not  been  discovered.  Cyberspace  would  not  exist 
were  it  not  for  the  ability  of  human  beings  to  innovate  and  manufacture 
technologies  capable  of  exploiting  the  various  properties  of  the  EMS. 
Without  such  technologies  the  EMS  would  be  nothing  more  than  the 
“Luminiferous  Ether”  promulgated  by  the  scientist  Albert  A.  Michelson 
in  the  late  nineteenth  century — in  other  words,  though  it  can  be  said  to 
exist,  the  velocity  of  the  earth’s  orbit  around  the  sun  has  no  discernable 
effect  on  it.4 
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Cyberspace  can  be  constantly  replicated.  As  an  entity,  there  is  only  one  air, 
one  sea,  one  space,  and  one  land.  In  contrast,  there  can  be  as  many  cyber¬ 
spaces  as  one  can  possibly  generate.  In  reality,  there  is  only  one  portion  of 
the  air,  sea,  or  land  that  is  important:  that  portion  that  is  being  contested. 
The  air  over  the  United  States  is  pretty  much  the  same  as  that  over  Af¬ 
ghanistan.  The  only  difference  is  that  the  air  over  the  United  States  is  not 
contested  like  the  air  over  Afghanistan  (or  at  least,  it  is  contested  in  prin¬ 
ciple  if  not  in  practice).  The  same  goes  for  the  oceans.  One  could  set  off 
across  the  Atlantic  tomorrow  and  have  a  more  or  less  pleasant  passage  to 
Europe  on  the  same  ocean  that,  several  thousand  miles  away  off  the  Horn 
of  Africa,  is  infested  with  pirates.  With  cyberspace,  however,  there  can  be 
many  in  existence  at  any  one  time — some  contested,  some  not.  For  the 
most  part,  nothing  is  final  in  cyberspace.5  With  airpower,  enemy  aircraft 
can  be  destroyed,  and  there  the  matter  ends.  In  cyberspace,  a  jihadist  web¬ 
site  can  be  purposefully  shut  down,  only  for  the  same  jihadists  to  start  a 
new  website  within  hours  on  a  different  server  using  a  different  domain 
name.  Similarly,  networks  can  be  quickly  repaired  and  reconstituted, 
thanks  to  the  relatively  inexpensive  and  readily  available  hardware.6 

The  cost  of  entry  into  cyberspace  is  relatively  cheap.  The  resources  and  exper¬ 
tise  required  to  enter,  exist  in,  and  exploit  cyberspace  are  modest  com¬ 
pared  to  the  resources  and  expertise  required  for  exploiting  the  land,  sea, 
air,  and  space.  Generating  strategic  effect  in  cyberspace  does  not  require  a 
budget  of  billions,  manpower  in  the  thousands,  tracts  of  land,  or  divisions/ 
fleets/wings/constellations  of  hardware  that  cost  yet  more  billions  of  dollars. 
Rather,  modest  financial  outlays,  a  small  group  of  motivated  individuals, 
and  access  to  networked  computers  that  are  accessible  to  a  large  portion  of 
the  world’s  population  can  provide  entry  to  the  cyber  domain.7  Deep 
computer  expertise  is  always  an  advantage  but  not  always  necessary.  Com¬ 
puter  science  and  programming  knowledge  need  be  only  modest  to  gener¬ 
ate  strategic  effect  in  and  from  cyberspace.  As  Col  Stephen  Korns  points 
out,  many  cyber  “weapons”  are  now  commoditized  and  can  be  easily  pur¬ 
chased  “off  the  shelf”  at  affordable  prices,  such  as  denial-of-service  soft¬ 
ware  that  can  be  downloaded  onto  a  personal  computer  and  deployed 
against  its  target.8  The  commoditization  of  cyber  capabilities  is  evidenced 
by  the  cyber  attacks  that  took  place  against  Estonia  in  April/May  2007 
and  against  Georgia  in  August  2008,  when  individuals — the  vast  majority 
of  whom  were  not  experts  in  programming  or  computer  science — downloaded 
readily  available  software  to  mount  the  denial-of-service  attacks.9  This  is 
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not  to  imply  that  deep  cyber  expertise  cannot  bring  about  an  advantage  or 
that  the  investment  of  billions  of  dollars  into  a  cyber  effort  will  not  have  a 
significant  strategic  return — far  from  it.  Rather,  the  character  of  cyber¬ 
space  is  such  that  the  number  of  actors  able  to  operate  in  the  domain  and 
potentially  generate  strategic  effect  is  exponential  when  compared  to  the 
land,  sea,  air,  and  space  domains. 

For  the  time  being,  the  offense  rather  than  the  defense  is  dominant  in  cyber¬ 
space.  This  is  due  to  a  number  of  reasons.  First,  network  defenses  rely  on 
vulnerable  protocols  and  open  architectures,  and  the  prevailing  network 
defense  philosophy  emphasizes  threat  detection,  not  fixing  vulnerabilities.10 
Second,  attacks  in  cyberspace  occur  at  great  speed — for  all  intents  and 
purposes  to  a  human  observer  they  seem  instantaneous — putting  defenses 
under  immense  pressure,  as  an  attacker  has  to  be  successful  only  once, 
whereas  the  defender  has  to  be  successful  all  of  the  time.  Third,  and  related 
to  the  previous  reason,  range  is  not  an  issue  in  cyberspace  as  it  is  in  the 
other  domains.  Attacks  can  emerge  from  literally  anywhere  in  the  world.11 
Fourth,  attributing  attacks  is  for  the  most  part  problematic,  thus  compli¬ 
cating  any  possible  response.12  Fifth,  and  lastly,  the  overwhelming  reliance 
on  cyberspace  throughout  modern  society,  not  just  in  the  military,  presents 
any  attacker  with  a  target-rich  environment,  again  placing  great  strain  on 
the  ability  to  successfully  defend  the  domain.13 

Cyberspace  consists  of  four  layers,  and  control  of  one  layer  does  not  mean 
control  of  the  others.  Cyberspace  consists  of  infrastructure,  physical,  syntactic, 
and  semantic  layers.  The  infrastructure  layer  consists  of  the  hardware,  cabling, 
satellites,  facilities,  and  so  on.  The  physical  layer  consists  of  the  myriad 
properties  of  the  EMS — electrons,  photons,  frequencies,  and  so  forth — 
that  animate  the  infrastructure  layer.14  The  syntactic  layer  consists  of  the 
formatting  of  information  and  the  rules  that  instruct  and  control  infor¬ 
mation  systems  that  make  up  cyberspace.  The  semantic  layer  consists  of 
information  useful  and  comprehensible  to  human  users  and  is  essentially 
the  cyber-cognitive  nexus.  Controlling  the  infrastructure  layer  of  cyber¬ 
space  does  not  necessarily  translate  into  control  of  the  physical,  syntactic, 
and  semantic  layers.  Similarly,  semantic  control  does  not  require  infra¬ 
structure  control,  as  evidenced  by  the  prevalence  of  cyber  crime  today  that 
effectively  exploits  the  semantic  layer.  While  this  proposition  is  generally 
true,  there  are  exceptions  that  depend  upon  what  one  is  trying  to  do.  If 
one  is  trying  to  destroy  and  disable  a  network,  then  attacking  the  infra¬ 
structure  layer  alone  may  well  be  effective.  If,  on  the  other  hand,  one  is 
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trying  to  spoof  an  enemy  commander  into  making  certain  decisions,  then 
control  of  the  infrastructure  layer  is  largely  irrelevant,  but  control  of  the 
semantic  layer  is  everything. 1 5 

Cyberpower  is  ubiquitous.  Land,  sea,  air,  and  space  power  are  able  to  generate 
strategic  effect  on  each  of  the  other  domains,  but  nothing  generates  strategic 
effect  in  all  domains  so  absolutely  and  simultaneously  as  cyberpower.16 
Given  the  cyber  dependencies  of  the  military,  economy,  and  society  in  a  grow¬ 
ing  number  of  countries,  and  given  that  cyberspace  critically  enables  land, 
sea,  air,  and  space  power — as  well  as  other  instruments  of  power,  such  as 
diplomacy,  media,  and  commerce — cyberpower  is  ubiquitous.  Land,  sea,  air, 
and  space  power  can  return  to  barracks,  ports,  airfields,  or,  in  the  case  of 
satellites,  be  tasked  on  to  another  target.  Cyberpower  does  not  go  back  to 
its  sender,  nor  is  it  expended. 

Cyberpower  is  complementary.  Unlike  land,  sea,  and  airpower,  but  in 
many  ways  like  space  power,  cyberpower  is  largely  a  complementary  in¬ 
strument,  especially  when  used  autonomously.  It  is  indirect  because  the 
coercive  ability  of  cyberpower  is  limited  and  likely  to  remain  so.  For  example, 
consider  the  cyber  attack  against  Estonia  in  spring  2007.  It  is  often  forgot¬ 
ten  that  the  attacks  occurred  along  with  violent  protests  in  Estonia  and  a 
political  warfare  campaign  allegedly  perpetrated  by  the  Russian  govern¬ 
ment  against  Estonian  interests.  None  of  these — the  protests,  political 
warfare  campaign,  Russian  threats  and  diplomatic  protests,  or  the  cyber 
attacks — swayed  the  Estonian  government.  This  is  even  more  remarkable 
given  that  Estonia  is  widely  regarded  as  one  of  the  most  cyber-dependent 
countries  in  the  world.  It  can  certainly  be  argued  that  the  cyber  attacks 
were  damaging,  disruptive,  and  a  nuisance,  but  they  were  not  coercive.17 
It  is  even  more  evident  that  the  cyber  attacks  during  the  short  conflict 
between  Russia  and  Georgia  in  August  2008  were  likewise  not  coercive. 
Georgia,  especially  at  the  time,  was  not  a  particularly  cyber-dependent 
country,  and  the  Russian  military  campaign  was  relatively  swift  and  deci¬ 
sive  in  achieving  its  objectives  against  the  Georgians.  The  associated  cyber 
attacks — which  have  never  been  publicly  attributed  to  the  Russian  gov¬ 
ernment  but  seemed  to  have  been  impeccably  timed  to  peak  just  as  Rus¬ 
sian  forces  crossed  into  South  Ossetia  and  Abkhazia — certainly  caused  major 
disruption  to  Georgian  Internet  services  and  several  means  of  communica¬ 
tion,  but  it  is  implausible  to  suggest  that  the  Russian  military  campaign 
would  have  been  in  any  way  less  decisive  had  the  cyber  attacks  not  taken 
place  or  had  failed.18 
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The  assertion  that  cyberpower  is  a  complementary  instrument  rests,  of 
course,  on  the  little-observed  use  of  meaningful  cyberpower  over  the  past 
few  years.  The  nightmare  scenarios  of  cyberpower  used  to  switch  off  power 
grids,  disrupt  air  traffic  control,  or  bring  down  Wall  Street  with  a  few  key¬ 
strokes,  so  beloved  by  Hollywood,  have  thankfully  yet  to  occur.  This  may 
well  change  at  some  point  in  the  future,  and  in  that  case  the  assertion 
should  be  thoroughly  revised.  But  for  this  to  happen,  coercion  must  be 
proven.  Shutting  down  a  power  grid  via  cyberpower,  for  example,  would 
undoubtedly  have  catastrophic  consequences,  but  rather  than  coercing  its 
victim  to  concede  to  an  attacker’s  demands,  it  may  in  fact  only  invite  an 
even  more  catastrophic  response.  Similarly,  for  all  the  press  about  the 
damage  caused  by  the  Stuxnet  worm  in  recent  months,19  it  has  plainly  not 
coerced  Iranian  leaders  to  abandon  their  nuclear  program.20  Until  such 
time  that  cyberpower  might  prove  its  coercive  ability,  it  can  be  said,  at 
best,  that  it  is  a  complementary  instrument. 

Cyberpower  can  be  stealthy.  One  of  cyberpower’s  attractions  for  many 
users  is  the  ability  to  wield  it  surreptitiously  on  a  global  scale  without  it 
being  attributed  to  the  perpetrator.  Malicious  software  can  be  planted  in 
enemy  networks  without  knowledge  until  the  cyber  weapon  is  activated 
and  causes  its  intended  damage.  Databases  can  be  raided  for  classified  or 
proprietary  information,  and  the  owners  of  that  information  may  not  be 
any  the  wiser  as  terabits  of  data  are  stolen.  Similarly,  private  citizens  can 
go  about  their  innocent  lives  only  to  discover  that  cyber  criminals  have 
ruined  their  credit  rating  and  maxed  out  their  credit  cards  because  of  stolen 
identity.  This  ability  to  stealthily  use  cyberpower,  aided  by  the  inherent 
difficulties  of  attributing  the  identity  and  motivation  of  most  attackers, 
makes  it  a  very  attractive  instrument  for  governments  and  other  actors.21 

Other  theorists  might  feasibly  identify  more  attributes  of  cyberpower 
than  described  here,  but  the  preceding  discussion  has  identified  the  most 
prominent  characteristics  pertinent  to  the  wider  ensuing  discussion.  Be¬ 
fore  addressing  the  strategic  purpose  of  cyberpower,  however,  it  is  neces¬ 
sary  to  briefly  describe  the  strategic  context  in  which  it  is  emerging  as  an 
instrument  of  power  and  its  relationship  to  the  enduring  nature  of  strategy. 

The  Strategic  Context  of  Cyberpower 

Along  with  land,  sea,  air,  and  space  power  is  a  strategic  tool  that  can  be 
used  either  alone  or  in  combination  with  other  instruments  of  military 
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and  national  power.  Cyberpower  can  be  used  in  peace  and  war  because, 
among  its  many  other  attributes,  it  is  stealthy  and  covert,  relatively  cheap, 
and  its  use  both  favors  the  offense  and  is  difficult  to  attribute  to  the  per¬ 
petrator.  Of  course,  these  very  same  attributes  render  our  own  networks 
vulnerable  to  cyber  attack  by  others.  But,  with  a  more  robust  cyber-security 
culture  and  a  more  realistic  understanding  of  the  limits  of  cyberpower,  we 
should  consider  that  its  value  as  an  instrument  to  manipulate  the  strategic 
environment  to  one’s  advantage  outweighs  the  risks. 

Cyberspace  is  but  the  latest  collection  of  technologies  in  the  history  of 
information  processing.  The  printing  press,  telegraph,  telephone,  and 
wireless  communication  technologies  such  as  radio  and  television  have 
each  revolutionized  society,  and  in  turn  military  affairs,  in  their  own 
ways.22  Cyberspace,  however,  is  different  from  its  technological  predecessors 
because  it  is  not  just  a  means  of  communication  but  also  the  predominant 
form  of  creating,  storing,  modifying,  and  exploiting  information.23  The 
technological  predecessors  of  cyberspace — with  the  possible  exception  of 
the  book — have  always  been  means  of  exchanging  (transmitting  and 
receiving)  information;  the  creation,  storage,  modification,  and  exploita¬ 
tion  of  that  information  did  not  occur  within  those  technologies. 

Today,  information  and  communication  technologies  permeate  every 
function  and  level  of  the  US  military,  including  the  Air  Force.24  An  ICT 
can  be  anything  from  a  personal  computer  or  cell  phone  to  supervisory 
control  and  data  acquisition  (SCAD A)  devices  that  monitor  the  function¬ 
ing  of  utilities,  infrastructure,  facilities,  and  other  complex  hardware.25 
Their  use  is  extensive,  pervasive,  and  growing  throughout  the  US  military 
and  beyond.  Furthermore,  most  military  hardware  is  now  digitized,  making 
most  platforms  reliant  on  ICTs  for  both  their  internal  functioning  and  for 
their  coordinated  use  in  both  peace  and  war.  When  ICTs  communicate, 
or  network,  with  each  other  it  can  be  said  that  cyberspace  exists.26  Reli¬ 
ance  on  ICTs  is  both  spreading  and  deepening,  and  not  just  in  the  mili¬ 
tary.  Throughout  the  US  economy  and  society,  ICTs  play  a  critical  role  in 
the  everyday  functioning  of  the  country,  and  the  same  is  also  true  not  only 
of  other  industrialized  developed  countries  but  emerging  and  developing 
countries  as  well.27 

This  expanding,  deepening,  and  increasingly  pervasive  reliance  on  cyber¬ 
space  is  part  of  the  mosaic  of  the  shifting  geopolitical  and  economic  global 
environment  that  provides  the  strategic  context  for  the  use  of  cyberpower. 
Admittedly,  this  strategic  context  is  challenging  for  policymakers,  commanders, 
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and  scholars  to  comprehend,  as  fundamental  power  shifts  are  still  underway 
and  geopolitical  alignments  are  in  flux.  Safe  to  say,  however,  that  the  United 
States  and  its  allies,  while  still  the  most  important  fulcrum  of  power  in  the 
international  system,  are  not  necessarily  the  sole  focus  of  international 
affairs.  As  Philip  Stephens  of  the  Financial  Times  recently  pointed  out, 

A  multipolar  world  has  been  long  predicted,  but  has  always  seemed  to  be  perched 
safely  on  the  horizon.  Now  it  has  rushed  quite  suddenly  into  the  present .  .  .  The 
lazy  way  to  describe  the  new  geopolitical  landscape  is  one  of  a  contest  between 
the  west  and  the  rest — between  western  liberal  democracies  and  eastern  market 
economy  autocracies.  Neat  as  such  divisions  may  seem,  they  miss  the  complexities. 
None  are  more  determined,  for  example,  than  Russia  and  China  to  keep  India 
from  securing  a  permanent  seat  on  the  UN  Security  Council.  Few  are  more  worried 
than  India  by  China’s  military  buildup  .  .  .  The  rising  nations  prize  state  power 
over  international  rules,  sovereignty  over  multilateralism.  The  transition  to  a  new 
order  is  likely  to  see  more  rivalry  and  competition  than  co-operation.  The  facts 
of  interdependence  cannot  be  wished  away  but  they  will  certainly  be  tested.  It  is 
going  to  be  a  bumpy  ride.28 

Compounding  these  rapid,  and  at  times  dramatic,  changes  is  the  fact 
that  cyberpower  as  a  strategic  tool  has  diffused  widely  among  all  actors — 
state  and  nonstate  alike.  The  United  States  may  continue  to  hold  the  pre¬ 
ponderance  of  land,  sea,  air,  and  space  power,  and  may  well  do  so  with 
cyberpower,  but  other  actors  in  the  strategic  environment  are  also  cyber 
empowered  and  are  often  wielding  their  cyberpower  to  some  effect.29 
With  the  strategic  context  summarized,  now  consider  the  relationship 
between  strategy  and  cyberpower. 

Strategy  and  Cyberpower 

Cyberpower  is  technically,  tactically,  and  even  operationally  distinct 
from  the  other  instruments  of  military  power,  but  it  is  not  beyond  strategy; 
nor  does  it  subvert  the  enduring  nature  of  war  that  is  unchanging  through¬ 
out  history.  Yet  while  the  nature  of  war  is  unchanging,  its  character  changes 
all  the  time  along  with  changes  in  society,  political  actors,  technology, 
geopolitics,  and  the  emergence  of  new  exploitable  domains  such  as  the 
sea,  air,  space,  and  more  recently,  cyberspace.30  A  general  understanding 
of  strategy,  and  in  particular,  an  understanding  of  the  strategic  meaning  of 
cyberpower,  can  help  senior  commanders  and  policymakers  comprehend 
what  is  enduring,  what  is  new  and  unique,  and  what  is  important  and 
unimportant  in  cyberpower. 
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Cyberpower  is  subservient  to  the  needs  of  policy,  and  strategy  is  the 
process  of  translating  those  needs  into  action.  Cyber  operations  take  place 
in  cyberspace  and  generate  cyberpower,  but  they  do  not  serve  their  own 
ends;  they  serve  the  ends  of  policy.  Strategy  is  the  bridge  between  policy 
and  the  exploitation  of  the  cyber  instrument.  The  notion  that  cyber  opera¬ 
tions  (along  with  land,  sea,  air,  and  space  operations)  must  serve  their  own 
imperatives  is  a  thoroughly  astrategic  one.  For  example,  the  capability 
may  exist  through  cyber  means  to  shut  down  the  power  grids  in  foreign 
nations,  disable  their  networks,  or  read  every  digital  message  they  transmit 
and  receive,  but  the  needs  of  policy  will  often  demand  that  the  power  be 
kept  on,  the  networks  remain  unmolested,  and  intelligence  garnered  from 
passively  monitoring  enemy  e-mail  activity  not  be  used.  Such  restraint 
may  stem  from  a  variety  of  reasons,  ranging  from  the  very  limited  and  nuanced 
objectives  of  policy,  to  restraint  based  on  proportionality,  to  fear  of  un¬ 
known  consequences  from  certain  cyber  actions.  Additionally,  one  may 
not  wish  to  tip  one’s  hand  by  demonstrating  a  capability  for  a  short-term 
goal  that  may  only  be  used  a  couple  of  times  at  best  before  the  enemy  can 
devise  a  plausible  defense.  Ultimately,  cyberpower  may  be  able  to  deliver 
the  required  strategic  effect,  but  leaders  may  want  to  rely  on  other  forms 
of  military  power,  or  even  other  instruments  of  national  power,  in  any 
given  instance. 

It  is  vital  that  commanders  and  senior  officials  develop  a  greater  under¬ 
standing  not  only  of  the  strategic  purpose  of  cyberpower  but  also  its  relation¬ 
ship  to  strategy.  Education,  experimentation,  and  experience  will  be  essen¬ 
tial  in  comprehending  the  relationship  and  in  identifying  the  strategic 
purpose  of  cyberpower. 

Manipulating  the  Strategic  Environment 
through  Cyberpower 

The  characteristics  and  attributes  of  cyberpower  previously  discussed 
are  just  some  that  can  be  ascribed  to  it  but  do  not  ultimately  explain  to  the 
strategist  what  makes  it  a  unique  instrument.  The  key  strategic  attribute 
of  cyberpower  is  the  ability  in  peace  and  war  to  manipulate  the  strategic 
environment  to  one’s  advantage  while  at  the  same  time  degrading  the  ability 
of  an  adversary  to  comprehend  that  same  environment.  This  strategic  utility 
extends  to  all  the  other  strategic  domains  (or,  if  one  prefers,  media), 
given  their  ubiquitous  dependence  upon  cyberspace.  Indeed,  the  strategic 
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environment  is  now  something  that  is  comprehended  and  refracted  in¬ 
creasingly  through  cyber  technologies,  and  as  a  result,  the  strategic  poten¬ 
tial  of  cyberpower  will  increase  accordingly.  Its  ability,  therefore,  to  ma¬ 
nipulate  an  adversary’s  perception  of  the  strategic  environment  to  one’s 
advantage  is  a  real,  if  not  growing,  prospect.  Such  manipulation  produces 
the  strategic  effect  of  misdirection  and  deception  that  in  turn  allows  other 
military  and  national  instruments  of  power  to  achieve  policy  objectives 
directly.  Ultimately,  this  means  that  successful  applications  of  cyberpower 
will  be  those  used  in  support  of,  and  in  conjunction  with,  other  military 
and  national  instruments  of  power  to  allow  these  instruments  greater  le¬ 
verage  and  prospects  of  success. 

The  currency  of  cyberpower  is  information  that  can  be  disseminated  via 
a  variety  of  means  across,  in,  and  to  all  the  other  media.  The  aim  of  the 
cyber  strategist  is  to  maximize  to  the  greatest  extent  possible  the  various 
tools  (or  cyber  “weapons”)  that  can,  among  other  things,  disrupt  and  sabo¬ 
tage  adversary  cyber-dependent  activities;  deny  adversary  cyber-dependent 
communications;  steal  information  that  is  valuable  to  the  adversary;  moni¬ 
tor  and  spy  on  adversary  activities  through  cyberspace;  and  deceive  cyber¬ 
dependent  adversaries  into  making  decisions  (or  not  making  decisions) 
that  are  favorable  to  the  perpetrator  through  the  manipulation  of  adver¬ 
sary  information  by  cyber  means.  Ultimately,  these  and  a  variety  of  other 
actions  through  cyberpower — used  autonomously  and  in  conjunction 
with  other  instruments  of  power — provide  the  strategic  potential  to  com¬ 
plicate  adversary  decision  making,  buy  time  to  allow  other  instruments  of 
national  power  a  greater  chance  of  success  by  disrupting  or  deceiving 
adversary  information,  and  ultimately  subvert,  deny,  steal,  and  even  destroy 
information  vital  to  the  functioning  of  a  group,  society,  or  economy  as 
part  of  a  wider  strategy  of  punishment  or  coercion  in  conjunction  with 
other  forms  of  military  power. 

Employed  autonomously,  cyberpower  is  unlikely  to  emerge  as  an  inde¬ 
pendent  coercive  instrument.  Yet  its  capabilities  do  provide  real  strategic 
value,  as  events  of  the  past  several  years  have  demonstrated.  The  Stuxnet 
computer  worm  has  disrupted  and,  as  a  result,  delayed  the  Iranian  nuclear 
program  by  sabotaging  the  computer  operating  system  used  to  power  its 
centrifuges.31  The  denial-of-service  operation  against  Georgian  cyberspace 
during  the  Russian  invasion  of  August  2008  contributed  greatly  to  the  in¬ 
ability  of  Georgian  elites  to  communicate  with  each  other  and  the  outside 
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world  during  the  military  campaign,  thus  retarding  their  ability  to  react  to 
events  in  a  timely  manner.32 

China  is  using  cyberspace  to  conduct  extensive  espionage  operations 
against  political,  governmental,  industrial,  and  military  targets  through¬ 
out  the  West  to  gain  access  to  critical  Western  technologies  and  glean  the 
strategic  and  economic  intentions  of  its  rivals.33  One  US  official  claims 
that  Chinese  intelligence  services  have  essentially  stolen  enough  classified 
and  proprietary  information  to  fill  the  Library  of  Congress.  34  Finally,  millions 
of  people — to  include  members  of  Congress,  the  government,  and  the 
military — are  potential  victims  of  various  “phishing”  scams  that  attempt 
to  illicitly  obtain  sensitive  user  ID  and  password  information  to  access 
proprietary  databases  and  spoof  messages  from  individuals  in  positions  of 
authority  and  command  to  sow  confusion,  create  deception,  and  dissolve 
trust  within  networks.35  All  of  these  activities  are  of  serious  consequence 
but,  in  and  of  themselves,  are  not  coercive.  The  reason  is  relatively  simple: 
no  matter  how  effective  the  autonomous  use  of  cyberpower  may  be,  one 
cannot  underestimate  the  resilience  of  adversaries  nor  forget  that  they  will 
almost  always  have  recourse  to  the  use  of  physical  violence  to  resist  and 
strike  back.36 

Indeed,  the  ubiquitous  nature  of  cyberspace — thanks  in  turn  to  the 
ubiquity  of  ICTs — has  critical  implications  for  military  command,  de¬ 
fined  by  Martin  van  Creveld  as  “a  function  that  has  to  be  exercised,  more 
or  less  continuously,  if  the  army  is  to  exist  and  to  operate.”37  Because 
cyberspace  shrinks  organizational  scope  and  can  reach  up,  down,  and 
across  echelons  and  stovepipes,  it  offers  military  commanders  the  poten¬ 
tial  for  greater  control.  Yet,  as  van  Creveld  effectively  points  out,  to  use  a 
communications  technology  solely  for  control  of  every  tactical  and  opera¬ 
tional  activity  is  to  abrogate  effective  command  and  stifle,  if  not  strangle, 
tactical  and  operational  performance.38  Present-day  cyber-enabled  com¬ 
manders  would  do  well  to  emulate  Helmuth  von  Moltke  and  his  judicious 
use  of  the  telegraph  during  the  late  nineteenth  century  rather  than  Field 
Marshal  Haig’s  “telephonitis”  during  the  catastrophic  Battle  of  the  Somme 
in  the  First  World  War.39  The  ubiquity  of  cyberspace  may  well  tempt  many 
commanders  to  interfere  at  the  lowest  echelon  and  reach  forward  into 
tactical  fights,  yet  the  imperatives  for  effective  command  in  the  informa¬ 
tion  age  are  the  same  as  they  were  in  the  days  of  the  Roman  Empire.  These 
imperatives  consist  of  the  ability  of  the  commander  to  grasp  the  strategic 
context  of  the  time;  bring  internal  and  external  coherence  to  the  force 
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under  command;  create  a  design  for  how  the  force  is  to  be  used;  have  the 
moral  and  intellectual  courage  to  take  action;  possess  nerve  in  the  face  of 
extreme  pressure  and  uncertainty;  create  a  persona  to  inspire  those  under 
command  to  not  only  obey  orders  in  the  face  of  mortal  danger  but  to  also 
follow  the  commander  who  inspires  them;  possess  a  great  intellect  that  is 
creative,  bold,  and  curious;  possess  expertise  in  the  practice  of  arms,  with¬ 
out  which  there  is  no  credibility;  and  finally,  identify  those  rare  individuals 
who  not  only  possess  the  capacity  to  carry  out  such  imperatives  but  also 
epitomize  them.40 

Cyberpower  in  the  hands  of  a  commander  who  is  able  to  exercise  all  the 
imperatives  of  command  will  be  a  very  powerful  tool.  As  van  Creveld  con¬ 
vincingly  demonstrates,  those  commanders  who  shaped  their  command 
structure  according  to  the  mission  to  be  accomplished,  rather  than  the 
technology  at  their  disposal,  won.  Those  commanders  who  became  slaves 
to  the  technology  at  their  disposal — be  it  the  telegraph,  telephone,  or 
wireless  radio — have  tended  to  exert  control  at  the  lowest  echelons,  thus 
strangling  initiative  and  adaptability.  Rather  than  leading  their  forces, 
they  were  cocooned  by  their  favored  means  of  communication.41  Thus,  in 
the  wrong  hands  cyberpower  will  likely  amplify  the  pathologies  of  poor 
senior  commanders,  stifle  the  ability  of  junior  officers  and  senior  non¬ 
commissioned  officers  to  lead  and  adapt,  and  render  the  entire  structure 
of  command  reliant  on  the  durability  and  survivability  of  what  is,  in  essence, 
a  collection  of  fragile  and  vulnerable  communication  links. 

Profound  implications  arise  out  of  these  assertions.  First,  future  wars  against 
cyber-sawy  adversaries  will  have  to  be  fought  using  command  systems  that 
anticipate  having  to  fight  in  a  degraded,  if  not  denied,  cyber  environment. 
In  other  words,  these  systems  must  be  structured  in  such  a  way  that  they 
can  survive  when  information  is  not  only  unreliable  but  also  scarce.  Second, 
senior  commanders  will  have  to  delegate  tactical  and  even  operational 
authority  to  subordinate  commanders  and  guide  them  through  the  use  of 
mission  orders  that  specify  the  minimum  that  must  be  achieved.  And 
third,  for  a  force  to  succeed  in  an  information-deprived  environment,  a 
greater  onus  on  unit  cohesion,  training,  and  (especially  for  commanders) 
education  in  the  strategic  arts  becomes  imperative. 

Cyberspace,  as  already  mentioned,  is  fragile  and  vulnerable  to  myriad 
methods  of  attack  and  disruption  ranging  from  jamming  of  the  EMS  to 
the  hacking  of  software,  insertion  of  malware  into  operating  systems,  or 
denial-of-service  attacks.  This  vulnerability,  when  taken  together  with  the 
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ubiquity  of  cyberspace  and  the  reliance  built  upon  it,  means  that  cyber¬ 
power  is  an  offensive  instrument  that  is  ideal  for  manipulating  the  strategic 
environment  to  one’s  advantage  and  ultimately  disrupting  and  even  denying 
the  ability  of  an  adversary  deprived  of  individuals  steeped  in  the  imperatives 
of  command  to  effectively  command  its  instruments  of  national  power.  In 
future  wars  in  which  cyberpower  will  feature  most  prominently,  victory 
will  favor  the  side  able  to  effectively  command  forces  deprived  of  informa¬ 
tion  while  at  the  same  time  using  it  to  deceive,  deny,  demoralize,  and 
disrupt  enemies  to  the  extent  that  their  ability  to  comprehend  the  strategic 
environment  is  sufficiently  deprived.  Threats  to  cyberspace  are  myriad, 
and  as  earlier  described  in  the  strategic  context  of  cyberpower,  there  are 
many  sources  of  this  threat.  Even  with  better  cyber  defenses,  especially  in 
the  United  States,  the  effective  use  of  cyberpower  will  see  networks  dis¬ 
rupted  and  unreliable  for  effective  communications  and  use.  That  said, 
however,  sufficient  resilience  measures  should  be  instituted  as  quickly  as 
possible  to  help  facilitate  offensive  cyber  operations.42 

Strategically  this  means  policy  makers  and  commanders  who  are  today 
used  to  making  decisions  and  commanding  in  an  information-saturated 
environment  will  have  to  become  accustomed  to  carrying  out  their  function 
in  the  face  of  information  scarcity  and,  thus,  uncertainty.  Perhaps  the  most 
profound  implication  of  all  is  future  leaders  will  find  that  enduring  traits  of 
command  and  strategic  acumen  will  be  just  as,  if  not  more,  important  as 
ever  before.  Cyberpower  not  only  adds  a  new  layer  of  fog  to  war  but  also 
to  peace,  and  this  will  apply  to  all  who  utilize  it.  Continuing  advantage 
will  likely  turn  on  both  the  ability  of  leaders  and  commanders  to  think 
and  act  strategically  and  having  the  most  resilient  cyberspace  networks 
that  while  degraded  may  provide  the  information  edge.  As  David  J.  Lonsdale 
states,  “A  little  information  power  can  go  a  long  way,”43  but  only  if  leaders 
and  commanders  have  the  strategic  acumen  to  properly  manipulate  it  to 
their  advantage.  Uncertainty,  not  certainty,  will  be  the  default  condition 
in  a  world  of  cyberpower.  To  help  future  leaders  and  commanders  cope, 
work  must  begin,  albeit  incrementally,  on  building  a  theory  of  cyberpower. 

Toward  a  Theory  of  Cyberpower 

It  would  be  wrong  to  suggest  that  no  attempt  has  been  made  to  craft  a 
theory  of  cyberpower  to  date.  Greg  Rattray  has  done  the  field  a  great 
service  with  his  excellent  book,  Strategic  Warfare  in  Cyberspace ,  and  Stuart 
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H.  Starr  attempted  to  lay  a  framework  for  a  theory  of  cyberpower  in  a 
chapter  he  contributed  to  the  eminently  useful  collection  of  essays,  Cyber- 
power  and  National  Security .44  Both  works  have  contributed  much  to 
building  a  theory  of  cyberpower,  yet  both  also  have  drawbacks.  Rattray’s 
work  is  arguably  the  superior  of  the  two  and  has  many  strategic  “nuggets” 
to  offer  the  careful  reader,  however,  it  also  tends  to  overemphasize  the 
technological  and  organizational  dimensions  at  the  expense  of  other  per¬ 
tinent  dimensions  and  relies  exclusively  on  the  analogy  of  strategic  air- 
power.45  Starr,  on  the  other  hand,  usefully  employs  Harold  Winton’s  taxonomy 
of  what  a  theory  should  look  like  but  then  immediately  delves  into  the 
tactical  and  technical  weeds  and  fails  to  relate  cyberpower  to  its  political 
and  strategic  context.46 

Under  the  rubric  of  the  eternal  logic  of  strategy  should  be  a  theory  of 
cyberpower  that  can  aid  the  commander  and  cyber  operator  to  maximize 
its  usefulness  as  an  instrument  of  policy.  Land,  sea,  air,  and  space  power  all 
have  a  canon  of  military  theory  that  includes  Jomini  and  von  Moltke  for 
land  power,  Mahan  and  Corbett  for  sea  power,  Douhet  and  Mitchell  for 
airpower,  and  Dolman  and  Klein  for  space  power.47  To  this  day  these 
works  are  taught  in  the  respective  staff  and  war  colleges  of  all  the  services 
around  the  world.  Likewise,  a  theory  of  cyberpower  is  deemed  useful  because 
“it  is  based  on  the  proposition  that  before  one  can  intelligently  develop  and 
employ  [cyberpower],  one  should  understand  its  essence.”48  Similarly, 
ADM  J.  C.  Wylie,  USN,  one  of  the  finest  strategic  thinkers  of  the  twentieth 
century,  noted, 

Theory  serves  a  useful  purpose  to  the  extent  that  it  can  collect  and  organize  the 
experiences  and  ideas  of  other  men,  sort  out  which  of  them  may  have  a  valid 
transfer  value  to  a  new  and  different  situation,  and  help  the  practitioner  to  enlarge 
his  vision  in  an  orderly,  manageable  and  useful  fashion — and  then  apply  it  to  the 
reality  with  which  he  is  faced.49 

A  theory  of  cyberpower,  then,  might  just  be  of  some  practical  use.  But 
what  is  such  a  theory  supposed  to  do?  What  should  it,  in  broad  terms, 
look  like?  Winton  provides  five  criteria  for  developing  military  theory  that 
can  be  applied  to  cyberpower  and  which,  at  the  very  least,  should  be  ad¬ 
dressed  in  any  attempt. 

Define  the  field.  This  criterion  would  delineate  what  cyberspace  and  cyber¬ 
power  are  and  what  they  are  not.  Daniel  T.  Kuehl  recently  identified  at 
least  14  definitions  of  cyberspace,  revealing  that  the  study  of  the  strategic 
application  of  cyberpower  is  immature.70  Reaching  some  kind  of  con- 
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sensus  on  definitions  of  cyberspace  and  cyberpower  is  ultimately  impor¬ 
tant  if  a  plausible  theory  is  to  emerge. 

Categorize  into  constituent  parts.  The  next  criterion  of  a  theory  is  to  break 
the  field  of  study  down  into  its  constituent  parts.  Imagine  cyberpower  as 
a  citrus  fruit,  cutting  it  up  into  slices,  examining  each,  and  then  putting 
them  back  together  to  remake  the  whole.  This  involves  identifying  the 
component  parts  of  what  constitutes  cyberspace — its  infrastructure,  phys¬ 
ical,  syntactic,  and  semantic  layers — and  the  various  tools  (or  weapons)  that 
can  be  used  to  generate  effects. 

Explain.  With  cyberpower  defined  and  the  workings  of  its  constituent 
parts  understood,  the  next  criterion  of  a  theory  is  to  explain  how  it  does 
what  it  does.  Ultimately,  “theory  without  explanatory  power  is  like  salt 
without  savor — it  is  worthy  only  of  the  dung  heap.”  Here  a  theory  must 
explain  how  cyberpower  achieves  its  desired  effects  in  the  strategic  envi¬ 
ronment,  such  as  disruption,  deception,  denial,  and  so  forth.  Further¬ 
more,  a  theory  must  attempt  to  identify  the  circumstances  in  which  cyber¬ 
power  will  be  most  effective. 

Connect  to  other  fields.  A  theory  must  then  be  able  to  connect  cyber¬ 
power  to  the  wider  universe.  In  what  ways  does  it  interact  with  the  other 
domains?  In  what  ways  is  cyberpower  mitigated  by  friction,  differences  in 
cultures,  economics,  and  so  on?  Such  a  description  need  not  be  exhaustive 
but  should  at  least  demonstrate  the  place  of  cyberpower  within  the 
strategic  cosmos. 

Anticipate.  A  good  theory  should  be  able  to  identify  those  aspects  of 
cyberpower  that  are  likely  to  be  timeless  long  after  society  and  technology 
changed1  Anticipation  is  not  the  same  as  prediction  (which  is  impossible), 
but  is  possible  by  identifying  the  larger  influences  of  cyberpower  that  are 
scalable  in  the  future.  It  should,  of  course,  be  noted  that  a  theory  of  cyber¬ 
power  will  have  its  limitations.  It  will  never  be  able  to  fully  reflect  reality 
and  all  the  random  and  complex  variables  that  occur.  It  is  impossible  for 
theory  to  capture  such  complexity,  but  it  can  educate  the  mind  to  cope 
with  the  complexity  and  act  with  purpose  despite  it.52  Furthermore,  ele¬ 
ments  such  as  technologies,  actors,  and  the  political  context  change  at 
alarming  and  rapid  rates,  and  theory  cannot  be  expected  to  capture  such 
changes,  but  a  good  theory  will  recognize  that  change  is  inevitable.  The  best 
a  theorist  of  cyberpower  can  expect  is  to  get  the  big  things  right  enough. 
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Conclusion 

The  technological  and  tactical  story  of  cyberpower  has  been  an  exciting 
(if  not  disquieting)  one  to  date.  Yet  the  strategic  story  has  been  slow  to 
develop,  partly  due  to  the  fact  that  little  effort  has  gone  into  identifying 
exactly  what  it  is  that  cyberpower  strategically  provides  to  its  employer. 
Cyberpower  does  have  a  strategic  purpose,  and  it  can  be  understood  by 
exploring  its  character,  strategic  context,  and  relationship  to  strategy. 
Ultimately  cyberpower  translates  into  the  ability  to  manipulate  percep¬ 
tions  of  the  strategic  environment,  and  this  task  requires  a  theory  of 
cyberpower.  There  is  much  that  is  eminently  debatable  about  cyberpower 
that  doubtlessly  others  will  take  issue  with,  but  the  growing  community 
of  cyber  thinkers  must  focus  on  the  strategic  implications  as  a  matter  of 
urgency  lest  they  lead  the  unwitting  into  catastrophe.  RKffy 
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The  Right  Tools  for  the  Job 

Robert  S.  Pope,  Lieutenant  Colonel,  USAF 

The  US  government  (USG)  conducts  a  host  of  operations  abroad.  Some 
are  responses  to  crises,  such  as  natural  disasters,  man-made  humanitarian 
emergencies,  or  an  attack  on  a  friendly  foreign  country.  Others  are  deliberately 
planned,  such  as  preemptive  military  strikes  or  complex  postconflict  recon¬ 
struction  and  stabilization  operations.  Still  other  operations  address  such  long¬ 
term  issues  as  countering  narcotics  trafficking  or  global  terrorism. 

In  complex  operations  requiring  participants  from  more  than  one  US 
agency,  coordinated  planning  and  execution  at  the  operational  level  often  is 
lacking.  This  leads  to  redundancies,  gaps,  friction,  and  frustration.  Several 
examples  herein  of  US  operations  abroad  highlight  both  successes  and 
shortcomings.  This  analysis  discusses  four  organizational  reform  models  and 
recommends  the  interagency  task  force  (IATF)  as  the  preferred  structure. 

Expertise  for  these  many  different  missions  is  spread  across  several 
executive-branch  agencies.  The  US  Agency  for  International  Development’s 
Office  of  Foreign  Disaster  Assistance  (USAID/OFDA)  responds  to  disasters 
like  the  2004  Asian  tsunami  and  the  2010  earthquake  in  Haiti.  The  military 
conducts  offensive  and  defensive  operations,  such  as  coming  to  the  aid  of 
Kuwait  and  Saudi  Arabia  after  Iraq’s  1990  invasion  of  Kuwait  or  removing 
Saddam  Hussein  from  power  in  the  2003  US  invasion  of  Iraq.  The  State 
Department’s  (DoS)  office  of  the  Coordinator  of  Reconstruction  and  Stabili¬ 
zation  (S/CRS)  has  been  assigned  the  lead  role  in  postconflict  reconstruction 
and  stabilization  operations.  The  DoS  Bureau  for  International  Narcotics 
and  Law  Enforcement  Affairs,  together  with  US  law  enforcement  agencies, 
most  operating  under  the  Department  of  Homeland  Security  (DHS),  have 
the  leading  role  in  counternarcotics  operations  abroad. 
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While  the  United  States  often  has  an  agency  or  office  with  a  leading  role 
in  a  particular  mission  area  abroad,  that  agency  usually  cannot  accomplish 
the  mission  alone.  For  example,  the  US  responses  to  the  2004  Asian  tsunami 
and  2010  earthquake  in  Haiti  required  substantial  contributions  from  the 
military  and  the  State  Department  as  well  as  the  OFDA.  Current  opera¬ 
tions  in  Afghanistan  combine  military  counterinsurgency  (COIN)  and 
counterterrorism  (CT)  operations  with  the  reconstruction  and  stabiliza¬ 
tion  efforts  of  a  number  of  agencies,  including  the  State  Department,  the 
USAID,  the  Department  of  Agriculture,  the  Department  of  the  Treasury, 
and  the  US  Geological  Survey.1  Counternarcotics  operations  outside  the 
United  States  require  assistance  from  the  military  and  the  intelligence 
community  as  well  as  law  enforcement  and  the  DoS. 

Past  and  Current  Organizational  Structures 

Before  proposing  organizational  reforms,  it  is  worthwhile  to  examine 
the  structures  used  in  several  past  and  current  US  operations  abroad  to  see 
how  these  either  facilitated  or  militated  against  mission  success.  Four  cases 
are  discussed:  (1)  the  Vietnam  War,  (2)  joint  interagency  task  forces  (JIATF) 
for  counternarcotics  and  rule-of-law  development,  (3)  the  US  response  to 
the  2004  Asian  tsunami,  and  (4)  Operation  Enduring  Freedom  in  Afghani¬ 
stan.  These  examples  cover  a  range  of  missions,  including  COIN,  counter¬ 
narcotics,  CT,  development  assistance,  reconstruction  and  stabilization, 
and  natural  disaster  response. 

Vietnam  (1964-73) — Counterinsurgency  with  Reconstruction  and 
Stabilization 

Initially,  US  involvement  in  Vietnam  occurred  entirely  within  individual 
agency  (as  well  as  individual  military  service)  “stovepipes.”  The  military 
focused  first  on  providing  advisors  and  training  to  the  South  Vietnamese 
military  and  later  on  direct  military  operations.  Meanwhile,  US  civilian 
agencies — including  the  State  Department,  Central  Intelligence  Agency 
(CIA),  USAID,  Department  of  Agriculture,  and  US  Information  Service — 
all  separately  pursued  their  various  agendas,  which  grew  to  include  many 
programs  that  would  today  be  called  reconstruction  and  stabilization,  as 
well  as  COIN  activities,  then  termed  “pacification.”  Each  agency  operated 
independently  in  Washington,  in  Saigon,  and  at  the  provincial  level 
throughout  South  Vietnam.  Though  the  US  ambassador  in  Saigon  was 
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nominally  in  charge  of  the  civilian  agencies  operating  in  South  Vietnam, 
he  was  not  able  to  effectively  supervise  and  coordinate  all  the  activities 
that  were  underway  with  separate  agency  budgets,  lines  of  authority,  and 
divergent  institutional  cultures.  The  commander  of  the  US  Military  Assis¬ 
tance  Command,  Vietnam  (MACV)  met  regularly  with  the  ambassador, 
but  coordination  between  the  military  and  civilian  efforts  was  frequently 
lacking,  and  neither  the  MACV  commander  nor  the  ambassador  had  full 
authority  over  US  efforts  in  the  country.2 

As  US  involvement  expanded,  programs  grew  in  size  and  complexity,  and 
the  initially  poor  interagency  coordination  worsened  further.  In  response, 
the  president,  secretary  of  defense,  and  joint  chiefs  decided  that  unity  of 
command  was  required,  so  in  1967  the  USG  created  the  office  of  Civil 
Operations  and  Revolutionary  (later  “Rural”)  Development  Support 
(CORDS).3  Civil  development  efforts  previously  supervised  by  the  US 
Embassy  in  Saigon  were  integrated  under  MACV,  placing  both  military 
operations  and  civilian  development  activities  under  the  MACV  com¬ 
mander,  who  was  under  the  overall  authority  of  the  US  ambassador  to 
Vietnam  (though  in  practice  the  MACV  commander  reported  to  the  mili¬ 
tary’s  US  Pacific  Command  [PACOM],  and  disputes  with  the  embassy 
were  often  elevated  to  Washington,  diminishing  the  ambassador’s  de  facto 
authority  over  MACV).4  The  civilian  director  of  the  CORDS  held  ambas¬ 
sadorial  rank  equivalent  to  a  four-star  general  and  exercised  control  over 
all  interagency  assets  involved  in  the  counterinsurgency  effort.  In  a  signifi¬ 
cant  organizational  innovation,  the  civilian  CORDS  director  was  dual- 
hatted  as  the  MACV  deputy  to  the  commander  for  the  CORDS,  number 
three  in  the  military  chain  of  command  in  Vietnam,  behind  the  MACV 
commander  and  the  military  deputy  (see  fig.  1)7 

This  construct  represents  the  first  time  a  US  ambassador  ever  worked  in 
the  chain  of  command  under  a  general  officer,  and  it  not  only  brought 
together  the  civilian  COIN  operations  under  a  single  leader,  but  it  also 
integrated  the  civilian  and  military  COIN  efforts.  Additionally,  because  of 
the  CORDS  director’s  position  in  the  military  chain  of  command,  it  pro¬ 
vided  the  civilian  counterinsurgency  leader  with  regular  access  to  the  mili¬ 
tary  commander  and,  therefore,  to  military  personnel,  logistics,  equip¬ 
ment,  and  funding.  The  CORDS  structure,  from  the  headquarters  down 
through  the  provinces  and  hamlets,  was  an  integrated  civil-military  organi¬ 
zation.6  Richard  Stewart,  chief  historian  of  the  US  Army  Center  for  Mili¬ 
tary  History,  described  the  integration: 
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Military  personnel  were  .  .  .  put  in  charge  of  civilians  [and]  civilians  were  .  .  .  put 
in  charge  of  military  personnel  to  create  a  truly  mixed,  interagency  team  based 
on  skills  and  abilities,  not  agency  loyalty.  .  .  .  When  a  senior  civilian  was  assigned 
to  a  key  .  .  .  position,  almost  invariably  he  had  a  military  assistant  reporting  to 
him  and  the  reverse  was  true  when  a  military  officer  was  in  the  principal  slot. 
This  blending  of  military  and  civilian  authority  included  the  use  of  the  power  of 
personnel  evaluation  or  rating  authority.7 


AMBASSADOR 


Figure  1.  MACV-CORDS  organizational  structure 


While  the  creation  of  the  integrated  civil-military  COIN  organization 
vastly  improved  interagency  unity  of  effort,  developing  and  maintaining 
the  organization  faced  significant  bureaucratic  hurdles.  The  military  was 
generally  supportive  of  the  CORDS  construct,  but  civilian  agencies  were 
less  so.8  Stewart  points  to  severe  bureaucratic  shortfalls: 

Presidential  leadership  proved  vital  in  overcoming  the  single  greatest  obstacle  to 
mission  success — the  reluctance  of  Washington  officials  and  senior  leaders  in  the 
field  to  relinquish  control  over  field  operations.  The  State  Department .  . .  resisted 
the  idea  that  any  of  its  development  or  pacification  assets  should  fall  under  a  mili- 
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tary  chain  of  command,  even  one  headed  by  a  civilian.  Even  after  several  broad 
hints  from  the  [Johnson]  administration,  a  presidential  intervention  was  needed 
to  change  their  minds.9 

Once  the  CORDS  was  established,  its  director  had  to  continually  fight 
Washington-based  bureaucratic  attempts  to  reduce  its  funding,  shrink  its 
structure,  limit  its  scope,  and  keep  additional  programs  from  coming  under 
its  control.10  This  bureaucratic  resistance  to  formal  interagency  command 
structures  is  probably  a  primary  reason  the  USG  has  not  used  more  struc¬ 
tures  like  the  CORDS  in  the  decades  after  Vietnam.  While  the  CORDS 
produced  unity  of  effort  through  unity  of  command  and  solved  the 
problem  of  resource  asymmetries  between  military  and  civilian  agencies 
by  providing  the  civilian  agencies  with  access  to  military  resources,  the 
civilian  agencies  were  never  comfortable  with  the  arrangement.11 

Joint  Interagency  Task  Forces 

The  Department  of  Defense  (DoD)  has  attempted  to  improve  inter¬ 
agency  unity  of  effort  at  the  operational  level  through  the  creation  of  joint 
interagency  task  forces,  which  bring  together  several  federal  agencies  to 
accomplish  an  operational-level  mission.  The  US  Joint  Forces  Command 
(JFCOM),  the  combatant  command  charged  with  military-wide  joint 
doctrine,  transformation,  and  organizational  standardization,  defines  a  JIATF 
as  “an  interagency  organization  under  a  single  military  director  that  coor¬ 
dinates  counterdrug  operations  at  the  operational  and  tactical  level.”12 

The  JIATF  is  “not  fully  developed  in  joint  doctrine.”13  Indeed,  current 
US  joint  military  doctrine  mentions  JIATFs  in  only  three  publications: 
Joint  Publication  (JP)  3-07.4,  Joint  Counterdrug  Operations ;  JP  3-05.1, 
Joint  Special  Operations  Task  Force  Operations ;  and  JP  3-40,  Combating 
Weapons  of  Mass  Destruction  (WMD).14Thus,  while  JFCOM’s  definition 
limits  the  JIATF  construct  to  the  counternarcotics  mission,  the  concept  is 
at  least  mentioned  in  doctrine  dealing  with  special  operations  and  counter- 
WMD  missions.19 

The  JIATF  not  only  receives  mere  brief  mention  in  military  doctrine, 
but  also  the  construct  is  neither  codified  in  executive  order  nor  legislation. 
It  derives  its  authority  through  a  memorandum  of  agreement  signed  by 
the  head  of  each  participating  agency  or  department.16  A  JFCOM  white 
paper  notes  that  while  agencies  subordinate  some  of  their  assets  under 
another  agency’s  leadership  in  a  JIATF,  these  JIATFs  do  not  have  true 
unity  of  command  because  “the  different  agencies  still  retain  many  of  their 
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authorities,  responsibilities,  and  prerogatives.”17  However,  many  of  the 
participating  agency  and  department  field-level  headquarters  are  collocated 
in  the  JIATF  integrated  staff  structure,  enabling  the  organization  to  cut 
across  traditional  agency  stovepipes  and  facilitate  rapid,  integrated  action.18 

Two  long-standing  JIATFs  stand  out:  JIATF -West  (JIATF-W)  under 
US  PACOM  and  JIATF-South  (JIATF-S)  under  US  Southern  Command 
(SOUTHCOM).19  Each  dates  from  1989  and  is  focused  on  the  counter¬ 
narcotics  mission.20  In  a  departure  from  the  JFCOM  definition,  these  two 
JIATFs  are  led  not  by  military  officers  but  by  Coast  Guard  rear  admirals, 
who  fall  under  the  DHS  rather  than  the  DoD. 

JIATF-W  is  PACOM’s  executive  agent  for  DoD  support  to  counter¬ 
narcotics  initiatives  in  the  PACOM  area  of  responsibility  (AOR).  It  pro¬ 
vides  interagency  intelligence  fusion,  supports  US  law  enforcement,  and 
develops  partner-nation  counternarcotics  capabilities  in  the  AOR  with 
the  goal  of  detecting,  disrupting,  and  dismantling  narcotics-related  trans¬ 
national  threats  in  the  region.  Initially  established  in  California  in  1989  as 
Joint  Task  Force  5,  in  1994  it  was  renamed  and  granted  additional  inter¬ 
agency  authorities  and  in  2004  was  collocated  with  PACOM  headquarters 
in  Hawaii.  JIATF-W  consists  of  “approximately  82  uniformed  and  civilian 
members  of  all  five  military  services  as  well  as  representatives  from  the 
national  intelligence  community  and  US  federal  law  enforcement  agencies,” 
including  the  Drug  Enforcement  Administration  (DEA),  Federal  Bureau 
of  Investigation  (FBI),  and  Immigration  and  Customs  Enforcement  (ICE).21 

JIATF-W  has  used  its  interagency  mix  of  capabilities  to  achieve  counter¬ 
narcotics  goals  in  the  region  by  deploying  intelligence  analysts  to  US  embassies 
in  the  PACOM  AOR  supporting  US  law  enforcement  agencies;  con¬ 
structing  interagency  intelligence  fusion  centers  for  partner  nations  in  the 
region;  constructing  infrastructure,  such  as  border  patrol  stations  and  customs 
checkpoints  in  partner  nations;  and  conducting  counternarcotics  training 
for  partner-nation  militaries  and  law  enforcement  agencies.22 

JIATF-S  in  Key  West,  Florida,  was  created  in  1999  by  consolidating 
two  other  counternarcotics  task  forces  which  the  DoD  had  established  in 
1989. 23  The  mission  of  JIATF-S  is  to  detect,  monitor,  and  consign  sus¬ 
pected  narcotics  trafficking  targets  to  appropriate  law  enforcement  agen¬ 
cies,  promote  regional  security  cooperation,  and  coordinate  US  country- 
team  and  partner-nation  counternarcotics  initiatives.24  Because  the  Posse 
Comitatus  Act  places  limits  on  the  use  of  the  US  military  in  federal  law 
enforcement,  military  personnel  and  assets  in  JIATF-S  can  detect  and 
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monitor  counternarcotics  targets,  but  enforcement  actions  must  be  executed 
by  law  enforcement  agencies.  Since  these  law  enforcement  agencies  are 
part  of  the  JIATF,  the  transition  from  military  monitoring  to  law  enforce¬ 
ment  action  “happens  with  little  or  no  disruption.”25 

JIATF-S  has  an  integrated  interagency  structure,  including  a  USCG 
rear  admiral  as  its  director,  an  officer  from  Customs  and  Border  Protection 
(CBP)  as  vice  director,  a  senior  Foreign  Service  officer  (FSO)  as  the  directors 
foreign  policy  advisor  (FPA),  and  participants  from  all  US  military  ser¬ 
vices,  the  USCG,  CBP,  DEA,  FBI,  ICE,  and  elements  of  the  US  intelli¬ 
gence  community,  including  the  CIA,  National  Security  Agency  (NSA), 
and  National  Geospatial  Intelligence  Agency  (NGIA).  Interagency  leader¬ 
ship  continues  through  the  lower  levels  of  the  organization  as  well;  the 
directors  for  intelligence  and  operations  are  both  military  officers,  the 
deputy  for  intelligence  is  from  the  DEA,  and  the  deputy  for  operations  is 
from  CBP.26  This  integrated  structure  includes  an  important  integrating 
element — all  personnel  assigned  to  JIATF-S,  regardless  of  their  parent 
agency,  are  evaluated  by  their  bosses  on  the  task  force  rather  than  someone 
from  their  parent  agency,  giving  JIATF-S  the  all-important  ability  to  re¬ 
ward  personnel  for  their  job  at  the  task  force  rather  than  for  loyalty  to 
their  agency  or  department.27 

JIATF-S  is  a  multinational  organization,  with  participants  from  countries 
inside  and  outside  the  SOUTHCOM  AOR  working  together,  both  at  the 
headquarters  and  in  combined  force  packages  across  the  region.  France, 
the  Netherlands,  and  the  United  Kingdom  (all  of  which  govern  territories 
in  the  AOR)  provide  ships,  aircraft,  and  liaison  officers  to  the  task  force, 
and  the  commander  of  the  Netherlands  Forces  Caribbean  also  commands 
a  subordinate  task  group.  There  are  liaison  personnel  from  six  different 
AOR  nations  plus  Mexico.  This  robust  liaison  program  not  only  facilitates 
operational  cooperation,  it  also  improves  information  sharing  across  the 
region.28  The  JIATF-S  organizational  structure  is  shown  in  figure  2. 

Some  observers  have  concluded  that  JIATF-S  is  the  benchmark  inter¬ 
agency  organization  to  emulate.  Dr.  John  Fishel,  who  has  written  exten¬ 
sively  on  civil-military  relations,  stated  that  this  model  is  an  appropriate 
organizational  construct  “to  coordinate  the  activity  of  many  interagency 
players.”29  FCDRTom  Stuhlreyer,  USCG,  asserts  that  JIATF-S  is  effective 
and  makes  best  use  of  limited  US  resources  across  the  interagency.  He 
notes  that  narcotics  seizure  records  were  being  broken  at  a  time  when 
fewer  US  military  assets  were  available  due  to  high  operational  require  - 
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ments  in  the  global  war  on  terror,  demonstrating  “the  efficacy  and  force- 
multiplying  aspect  of  the  joint,  interagency,  and  multi-national  approach 
to  operations  at  JIATF-South.”30  The  Government  Accountability  Office 
(GAO)  credits  SOUTHCOM  with  more  success  than  other  combatant 
commands  in  its  interagency  collaboration,  in  part  due  to  the  effect  of  the 
JIATF-S  organization.31 
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Figure  2.  JIATF-S  organizational  structure 


According  to  Fishel,  “The  real  reason  JIATF-S  works  is  that  it  is  structurally 
an  organization  that  has  unity  of  command.  The  director  is  a  commander  with 
the  authority  to  hire  and  fire,  as  well  as  to  task,  organize,  and  direct  actions.”32 
However,  because  JIATFs  are  not  codified  in  executive  order  or  legislation,  the 
authority  remains  largely  voluntary.  Stuhlreyer  characterizes  the  JIATF  as  an 
interagency  “coalition  of  the  willing”  and  notes  that,  while  assigned  military 
personnel  are  subject  to  normal  military  order  and  discipline,  the  interagency 
partners  “are  only  obligated  to  remain  invested  in  JIATF-South  as  long  as  the 
command  assists  them  in  achieving  individual  interagency  goals.”33 

Asian  Tsunami  (2004-05) — Natural  Disaster  Response 

Media  reporting  on  a  disaster  or  humanitarian  crisis  tends  to  focus  on 
the  military  portion  of  the  response,  despite  the  USAID  Office  of  Foreign 
Disaster  Assistance  as  the  lead  US  agency.  The  military  is  frequently  the 
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first  and  most  visible  responder  with  vastly  more  personnel  and  equip¬ 
ment  than  any  other  US  agency. 

The  response  to  the  26  December  2004  Asian  tsunami  provides  a  good 
example  of  a  semi-coordinated  US  interagency  response  to  a  humanitarian 
crisis.  The  tsunami  stretched  across  South  Asia  and  the  coast  of  Africa  and 
required  “the  largest  humanitarian  relief  and  recovery  operation  the  world 
has  ever  seen  in  the  wake  of  a  natural  disaster.”34  The  US  response  began 
within  hours  of  the  tsunami.  Because  the  USG  lacked  a  coherent,  formalized, 
interagency  approach,  the  USAID,  the  DoS,  the  military,  and  other  federal 
agencies  each  began  responding  individually,  using  their  own  procedures.35 

PACOM  led  the  military  response  to  the  disaster  and  quickly  put  its 
joint  operations  center  (JOC)  on  24/7  operations.  It  established  a  joint 
task  force  called  Combined  Support  Force-536  (CSF-536)  to  conduct 
military  humanitarian  response  operations.  While  “Combined”  in  a  unit 
designation  generally  refers  to  a  coalition  military  operation,  CSF-536 
never  exercised  operational  control  over  non-US  military  forces  respond¬ 
ing  to  the  disaster.  Still,  much  of  the  international  military  effort  relied  on 
the  robust  command,  control,  and  communications  capabilities  provided 
by  the  American  force.  CSF-536  in  turn  established  subordinate  com¬ 
bined  support  groups  (CSG)  for  each  country  in  which  the  United  States 
responded  with  significant  military  forces,  and  each  CSG  supported  the 
US  ambassador  and  interagency  country  team  in  that  country.  At  the  peak 
of  the  operation,  over  17,000  US  military  personnel  participated.36 

Because  many  disasters  substantially  disrupt  local  transportation  and 
communication  infrastructure,  one  of  the  most  urgent  tasks  of  the  relief 
effort  is  providing  logistics,  transportation,  and  communication.  The 
CSGs  executed  search  and  rescue  operations,  transported  and  distributed 
relief  supplies,  provided  emergency  transportation,  and  contributed  to  the 
overall  assessment  of  the  disaster.  As  logistics  and  transportation  infra¬ 
structures  begin  to  recover  and  local  government,  nongovernmental  orga¬ 
nizations  (NGO),  and  other  responding  nonmilitary  agencies  reach  suf¬ 
ficient  capability,  the  military  requirement  may  end  relatively  early  in 
the  response,  while  other  agencies  may  be  engaged  for  many  months  or 
even  years.37 

The  USAID  also  responded  quickly  to  the  tsunami.  Its  OFDA  sent 
disaster  assistance  response  teams  (DART)  to  the  affected  countries,  to¬ 
gether  with  culturally  proficient  experts  to  act  as  liaisons  with  the  host 
government  and  local  population.  The  first  mission  of  the  DARTs  was  to 
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assess  the  impact  of  the  disaster  so  relief  assistance  could  be  tailored  to 
each  country’s  needs  and  to  the  ability  of  the  local  infrastructure  to  receive 
the  aid.  Because  of  the  vast  size  of  the  affected  area,  the  OFDA  provided 
some  training  to  US  military  special  operations  forces  and  Marine  units  so 
they  could  augment  the  DARTs.  Additionally,  OFDA  sent  a  two-man 
team  to  PACOM  to  act  as  a  liaison  between  PACOM,  OFDA  headquarters 
in  Washington,  and  the  DART  teams  in  the  field.38 

In  each  affected  country,  the  US  ambassador  acted  as  the  overall  coor¬ 
dinator  of  US  efforts  in  that  country.  The  embassies  for  many  of  the  affected 
countries  had  a  disaster  contingency  plan  in  place,  which  gave  the  State 
Department  a  starting  point  for  its  response.  When  the  tsunami  occurred, 
the  embassies  developed  disaster  relief  coordination  mechanisms  with  the 
host  government,  other  diplomatic  missions  in  the  country,  local  NGO 
representatives,  and  the  US  military.  They  also  established  status  of  forces 
agreements  with  the  local  governments,  facilitated  information  flow 
between  the  United  States  and  the  host  nation,  and  smoothed  the  flow  of 
relief  supplies  through  customs.  In  each  country,  the  embassy  played  a 
leading  role  in  tailoring  the  US  response,  both  in  terms  of  the  need  and 
the  method  in  which  local  governments  would  accept  foreign  assistance.39 

To  coordinate  interagency  policy  efforts  in  Washington,  the  DoS, 
USAID,  and  PACOM  formed  an  ad  hoc  cooperative  arrangement.  At  the 
regional  level,  PACOM  attempted  to  provide  interagency  coordination  by 
establishing  a  joint  interagency  coordination  group  (JIACG)  specifically 
for  the  disaster  response  and  separate  from  its  standing  JIACG.40  The  two- 
person  liaison  team  sent  by  the  OFDA  to  PACOM  initially  worked  in  this 
disaster  response  JIACG  but  quickly  moved  to  the  PACOM  JOC,  where 
it  was  in  a  much  better  position  to  provide  situational  awareness  to  the 
military  and  serve  in  a  liaison  role  with  Washington  and  the  OFDA  teams 
in  the  field. 

The  disaster  response  JIACG  experiment  was  unsuccessful;  the 
emergency  relief  phase  was  largely  over  before  the  new  JIACG  could  get 
organized.  However,  the  OFDA  liaison  team  was  very  successful  in  foster¬ 
ing  a  high  degree  of  mutual  confidence  among  the  US  interagency  partici¬ 
pants  and  thus  led  to  extensive  interagency  cooperation  in  the  response 
operations.41  The  interagency  organizational  structure  for  the  response  to 
this  natural  disaster  is  shown  in  figure  3. 

The  US  response  is  generally  considered  a  success.  The  interagency  coor¬ 
dination  process  worked  well  at  the  country  level  in  the  various  embassies, 
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the  regional  military  response  was  effective,  and  USAID’s  OFDA  played  its 
key  role,  though  coordination  of  these  efforts  across  the  region  was  ad  hoc. 


•CrtrCrCz 


Figure  3.  Interagency  organization  for  US  response  to  2004  Asian  tsunami 


For  single-country  disasters  this  may  be  good  enough,  but  disasters  which 
affect  several  countries  could  be  better  addressed  with  a  regionally  coordi¬ 
nated  response.  While  there  is  no  formal  interagency  doctrine,  process,  or 
organization  above  the  embassy  level  for  US  disaster  response  operations, 
PACOM’s  long  experience  of  humanitarian  relief  planning,  exercises,  and 
operations — many  times  in  concert  with  local  partner  countries  and  other 
US  agencies — provided  a  starting  point  for  the  ad  hoc  regional  interagency 
response  to  the  disaster.42 

Afghanistan  (2001-Present) — Counterinsurgency  and  Counterterrorism 

More  than  nine  years  of  US  operations  in  Afghanistan  have  provided 
the  opportunity  for  a  steady  evolution  of  thinking  about  the  need  for 
more-effective,  formal  coordination  of  the  civil-military  COIN  campaign. 
As  Operation  Enduring  Freedom  commenced  in  October  200 1 ,  initial  co¬ 
ordination  was  only  between  the  military  and  the  intelligence  community 
(primarily  the  CIA)  for  the  rapid  planning  and  execution  of  operations 
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against  al-Qaeda  and  the  Taliban-led  government  of  Afghanistan  with  mini¬ 
mum  use  of  US  forces.  Even  after  the  Taliban  regime  was  toppled  and  large 
numbers  of  US  forces  reached  Afghanistan,  poor  coordination  remained 
between  the  military,  development,  and  diplomatic  communities. 

Once  the  United  States  reestablished  an  embassy  in  Kabul  in  late  2002, 
an  opportunity  for  increased  civil-military  coordination  and  unity  of  effort 
was  largely  wasted,  while  the  embassy  pursued  developmental  efforts  and 
the  reestablishment  of  the  government  of  Afghanistan.  The  US  military, 
under  LTG  Dan  McNeill  and  LTG  John  Vines,  focused  on  the  CT  mission. 
General  Vines  was  emphatic  that  the  military  mission  was  CT  and  not 
COIN  or  nation  building,  going  so  far  as  to  prohibit  those  under  his  com¬ 
mand  from  using  the  word  counterinsurgency  to  describe  their  efforts.43 

US  civil-military  coordination  in  Afghanistan  greatly  improved  in  2003— 
05  under  the  next  US  team,  Amb.  Zalmay  Khalilzad  and  LTG  David  Barno. 
General  Barno  believed  in  the  importance  of  civil-military  coordination  to 
achieving  US  goals  in  Afghanistan,  so  he  moved  his  living  quarters  to  the 
US  Embassy  compound  in  Kabul,  established  an  office  next  to  Khalilzad’s, 
and  attended  daily  embassy  country  team  meetings.  Barno  also  provided  the 
ambassador  with  five  military  planners  to  work  with  embassy  personnel  to 
form  an  embassy  interagency  planning  group  and  produce  a  coordinated 
US  strategy  for  Afghanistan.  The  resulting  civil-military  strategy  shifted  the 
US  focus  from  CT  to  COIN  and  nation  building,  created  two  regional 
headquarters  to  direct  all  coalition  actions  in  each  region,  and  successfully 
conducted  elections,  reduced  violence,  and  began  reconstruction.44 

The  Khalilzad/Barno  civil-military  coordination  was  personality  driven 
and  was  neither  formalized  nor  directed  by  either  legislation  or  executive 
order.  In  2005,  when  Amb.  Ronald  Neumann  and  LTG  Karl  Eikenberry 
replaced  Khalilzad  and  Barno,  civil-military  cooperation  effectively  ended. 
General  Eikenberry  returned  the  military’s  focus  to  CT  kill-or-capture 
operations,  which  led  to  an  increasing  number  of  civilian  casualties  and 
consequently  a  steep  decline  in  Afghan  popular  support  for  the  United 
States.45  Political  scientist  and  Afghanistan  expert  Seth  Jones  concluded 
that  this  “effectively  shatter[ed]  the  military-civilian  coordination  Khalilzad 
and  Barno  had  painstakingly  fashioned  during  their  tenure  together,”46 
and  Senator  John  McCain  said  that  “Between  late  2003  and  early  2004, 
we  were  moving  on  the  right  path  in  Afghanistan,  [but]  .  .  .  rather  than 
building  on  these  gains  ...  we  squandered  them.  .  .  .  Our  integrated  civil- 
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military  command  structure  was  disassembled  and  replaced  by  a  balkanized 
and  dysfunctional  arrangement.”47 

In  2007,  Amb.  William  Wood  and  GEN  Dan  McNeill  replaced  Neumann 
and  Eikenberry.  GEN  David  McKiernan  replaced  McNeill  in  2008.  Dur¬ 
ing  this  period,  civil-military  relations  continued  largely  as  they  had  under 
Neumann  and  Eikenberry,  with  the  military  primarily  focused  on  kinetic 
counterterrorism  operations  and  training  the  Afghan  National  Army, 
while  civilian  agencies  worked  independently  on  diplomatic  and  develop¬ 
mental  goals.  In  early  2009,  late  in  General  McKiernan’s  tour,  the  United 
States  began  moving  once  again  toward  more  civil-military  coordination 
with  the  creation  of  an  executive  working  group  (EWG),  which  each 
month  brought  together  the  in-country  principals  from  the  DoS,  USAID, 
and  the  military  to  discuss  civilian  and  military  plans  and  operations  and 
synchronize  interagency  efforts.  The  high-level  EWG  was  supported  by  a 
working-level  interagency  staff  called  the  Integrated  Civilian  Military  Action 
Group,  staffed  by  State  Department  personnel  from  S/CRS,  USAID  per¬ 
sonnel,  and  US  military  personnel  from  the  Regional  Command  East  and 
the  International  Security  Assistance  Force  (ISAF).48 

Many  have  been  critical  of  the  ad  hoc  nature  of  US  civil-military  coor¬ 
dination  in  Afghanistan.  In  April  2008  the  House  Armed  Services  Com¬ 
mittee  reported  that  “rather  than  depending  exclusively  on  personalities 
for  success,  the  right  interagency  structures  and  processes  need  to  be  in 
place  and  working.”49  A  former  senior  US  military  commander  in  Afghanistan 
identified  the  most  serious  challenge  in  Afghanistan  in  2009  as  “not  the 
Taliban  .  .  .  not  governance  .  .  .  not  security.  .  .  .  It’s  the  utter  failure  in  the 
unity  of  effort  department.”50  In  April  of  that  year,  Secretary  of  Defense 
Robert  Gates  expressed  his  lack  of  satisfaction  with  McKiernan’s  civil- 
military  coordination  efforts,  saying  the  NATO  ISAF  commander  needed 
to  focus  on  “cooperation  between  civil  and  military  efforts.”51 

The  US  leadership  in  Afghanistan  changed  again  in  2009,  with  retired 
lieutenant  general  Karl  Eikenberry  becoming  ambassador  on  29  April  and 
GEN  Stanley  McChrystal  becoming  the  NATO  ISAF  and  US  Forces- 
Afghanistan  (USFOR-A)  commander  on  15  June.52  Under  direction  from 
Washington,  the  new  team  quickly  set  out  to  develop  an  integrated  civil- 
military  plan.  They  assembled  a  planning  team  led  by  planners  from  the 
S/CRS  and  including  other  US  civilian  agencies  as  well  as  the  US  military 
from  both  USFOR-A  and  ISAF,  and  on  10  August  2009  released  the 
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Integrated  Civil-Military  Campaign  Plan  for  Afghanistan  over  both  of 
their  signatures.53 

The  new  plan  created  a  coordinated  civil-military  decision-making 
structure  at  all  levels  in  Afghanistan.  At  the  national  level  in  Kabul,  the 
United  States  established  several  interagency  groups.  The  principals  group 
(the  ambassador  and  the  commanding  general  of  ISAF  and  USFOR-A) 
has  responsibility  for  final  coordination  and  decision  making.  The  EWG 
(with  interagency  members  from  the  US  Embassy,  USFOR-A,  and  US 
forces  from  ISAF)  includes  a  deputies-level  body  to  make  policy  and  deci¬ 
sions.  Several  mission  areas  in  the  campaign  plan  have  national-level 
working  groups,  which  monitor  and  assess  progress  on  each  mission  area 
in  the  plan.  The  political-military  section  of  the  embassy  provides  plan¬ 
ning  and  assessment  support  for  the  EWG  and  national-level  working 
groups.  In  addition,  the  civilians  at  the  embassy  were  reorganized  along 
functional,  rather  than  agency,  lines.54 

In  the  field,  the  United  States  created  civilian  lead  positions  at  the  two 
regional  commands,  at  each  subregional  US  brigade  task  force,  and  for 
each  province.  These  civilian  leads  coordinate  the  activities  of  all  US  civilians 
in  Afghanistan  at  their  level  and  subordinate  levels  who  are  operating  under 
the  ambassador’s  authority  and  also  serve  as  the  civilian  counterpart  to  the 
military  commander  at  that  organizational  level.  This  dual  role  as  the 
leader  of  US  interagency  civilians  and  counterpart  to  the  US  military 
commander  is  intended  to  produce  civil-military  unity  of  effort  at  each 
level.  In  addition,  each  region  has  established  an  organization,  called  the 
regional  integrated  team,  composed  of  the  regional  command  commander, 
the  US  Special  Operations  Forces  commander  for  that  region,  the  civilian 
lead,  and  representatives  from  US  agencies  operating  in  the  region.  Each 
regional  command  also  has  a  civil-military  fusion  cell,  which  is  responsible 
for  maintaining  a  common  operating  picture  of  the  region.  Similar  civil- 
military  entities  operate  at  the  subregional,  provincial,  and  district  levels. 
While  these  civil-military  structures  are  currently  US-only,  the  campaign 
plan  indicates  they  could  be  expanded  to  include  non-US  military  forces 
and  civilian  participants.55  The  US  organizational  structure  in  Afghani¬ 
stan  is  shown  in  figure  4. 

While  this  parallel  civilian-military  organizational  structure  (plus  the  three 
recent  CJIATFs  focused  on  counternarcotics  and  rule  of  law)  is  the  closest 
civil-military  coordination  the  United  States  has  produced  in  nine  years  of 
operations  in  Afghanistan,  it  still  falls  short  of  the  truly  integrated  CORDS 
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2002  to 


Figure  4.  Past  and  current  US  organizational  structures  in  Afghanistan 

structure  employed  in  Vietnam.  Dr.  Christopher  Lamb,  acting  director  of  the 
National  Defense  University’s  Institute  for  National  Strategic  Studies,  and  Dr. 
Martin  Cinnamond,  who  worked  in  a  number  of  UN  positions  in  Afghani¬ 
stan  in  2007  and  2008,  called  the  new  coordination  structure  insufficient, 
saying:  “It  calls  for  parallel  chains  of  command  with  coordination  at  every 
level.  Historically,  however,  the  way  to  ensure  civil-military  cooperation  is  to 
formally  integrate  the  military  and  civilian  chains  of  command.”56 

As  the  previous  cases  demonstrate,  the  United  States  has  applied  a  range  of 
organizational  structures  to  interagency  operations  abroad.  While  it  can  claim 
some  success  in  interagency  foreign  endeavors,  these  successes  are  often  costly 
in  resources,  time,  and  foreign  goodwill,  as  the  various  elements  of  the  inter¬ 
agency  fail  to  work  together  in  a  synchronized  manner.  The  next  section  de¬ 
scribes  four  potential  ways  to  reorganize  the  interagency  system  at  the  crisis 
task  force  level  to  produce  better  unity  of  effort. 

Proposed  Organizational  Reforms 

Since  the  passage  of  the  Goldwater-Nichols  DoD  Reorganization  Act  of 
1986,  which  unified  the  military  services  into  a  joint  operational  team, 
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there  have  been  numerous  studies,  books,  articles,  and  papers  suggesting 
ways  to  improve  interagency  unity  of  effort.57  After  the  11  September 
2001  terrorist  attacks,  most  authors  focused  on  problems  and  solutions 
particular  to  the  counterterrorism  mission.  Following  the  2003  invasion 
of  Iraq,  many  changed  focus  to  stabilization  and  reconstruction  opera¬ 
tions  and  counterinsurgency  warfare.  However,  relatively  few  studies  have 
looked  at  whole-of-government  unity  of  effort  across  the  range  of  COIN, 
counternarcotics,  CT,  development  assistance,  reconstruction  and  stabili¬ 
zation,  and  natural  disaster  response  missions. 

For  these  operational-level  deliberative,  or  crisis-action  missions,  the 
organizational  reforms  proposed  over  the  last  two  decades  generally  divide 
into  four  categories:  an  interagency  organization,  a  State  Department-led 
organization,  a  military-led  organization,  or  a  parallel  structure.  As  cur¬ 
rently  practiced,  the  closest  structures  the  USG  has  to  operational-level 
interagency  organizations  are  the  JIATFs  at  SOUTHCOM  and  PACOM, 
which  combine  military,  law  enforcement,  and  intelligence-community 
personnel  in  a  unified  structure.  There  are  no  current  or  recent  examples 
of  State  Department-led  subregional  interagency  organizations  for  con¬ 
tingency  operations,  though  of  course  the  country  team  led  by  the  ambas¬ 
sador  at  every  US  embassy  provides  a  steady-state  example  of  a  DoS-led 
interagency  organization.  On  the  other  hand,  there  are  a  few  examples  of 
military-led  interagency  organizations,  including  the  MACV-CORDS 
structure  in  Vietnam.  A  parallel  structure  exists  today  in  Afghanistan,  with 
the  embassy  and  the  military  joint  task  force  (JTF)  coordinating  with  each 
other  but  with  neither  formally  subordinate  to  the  other.  There  have  also 
been  parallel  structures  during  humanitarian  response  operations,  such  as 
the  response  to  the  2004  Asian  tsunami,  with  the  military  and  other  agencies 
coordinating  but  with  neither  subordinate  to  the  other.  The  following 
sections  describe  four  proposed  organizational  reform  models. 

An  Interagency  Structure 

The  first  operational-level  reform  model  envisions  creating  an  integrated 
interagency  task  force  for  crisis  operations,  unifying  interagency  civilian  and 
military  efforts  and  command  structures.  This  structure  is  similar  to  the  current 
JIATFs  at  PACOM  and  SOUTHCOM,  though  with  increased  command 
authority.  The  most  prominent  proponents  of  this  reform  model  include  the 
Defense  Science  Boards  (DSB)  2004  summer  study  and  the  2008  Forging  a 
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New  Shield  and  2009  Turning  Ideas  into  Action  reports  from  the  Project  on 
National  Security  Reform  (PNSR). 

The  2004  DSB  study  recommended  establishing  joint  interagency  task 
forces  composed  of  the  leaders  operating  in  the  area  of  interest,  including 
the  ambassador,  the  USAID  country  director,  the  CIA  chief  of  station, 
and  other  senior  agency  representatives.  These  would  be  augmented  with 
DoD  personnel  as  needed  to  integrate  planning  with  higher  organiza¬ 
tional  levels  and  ensure  coordinated  action  by  all  US  players.58 

In  their  2008  and  2009  reports,  the  PNSR  team  recommended  creating 
integrated  interagency  crisis  task  forces  (CTF)  to  conduct  crisis  opera¬ 
tions.  The  CTFs  would  have  an  integrated  civil- military  chain  of  com¬ 
mand,  as  shown  in  figure  5. 59  A  CTF  would  have  a  single  director,  a  clear 
mission,  resources,  and  authority  commensurate  with  assigned  responsi¬ 
bilities.  The  CTF  director  could  be  either  military  or  civilian,  depending 
on  the  security  situation,  and  would  be  supported  by  an  interagency 
staff.60  The  CTF  director  would  report  directly  to  the  president  through 
the  national  security  advisor  for  “large  and  important”61  crises  and  to  the 
director’s  respective  department  (i.e.,  a  lead  agency)  for  less-prominent 
crises.  Once  again,  this  reporting  structure  appears  to  have  the  potential 
to  overload  the  president  and  National  Security  Council  (NSC)  staff.  To 
ensure  the  CTF  director  has  the  necessary  level  of  authority,  the  PNSR 
study  team  says  CTFs  should  be  authorized  by  Congress  and  chartered  by 
the  president.62 

More  recently,  Jeffrey  Buchanan  et  ah,  in  a  2009  Joint  Force  Quarterly 
article,  recommended  establishing  joint  interagency  task  forces  to  make 
operational-level  crisis  operations  both  joint  and  interagency  and  provide 
command  authority  over  all  assigned  interagency  forces  from  the  tactical 
level,  through  the  JIATF  commander,  to  a  proposed  regional  interagency 
commander,  to  the  president  through  the  NSC.63 

Some  have  recommended  establishing  joint  government  task  forces  (JGTF) 
for  interagency  contingency  operations,  led  by  either  the  military  or  a  civilian 
agency,  based  on  which  organizations  core  competency  most  closely  aligned 
with  the  primary  mission  of  the  task  force.  This  means  a  civilian  could  have 
command  of  assigned  military  forces.  The  proposed  JGTFs  would  have  stron¬ 
ger  command  arrangements  than  the  current  counternarcotics  JIATFs  at 
SOUTHCOM  and  PACOM.  In  JIATF-S  andJIATF-W,  the  task  force  com¬ 
mander  has  only  tactical  control  of  the  participating  units,  while  operational 
control  remains  with  the  parent  agencies.  The  study  recommends  delegating 
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operational  control  to  JGTF  commanders,  similar  to  a  military-only  JTF.  It 
would  also  align  the  two  current  and  any  future  standing  JIATFs  under  the 
stronger  JGTF  model.64  Still  others  recommend  creating  and  deploying  ad 
hoc  IATFs  for  crisis  operations.  These  interagency  task  forces  would  be  task- 
organized  to  accomplish  specific  missions  using  the  combined  capabilities  of 
the  interagency  and  would  have  operational  control  and  command  authority 
over  all  forces  assigned  for  planning,  exercises,  and  mission  execution.65 

A  2005  article  in  Policy  Review  recommended  developing  IATFs  as 
needed  for  specific  missions.  These  integrated  task  forces  would  be  led  by 


Figure  5.  Interagency  task  force  model 


a  presidential  special  representative  who  would  report  directly  to  the  pres¬ 
ident  and  would  have  an  integrated  headquarters  staff  of  representatives 
from  all  relevant  agencies.  The  article  does  not  specifically  address  how  the 
civilian  and  military  components  would  relate,  but  presumably  they 
would  all  fall  under  this  integrated  task  force.  The  major  concern  with  this 
model  is  the  proposal  to  have  the  task  force  leader  report  directly  to  the 
president;  a  handful  of  integrated  task  forces  responding  to  crises  around 
the  globe  could  quickly  overload  the  president  and  the  NSC  staff.66 

State  Department  Leads 

The  second  operational-level  reform  model  for  crisis  operations  would  put 
the  DoS  in  charge  of  an  interagency  task  force.  Interestingly,  in  two  decades  of 
reform  literature  there  is  no  incidence  of  this  model.  However,  the  interagency 
country  team  led  by  the  ambassador  is  standard  for  steady-state  operations  at 
all  US  embassies,  so  the  model  is  worth  considering  for  contingencies  as  well. 
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In  a  State  Department  lead-agency  model,  the  USG  would  create  an  IATF 
similar  to  those  described  in  the  previous  section,  but  the  leader  of  the  IATF 
would  always  be  from  the  DoS.  In  countries  with  a  functioning  US  embassy, 
the  ambassador  would  be  the  logical  choice  to  lead  the  IATF,  since  that  posi¬ 
tion  already  has  the  responsibility  to  lead  all  US  interagency  activities  in  the 
country  other  than  military  forces  involved  in  major  combat  operations. 
Where  there  is  no  functioning  embassy  or  where  the  United  States  does  not 
have  diplomatic  relations,  the  president  could  designate  a  special  representa¬ 
tive  who  would  then  report  through  DoS  channels  rather  than  directly  to  the 
president  or  national  security  advisor.  This  model  is  shown  in  figure  6. 


AMBASSADOR 


Figure  6.  State  Department-led  interagency  task  force  model 


Under  this  model,  the  MACV-CORDS  structure  would  have  been  re¬ 
versed,  with  the  civilian  CORDS  director  in  charge  of  the  overall  US  effort 
in  Vietnam  and  the  MACV  commander  subordinate  and  providing  mili¬ 
tary  support  to  the  overall  effort.  Similarly,  in  the  first  year  after  the  2003 
invasion  of  Iraq,  Coalition  Provisional  Authority  (CPA)  administrator  and 
presidential  special  representative  (and  ambassador)  L.  Paul  Bremer  would 
have  been  in  charge  of  the  overall  US  effort  in  Iraq  with  the  military  JTF 
in  support,  rather  than  the  uncoordinated  parallel  structure  that  existed. 
The  rationale  for  this  proposal  is  that  in  complex  operations,  such  as  counter¬ 
insurgencies  or  postconflict  stabilization  and  reconstruction,  the  desired 
end  state  is  political,  not  military.  While  security  is  a  necessary  part  of  the 
overall  effort,  the  years  of  frustration  during  America’s  efforts  in  Vietnam, 
Iraq,  and  Afghanistan  demonstrate  that  great  military  effort  is  often  ex¬ 
pended  to  achieve  little  in  the  way  of  strategic  goals  if  it  is  not  firmly  di- 
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rected  toward  the  overall  political  objectives.  This  model  would  attempt  to 
put  the  right  senior  civilian  with  the  right  understanding  of  broad  US 
goals  in  charge  of  the  response. 

Military  Leads 

The  third  reform  model  for  crisis  operations  would  put  the  military  in 
charge  of  an  interagency  task  force,  as  the  United  States  did  with  the 
MACV-CORDS  structure  in  Vietnam.  Again,  it  is  interesting  to  note 
that  there  has  been  very  little  discussion  in  the  literature  about  this  model, 
despite  the  fact  that  many  historians  and  military  analysts  have  praised  the 
CORDS  structure  in  Vietnam. 

The  only  proposal  of  this  type  identified  in  the  literature  comes  from  a 
2006  paper  advocating  a  CORDS-like  construct.  The  State  Department’s 
S/CRS  would  create  a  civilian  interagency  organization  that  would  be  a 
subordinate  part  of  a  military  JTF,  as  was  done  by  MACV-CORDS  in 
Vietnam  (The  military-led  structure  is  shown  in  fig.  7).  This  study  con¬ 
tends  this  would  be  better  than  the  current  JIACG  and  JIATF  models, 
which  try  to  achieve  unity  of  effort  without  unity  of  command,  and  would 
also  be  better  than  the  parallel  structure  frequently  used  today.  The  parallel 
structure  mirrors  the  unsuccessful  arrangement  the  US  used  in  Vietnam 
prior  to  the  establishment  of  the  CORDS.67 


Figure  7.  Military-led  IATF  model 
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A  Parallel  Structure 

Finally,  the  fourth  model  would  use  a  parallel  civil-military  structure  with 
neither  in  charge  of  the  overall  effort.  The  most  significant  proponent  of  this 
structure  is  the  Center  for  Strategic  and  International  Studies  (CSIS);  few 
others  have  proposed  this  model.  The  PNSR  study  team  contends  that  “dual 
civilian  and  military  chains  of  command  in  the  field  complicate  unity  of 
purpose  and  effort.”68 

Lt  Col  Harold  Van  Opdorp,  USMC,  in  a  July  2005  Small  Wars  Journal 
article,  proposed  a  classic  parallel  structure,  creating  a  “deployable  JIACG” 
that  would  unify  the  civilian  interagency  presence  in  a  country  under  a 
single  organization  that  would  operate  in  parallel  with  the  military’s  JTF.69 
Depending  on  the  situation,  either  the  deployable  JIACG  or  the  JTF  would 
be  the  supported  command  with  the  other  acting  in  support.  During  major 
combat  operations,  the  JTF  would  be  the  supported  command,  while  in  a 
humanitarian  response  operation,  the  deployable  JIACG  would  most  likely 
be  the  supported  command.  Van  Opdorp  notes  that  many  operational  plans 
incorporate  phases,  and  the  supported/supporting  relationship  between  the 
deployable  JIACG  and  the  JTF  could  change  as  the  campaign  phases  change; 
for  instance,  the  JTF  passes  the  leading  role  to  the  deployable  JIACG  during 
the  transition  to  postconflict  stabilization  and  reconstruction  operations.70 

The  CSIS  study  team  proposed  a  much  more  integrated  task  force  structure 
but  one  which  still  has  two  leaders  reporting  in  two  separate  chains  of  com¬ 
mand  to  Washington,  albeit  with  an  integrated  staff  and  a  great  deal  of  coor¬ 
dination.  The  CSIS  team  recommended  establishing  an  IATF  to  integrate  the 
day-to-day  efforts  of  all  US  agencies  participating  in  a  crisis  operation.  The 
IATF  would  deploy  to  the  field  and  would  be  jointly  led  by  a  military  JTF 
commander  and  a  civilian  special  representative  appointed  by  the  president. 

The  president’s  special  representative,  who  could  be  the  US  ambassador 
or  another  senior  civilian  of  comparable  stature,  would  be  responsible  for 
achieving  the  overall  US  objectives  and  would  have  directive  authority 
over  all  US  government  civilians  deployed  to  the  field  for  the  operation. 
The  special  representative  would  report  to  the  president  through  the  sec¬ 
retary  of  state.  The  JTF  commander,  a  senior  military  officer,  would  be 
responsible  for  military  operations,  would  have  operational  control  over 
all  US  military  forces  deployed  to  the  field  for  the  operation,  and  would 
report  to  the  geographic  combatant  commander,  leaving  the  traditional 
military  chain  of  command  unbroken.  While  the  special  representative 
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would  have  no  direct  authority  over  the  JTF  commander,  he  or  she  would 
be  able  to  raise  disagreements  to  the  NSC  or  the  president  for  resolution. 

Both  the  special  representative  and  the  JTF  commander  would  be  sup¬ 
ported  by  a  single,  integrated  interagency  staff,  composed  largely  of  mili¬ 
tary  personnel  under  the  command  of  the  JTF  commander  plus  civilian 
personnel  detailed  from  various  agencies  to  work  for  the  special  represen¬ 
tative.  Where  a  functioning  US  embassy  exists,  the  integrated  staff  would 
augment  the  existing  country  team,  which  would  then  become  the  sup¬ 
port  staff  for  the  operation.71  The  parallel  structure  proposed  by  the  CSIS 
team  is  shown  in  figure  8. 


to  President  through  to  Geographic 

Secretary  of  State  Combatant  Commander 


Figure  8.  Parallel-structure  interagency  task  force  model 

Analysis  and  Recommendation 

Past  and  current  examples  of  organizational  structures  used  by  the  United 
States  across  the  range  of  counterinsurgency,  counternarcotics,  counter¬ 
terrorism,  development  assistance,  reconstruction  and  stabilization,  and 
natural  disaster  response  missions  are  instructive.  Examining  the  four  pro¬ 
posed  organizational  reform  models  leads  to  the  question  of  what  criteria 
should  drive  the  change  of  interagency  operations. 

Criteria  for  Change 

From  the  many  criticisms  brought  against  the  current  interagency  struc¬ 
ture  and  the  identified  problems  in  both  recent  and  ongoing  operations, 
this  article  now  proposes  criteria  by  which  to  evaluate  interagency  reforms. 
Ideally,  a  better  interagency  structure  would  accomplish  13  things. 
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First,  many  observers  argue  that  the  military’s  role  in  foreign  policy  is 
too  large,  so  a  reform  must  be  found  that  increases  the  ability  of  the  DoS 
to  lead  US  foreign  policy  across  the  interagency  while  lowering  the  mili¬ 
tary’s  profile.  Assistant  Secretary  of  State  for  Political-Military  Affairs  John 
Hillen  stated  in  2005,  “If  we  subvert,  however  unintentionally,  our  ability 
for  the  lead  foreign  policy  agency  of  the  US  government  [i.e.,  the  DoS]  to 
deliver  credible  and  consistent  messages  ...  to  those  actors  whose  behavior 
we  are  trying  to  shape  and  change,  we  will  lose  influence  and  legitimacy.”72 
Also,  a  2006  Senate  Foreign  Relations  Committee  investigation  con¬ 
cluded,  “There  is  evidence  that  some  host  countries  are  questioning  the 
increasingly  military  component  of  America’s  profile  overseas.”73  Similarly, 
in  June  2008,  Secretary  Gates  warned  against  the  “creeping  militarization” 
of  foreign  policy  and  advocated  for  a  larger  role  for  the  State  Depart¬ 
ment.74  More  recently,  chairman  of  the  Joint  Chiefs  of  Staff  (CJCS) 
ADM  Michael  Mullen  stated,  “US  foreign  policy  is  still  too  dominated 
by  the  military.”75 

Second,  the  reform  must  produce  better-coordinated  planning  at  the 
operational  level  than  is  now  achieved.  There  are  numerous  examples, 
such  as  the  1989-90  intervention  in  Panama  and  the  2003  invasion  of 
Iraq,  in  which  lack  of  coordination  between  agencies  during  the  planning 
phase  led  to  significant  problems  during  execution,  particularly  when  the 
military  perceived  it  was  time  to  transfer  responsibility  for  the  operation 
to  another  agency.  In  Operations  Just  Cause  and  Promote  Liberty  in 
Panama,  the  military  began  contingency  planning  for  regime  change  and 
postconflict  operations  in  1987,  but  for  reasons  of  operational  security  did 
not  discuss  the  plans  with  other  agencies  it  assumed  would  play  key  roles 
until  days  before  the  December  1989  invasion.76  In  Operation  Iraqi 
Freedom,  planners  from  the  military,  the  DoS,  and  the  USAID  developed 
separate  postconflict  plans.  Ultimately,  the  plan  the  United  States  intended 
to  follow  for  postconflict  operations  in  Iraq  was  developed  by  the  DoD, 
beginning  in  January  2003,  without  coordination  with  previous  State 
Department  or  USAID  efforts.77  This  lack  of  coordinated  planning  con¬ 
tributed  to  a  slow  start  to  US  postconflict  operations  in  Iraq,  opening 
the  way  for  the  insurgency  that  developed. 

Third,  the  reform  also  must  produce  interagency  unity  of  effort  during 
execution.  Uncoordinated  actions  are  wasteful  of  time  and  resources  and 
can  make  it  more  difficult  to  accomplish  US  goals.  For  example,  if  the 
Army  Corps  of  Engineers  builds  a  school  but  the  USAID  does  not  assist 
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with  funding  for  teacher  training,  the  effort  was  wasted  and  may  even  be 
counterproductive  if  it  leads  the  local  population  to  doubt  US  abilities  or 
commitment.  A  lack  of  unity  of  effort  characterizes  much  of  the  US  expe¬ 
rience  in  Iraq.  A  2009  GAO  study  stated,  “Since  2005,  multiple  US 
agencies — including  the  State  Department,  USAID,  and  DoD — led  sep¬ 
arate  efforts  to  improve  the  capacity  of  Iraq’s  ministries  to  govern,  without 
overarching  direction  from  a  lead  entity  to  integrate  their  efforts.”78 

Fourth,  any  move  to  reorganize  interagency  structures  and  processes  must 
lead  to  a  system  which  is  more  effective — and  perhaps  more  efficient — than 
the  various  agencies  working  alone,  without  the  extra  bureaucratic  and 
resource  overhead  associated  with  interagency  coordination.79  Increased 
effectiveness  is  absolutely  required,  or  the  reform  is  counterproductive. 
Improved  efficiency,  while  not  required,  is  desirable.  The  PNSR  study 
team  notes  that  the  current  system  “militate [s]  against  efficiency  and 
effectiveness  by  undermining  cooperation  and  collaboration  ...  [in 
which  competition]  and  information  hoarding  between  agencies  and 
their  personnel  is  often  standard  behavior.”80 

Fifth,  the  reform  should  task  leaders  with  clear  responsibilities  and  give 
them  the  necessary  authority  to  carry  out  those  responsibilities.  Prominent 
management  theorist  Lyndall  Urwick  coined  two  applicable  concepts:  the 
principle  of  authority,  which  says  there  should  be  a  clear  line  of  authority 
from  the  top  of  a  management  structure  to  every  individual,  and  the  principle 
of  correspondence,  which  says  a  leader  must  be  given  authority  commensu¬ 
rate  with  assigned  responsibility.  He  argued  that,  no  matter  how  complex 
the  organization,  these  principles  should  be  observed.81  Too  often,  today’s 
system  of  interagency  coordination  assigns  responsibility  but  does  not 
clearly  define  a  chain  of  command  or  provide  a  leader  with  the  needed 
level  of  authority  over  personnel,  resources,  or  processes  of  other  agencies. 

Sixth,  the  decisions  made  by  the  leader  or  leaders  must  be  perceived  as 
legitimate  and  authoritative  by  participants  outside  the  leader’s  home 
agency.  Organizational  reform  expert  and  current  Air  Force  secretary 
Michael  Donley82  notes,  “Lack  of  complete  authority  and  murky,  unclear 
divisions  of  responsibility  mean  that  legitimacy  in  decision  making  will  be 
challenged.”83  This  is  often  the  case  in  today’s  system,  where  decisions  by 
a  leader  from  one  agency  are  not  perceived  as  binding  by  another  executive 
branch  agency. 

Seventh,  the  leaders  of  the  interagency  process  must  have  access  to  the 
necessary  financial,  personnel,  and  material  resources  from  other  agencies 
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to  be  successful  in  their  assigned  mission.  For  example,  the  DoS  or  the 
USAID  is  often  tasked  to  accomplish  a  diplomatic  or  developmental  mis¬ 
sion,  which  it  cannot  achieve  without  the  logistical  or  security  resources 
provided  by  the  military.  In  some  cases,  this  issue  will  require  congressional 
changes,  as  budgets  are  provided  by  Congress  to  individual  agencies, 
and  the  executive  branch  has  limited  authority  to  realign  resources 
among  agencies. 

Eighth,  the  leader  and  organization  must  have  a  clear  chain  of  com¬ 
mand  to  the  president,  who  is  the  ultimate  decision  maker  on  foreign 
policy  and  national  security  issues.  This  is  again  Urwick’s  principle  of 
authority,  which  requires  a  clear  line  of  authority  from  top  management 
to  every  individual.  Structures  which  report  generically  to  “the  NSC”  or 
in  which  multiple  leaders  in  the  field  report  to  different  leaders  in  Washington 
contribute  to  either  undefined  or  multiple  competing  chains  of  authority 
to  the  president,  violating  this  principle. 

Ninth,  the  structure  must  not  overburden  the  president  and  the  national 
security  advisory  team,  who  need  to  be  focused  on  strategic  goals  and 
policies  rather  than  crisis  decision  making.  The  PNSR  study  team  notes, 
“White  House  centralization  of  interagency  missions  .  .  .  risks  creating  an 
untenable  span  of  control  over  policy  implementation  .  .  .  [This]  tends  to 
burn  out  National  Security  Council  staff,  which  impedes  timely,  disci¬ 
plined,  and  integrated  decision  formulation  and  option  assessment  .  .  . 
[and]  almost  guarantees  an  inability  to  do  deliberate,  careful  strategy  for¬ 
mulation.”  Any  reform  of  the  interagency  system  “must  free  the  president 
and  his  advisors  for  strategic  direction  by  providing  effective  mechanisms 
for  decentralizing  national  security  issue  management.”84 

Tenth,  the  reform  should  fix  the  imbalance  of  bureaucratic  power  and 
prestige  between  the  Departments  of  State  and  Defense.  The  State 
Department  is  much  smaller  in  terms  of  both  budget  and  personnel  than 
the  Defense  Department.  The  DoD  has  an  annual  budget  of  about  $660 
billion  and  a  workforce  of  approximately  three  million,  while  the  DoS  has 
an  annual  budget  of  about  $50  billion  and  a  workforce  of  fewer  than 
60,000  people,  of  whom  only  6,400  are  FSOs.85  The  additional  power  is 
required  to  ensure  the  State  Department’s  voice  is  heard  during  inter¬ 
agency  deliberations,  and  additional  prestige  is  required  for  the  DoS  to  be 
able  to  obtain  increased  funding  and  personnel  from  Congress.  Even 
Secretary  Gates  has  argued  that  the  DoS  needs  additional  resources  and 
capacity  to  participate  in  the  interagency  process,  saying  whole-of-government 
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approaches  “can  only  be  done  if  the  State  Department  is  given  resources 
befitting  the  scope  of  its  mission.”86 

Eleventh,  for  the  coordinated  interagency  system  to  improve  its  capabilities 
over  time,  personnel  from  across  the  participating  agencies  need  both  training 
and  experience  working  with  other  agencies.  Reform  options  that  routinely 
place  working-level  personnel  from  different  agencies  in  contact  with  each 
other  are  more  likely  to  produce  this  than  stove-piped  agencies  working  in 
parallel  or  achieving  coordination  only  through  small  interagency  cells. 

Twelfth,  any  changes  to  the  interagency  system  should  minimize  the 
financial,  personnel,  and  materiel  costs  required  to  establish  the  new  system. 
With  a  constrained  federal  budget,  advocating  any  reforms  to  Congress  and 
the  various  interests  in  Washington  will  be  difficult  if  costs  increase. 

Finally,  changes  to  the  interagency  system  should  attempt  to  minimize 
culture  shocks  in  the  participating  agencies.  Much  has  been  written  about 
the  different  cultures  in  the  various  organizations,  particularly  between 
the  military  and  the  DoS.87  Reforms  will  be  easier  to  advocate  and  imple¬ 
ment  if  working-level  personnel  in  the  participating  agencies  do  not  per¬ 
ceive  the  new  procedures  as  threats  to  their  careers  or  their  sense  of  self. 
Cultures  can  be  transformed,  but  it  takes  a  great  deal  of  time  and  effort. 

Evaluation  and  Recommendation 

The  most  robust  version  of  each  of  the  four  proposed  structures  was 
considered  during  the  evaluation  and  assessed  against  the  13  criteria  for 
change.  Despite  the  derivation  of  a  numeric  score  for  each  alternative,  the 
evaluation  scheme  is  qualitative  and  subjective.  Though  this  model  weights 
all  criteria  equally,  it  could  be  argued  that  some  factors  are  more  impor¬ 
tant  than  others.  This  analysis  deliberately  avoided  that  complication.  The 
ratings  for  each  of  the  four  models  are  summarized  in  table  1 . 

The  analysis  reveals  that  an  integrated  interagency  task  force  with  a  leader 
from  the  agency  most  appropriate  to  the  mission  is  the  best  choice.  The 
parallel  structure  used  most  often  today  is  the  worst  of  the  four  models, 
while  the  two  lead-agency  models  fall  somewhere  in  between. 

The  United  States  should  establish  integrated  IATFs  for  crisis  operations 
and  enduring  regional  interagency  missions  such  as  counternarcotics.  Each 
IATF  would  have  a  single  director,  a  clear  mission,  resources,  and  authority 
commensurate  with  assigned  responsibilities.  The  IATF  director  could  be 
either  military  or  civilian,  depending  on  the  security  situation  and  which 
agency’s  core  competency  most  closely  aligned  with  the  primary  mission 
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Table  1.  Analysis  of  operational-level  interagency  models 


Evaluation  Criteria 

Interagency 

Organization 

DoS 

Leads 

Military 

Leads 

Parallel 

Structure 

Nonmilitary  voice  and  face  for 

US  foreign  policy 

0 

+ 

- 

0 

Fully-coordinated  planning 

+ 

+ 

+ 

0 

Unity  of  effort  during  execution 

+ 

+ 

+ 

0 

More  efficient  and  effective  than 
agencies  working  alone 

+ 

+ 

+ 

0 

Leader’s  authority  commensu¬ 
rate  with  responsibility 

+ 

0 

0 

- 

Legitimacy  of  leader’s  decision 
making 

+ 

0 

0 

+ 

Leader  can  access  necessary 
resources 

+ 

0 

0 

0 

Clear  chain  of  command  to  the 
president 

+ 

+ 

+ 

- 

Does  not  overburden  the  presi¬ 
dent 

+ 

0 

0 

- 

Balance  of  power  and  prestige 
between  DoD  and  DoS 

0 

+ 

- 

- 

Develops  interagency  expertise 

+ 

+ 

+ 

0 

Reform  minimizes  cost  in  money, 
personnel,  and  materiel 

0 

0 

0 

+ 

Reform  minimizes  agency  culture 
shocks 

0 

- 

0 

+ 

TOTALS 

+9 

+6 

+3 

-1 

of  the  task  force,  and  could  be  designated  as  a  presidential  special  repre¬ 
sentative  if  necessary  to  provide  the  leader  more  rank  and  authority,  both 
internationally  and  domestically  within  the  interagency.  The  IATF  director 
would  be  supported  by  an  interagency  staff  using  an  integrated  civil- 
military  chain  of  command.  The  IATF  would  be  provided  with  the  necessary 
personnel  and  resources  from  across  the  interagency,  including  the  military, 
and  the  director  would  have  operational  control  over  all  assigned  forces. 

Implementation  Considerations 

The  IATF  model  would  have  worked  in  each  of  the  aforementioned 
scenarios,  but  is  especially  applicable  for  current  operations  in  Afghani¬ 
stan.  It  likely  would  have  avoided  many  of  the  problems  the  United  States 
has  faced  through  years  of  uncoordinated  operations.  Once  the  US  Embassy 
was  reopened  in  Kabul,  civilian  and  military  elements  in  Afghanistan 
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could  have  functioned  as  an  IATF  under  overall  supervision  of  the  ambas¬ 
sador,  with  the  commander  of  US  military  forces  in  Afghanistan  as  the 
ambassador’s  military  deputy,  producing  unity  of  effort  through  unity  of 
command  rather  than  the  personality-driven  parallel  structures,  which 
have  existed  through  most  of  the  US  involvement  there.  Alternatively,  the 
IATF  might  include  a  larger  operating  area  comprising  both  Afghanistan 
and  Pakistan.  In  this  case,  the  IATF  director  could  be  the  presidents  special 
representative  for  Afghanistan  and  Pakistan,  and  the  IATF  would  include 
the  US  embassies  in  both  countries,  as  well  as  conventional  military  forces, 
special  operations  forces,  and  CIA  covert  action  elements  in  both  countries. 

However,  one  must  consider  the  requirements  necessary  to  implement 
the  new  IATF  model.  These  include  overcoming  bureaucratic  resistance, 
obtaining  diplomatic  acceptance  for  this  new  construct  from  the  rest  of 
the  world,  minimizing  the  cost  of  the  reform  and  finding  a  way  to  pay  for 
it,  addressing  issues  of  agency  culture  and  training  interagency  personnel, 
and  obtaining  congressional  support  and  action. 

Bureaucratic  Resistance 

One  issue  to  address  when  implementing  any  reforms  in  USG  executive 
agencies  is  the  entrenched  power  of  bureaucracies  and  their  desire  to  preserve 
the  status  quo.  While  many  military  authors  have  proposed  interagency 
reforms,  relatively  few  proposals  come  from  the  State  Department.  This 
may  be  an  indicator  that  those  who  hold  bureaucratic  power  at  the  DoS 
are  not  in  favor  of  reform  along  the  lines  advocated  in  this  article.  For 
example,  the  CORDS  interagency  construct  used  during  the  Vietnam 
War  was  largely  supported  by  the  DoD  but  opposed  by  non-DoD  agencies, 
which  continually  tried  to  reduce  the  funding,  personnel,  and  mission 
assigned  to  the  CORDS.88  Similarly,  today  there  are  those  in  the  State 
Department — particularly  in  the  Bureau  of  African  Affairs  and  at  US 
embassies  across  Africa — who  do  not  support  the  establishment  of  the 
military’s  new  US  Africa  Command.89 

DoS  leaders  may  be  concerned  that  the  new  IATF  construct  will  require 
too  many  scarce  DoS  personnel  and  resources,  making  it  impossible  to 
properly  staff  and  resource  existing  missions.  This  concern  would  best  be 
addressed  by  increasing  the  State  Department’s  budget  and  number  of 
personnel,  as  Secretary  Gates,  CJCS  Mullen,  and  many  others  have  advo¬ 
cated  for  years. 
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Another  group  which  may  resist  this  reform  is  the  American  Foreign 
Service  Association — the  bargaining  organization  which  protects  the  interests 
of  US  Foreign  Service  officers.  FSOs  may  be  concerned  about  the  effects 
of  these  reforms  on  their  career  paths,  such  as  whether  interagency  service 
will  derail  their  careers  or  whether  it  will  be  required  to  advance  to  senior 
ranks  in  the  Foreign  Service.  These  concerns  could  be  addressed  by  clearly 
describing  the  new  career  tracks  for  FSOs  and  offering  suitable  promotion, 
monetary,  or  other  incentives  for  accepting  these  career  paths. 

Leaders  in  other  agencies  may  also  resist  the  new  interagency  construct 
because  their  personnel  would  report  to  leaders  from  another  agency  when 
serving  at  the  IATFs,  which  would  be  perceived  as  a  diminution  of  their 
power.  As  with  the  State  Department,  addressing  the  concerns  of  these 
leaders  could  include  providing  additional  personnel  and  funding,  clarify¬ 
ing  and  codifying  their  roles  and  authorities,  and  clearly  delineating  career 
paths  in  these  agencies  which  lead  to  senior  levels  of  leadership. 

Diplomatic  Acceptance 

Achieving  diplomatic  acceptance  from  the  rest  of  the  world  for  this  new 
construct  is  important  but  should  not  be  a  major  challenge.  When  the 
United  States  conducts  noncombat  actions  such  as  disaster  relief,  many 
host  nations  would  prefer  to  work  with  an  IATF  headed  by  a  USAID 
OFDA  representative,  for  example,  than  one  headed  by  a  military  officer. 
Similarly,  in  complex  reconstruction  and  stabilization  operations,  host  nations 
would  probably  perceive  an  IATF  headed  by  a  senior  diplomat  or  develop¬ 
ment  specialist,  rather  than  a  military  officer,  as  more  of  an  offer  of  assis¬ 
tance  and  less  of  a  threat  to  their  sovereignty.  In  those  (hopefully  few) 
cases  of  US  military  action  in  a  nonpermissive  environment,  the  IATF 
would  likely  be  led  by  a  military  officer — at  least  initially — which  would 
be  welcomed  by  threatened  governments  in  the  region,  while  the  percep¬ 
tions  of  the  target  nation  would  be  largely  irrelevant. 

Cost 

Any  reform  of  the  interagency  system  becomes  more  difficult,  or  even 
impossible,  as  the  projected  cost  increases.  While  it  is  beyond  the  scope  of 
this  article  to  conduct  a  detailed  cost  assessment  of  this  reform,  some  ball¬ 
park  estimates  can  be  offered.  Implementing  the  model  should  cost  relatively 
little,  since  the  envisioned  IATFs  would  frequendy  be  military-heavy  organi¬ 
zations  like  today’s  JTFs  and  JIATFs,  with  the  addition  of  interagency 
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personnel  from  embassy  country  teams,  which  currently  often  operate  in 
parallel  with  the  military  structure.  Thus,  the  IATF  largely  would  use  the 
same  personnel  and  resources  as  in  past  and  current  operations  but  in  a 
more  integrated  structure.  A  modest  number  of  additional  personnel  from 
other  agencies  would  be  required;  as  few  as  10  or  20  for  a  small  operation 
to  as  many  as  a  few  hundred  for  a  large,  complex  operation  like  the  CPAs 
administration  of  Iraq  prior  to  returning  sovereignty  to  the  Iraqi  govern¬ 
ment.  At  any  given  time,  from  two  to  10  LATFs  would  most  likely  be  active 
around  the  world,  leading  to  a  surge  requirement  of  perhaps  100-1,000 
non-DoD  personnel  across  the  interagency,  which  would  cost  in  the 
neighborhood  of  $10—100  million  in  annual  salaries,  plus  training,  pen¬ 
sions,  and  other  expenses.90  However,  if  legislation  were  to  shift  this  number 
of  personnel  billets  from  the  DoD  to  the  other  agencies,  this  could  be  cost 
neutral,  except  for  the  additional  training  required.  Shifting  the  billets 
makes  sense,  since  the  increased  presence  of  the  interagency  in  these  opera¬ 
tions  would  be  expected  to  reduce  the  military  workload,  and  the  1,000  DoD 
billets  is  less  than  one-tenth  of  one  percent  of  its  three  million  personnel. 

Personnel  and  Culture 

While  funding  the  new  model  may  not  be  difficult,  recruiting  and 
training  the  necessary  new  personnel  for  the  non-DoD  agencies  could  be 
much  more  challenging,  since  the  skill  sets  in  these  agencies  tend  to 
require  higher  initial  education  than  the  average  entry-level  military  posi¬ 
tion.  It  might  take  several  years  to  recruit  the  necessary  personnel  and 
train  them  at  the  Foreign  Service  Institute,  National  Defense  University, 
or  other  interagency  schools. 

Of  perhaps  greater  importance  is  developing  a  true  interagency  career 
path.  The  2006  Quadrennial  Defense  Review  ( QDR)  concurred,  saying 
that  “interagency  operations  would  be  strengthened  by  establishing  a 
national  security  officer  career  path.”91  The  2010  QDR  also  addressed  this 
issue,  recommending  that  Congress  “allocate  additional  resources  across 
the  government  and  fully  implement  the  National  Security  Professional 
(NSP)  program  to  improve  cross-agency  training,  education,  and  profes¬ 
sional  experience  opportunities.”92 

The  Goldwater-Nichols  Act  created  the  joint  military  team,  in  part  by 
requiring  that  all  flag-rank  military  personnel  have  experience  in  a  qualify¬ 
ing  joint  position.  The  combatant  commands,  the  Joint  Staff,  and  the 
many  joint  task  forces  also  provide  numerous  opportunities  for  military 
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officers  to  gain  experience  working  in  the  joint  military  environment  at 
various  points  in  their  careers.  While  mandated  interagency  experience 
may  or  may  not  be  required  to  qualify  for  senior  leadership  positions,  the 
new  IATF  model  would  have  to  offer  opportunities  at  several  points  in  an 
individual’s  career  to  gain  interagency  experience  at  the  working  level,  line 
supervisory  level,  and  senior  level  if  the  United  States  hopes  to  create  a 
cadre  of  experienced  interagency  professionals.  Such  a  cadre  would  also 
benefit  from  opportunities  to  attend  professional  interagency  education, 
analogous  to  professional  military  education,  at  one  or  more  points  in  an 
interagency  civilian’s  career.  This  would  incur  costs  both  for  a  school  and 
instructors  and  for  enough  surplus  personnel  in  comparatively  small  agen¬ 
cies  to  allow  personnel  to  attend  school  while  all  critical  billets  remain  filled. 

It  is  also  necessary  to  make  interagency  service  an  acceptable  and  even 
valued  part  of  each  participating  agency’s  culture.  Today,  many  professionals 
in  the  non-DoD  agencies  are  strongly  partial  to  their  agency’s  culture  and 
prefer  to  work  only  within  that  agency.  Over  time,  this  cultural  isolation 
would  need  to  change.  A  defined  interagency  career  path  and  opportunities 
to  attend  school  with  personnel  from  other  agencies  would  help,  but  most 
of  all,  this  change  would  simply  take  time  to  evolve. 

Congressional  Support  and  Legislation 

Large  changes  to  the  national  security  system  above  the  single  agency  or 
department  level  would  most  certainly  require  action  by  the  president  and 
Congress.  Some  have  argued  that  a  presidential  executive  order  would  be 
sufficient  to  enact  the  proposed  reforms.93  While  an  executive  order  might 
change  the  interagency  system  during  the  current  administration,  history 
indicates  it  would  be  unlikely  to  remain  under  the  next  president.94  For 
example,  President  Clinton’s  new  process  for  interagency  reconstruction 
and  stabilization  operations,  described  in  Presidential  Decision  Directive-56 
(PDD-56),  did  not  outlast  his  presidency,  nor  was  it  generally  followed 
while  he  was  in  office.95  Nor  does  an  executive  order  presuppose  any  sup¬ 
port  from  Congress,  which  funds  the  executive  branch  agencies.  Because 
political  power  in  Congress  is  often  strongly  tied  to  the  large  sums  of 
money  associated  with  the  defense  budget,  Congress  will  certainly  want  to 
be  involved  in  any  reforms  that  change  the  national  security  structure.  The 
CSIS  “Beyond  Goldwater-Nichols”  study  team  noted:  “The  role  of  Con¬ 
gress  in  the  process  is  the  most  crucial  determinant  of  the  prospects  for  a 
reform  effort.  The  recommendations  that  flow  from  congressionally 
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mandated  groups,  commissions,  or  blue  ribbon  panels  are  more  likely  to 
lead  to  lasting  changes  than  efforts  launched  exclusively  at  the  executive 
branch  level.”96 

Enduring  change  comes  from  legislation.  Examples  include  the  1947 
National  Security  Act  which  created,  among  other  things,  the  National 
Security  Council  and  the  Department  of  Defense;  the  1986  Goldwater- 
Nichols  Act  which  created  the  joint  military  team;  the  2002  act  which 
created  the  Department  of  Homeland  Security;  and  the  2004  act  which 
created  the  office  of  the  Director  of  National  Intelligence. 

Proper  resourcing  also  comes  from  legislation.  Michael  Donley  argues 
that  if  a  new  interagency  structure  is  established  in  statute,  “Congress  has 
a  more  visible  obligation  to  provide  supporting  institutional  resources.”97 
The  CSIS  study  team  states  that  “Legislation  could  also  provide  the  basis 
for  realigning  agency  authorities  and  resources  to  ensure  that  each  agency 
has  the  capabilities  it  needs  to  execute  its  assigned  tasks.”98  Because  many 
of  the  complex  operations  which  would  benefit  from  execution  by  an 
IATF  are  unpredictable  crises,  budgeting  for  these  IATFs  would  require 
some  guesswork  and  flexibility  by  both  Congress  and  executive  branch 
agencies.  The  DoS  and  USAID  budgets  could  include  contingency  funds 
in  anticipation  of  a  certain  number  of  IATF  operations  each  year,  or  funds 
could  be  provided  to  participating  agencies  through  supplemental  appro¬ 
priations  for  particular  crisis  operations,  as  Congress  has  done  for  US  opera¬ 
tions  in  Iraq  and  Afghanistan.  To  facilitate  unity  of  effort,  the  legislation 
authorizing  these  funds  should  include  language  which  enables  the  transfer 
of  funds  between  agencies  and  provides  the  IATF  leader  with  some  ability 
to  prioritize  interagency  efforts  and  direct  funding  transfers  when  neces¬ 
sary  within  specified  limits.  To  ensure  oversight  of  these  transfers,  the  leg¬ 
islation  could  require  congressional  notification  of  any  transfers  over  a 
specified  amount.  While  the  capability  for  the  IATF  leader  to  direct  transfer 
of  funds  would  be  new,  the  process  of  interagency  funding  transfer  itself  is 
not  without  precedent.  For  example,  Section  1207  of  the  FY-06  National 
Defense  Authorization  Act  permitted  the  DoD  to  transfer  to  the  DoS  “up 
to  $100  million  in  defense  articles,  services,  training  or  other  support  for 
reconstruction,  stabilization,  and  security  activities  in  foreign  countries,” 
and  the  Pakistan  Counterinsurgency  Capability  Fund,  established  by  the 
FY-09  Supplemental  Appropriations  Act,  permits  the  DoS  to  transfer  all 
monies  appropriated  for  this  fund  to  the  DoD  or  other  federal  agencies 
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so  they  can  conduct  operations  to  build  and  maintain  the  capability  of 
Pakistani  counterinsurgency  forces." 

Finally,  legislation  would  be  needed  to  place  new  interagency  civilian 
leaders,  such  as  a  USAID  OFDA  expert  leading  a  disaster-response  IATF, 
in  command  of  participating  military  forces  and  personnel  from  other  US 
agencies.  The  United  States  already  practices  civilian  control  of  the  mili¬ 
tary,  with  the  president  and  secretary  of  defense  in  charge  of  the  military 
during  both  peace  and  war  and  the  civilian  secretaries  of  the  Air  Force, 
Army,  and  Navy  in  charge  of  each  service’s  organize,  train,  and  equip  (i.e., 
peacetime)  missions.  Additionally,  US  ambassadors  direct  interagency 
country  teams,  which  generally  include  some  military  personnel  at  their 
respective  embassies.  So,  the  concept  of  placing  civilians  in  charge  of  mili¬ 
tary  personnel  or  personnel  from  one  agency  in  charge  of  personnel  from 
another  is  not  without  precedent.  As  with  interagency  funding  issues, 
Congress  could  specify  authorities  and  limitations  in  authorizing  the 
IATF  and  could  provide  oversight  through  the  congressional  hearings 
process.  Participating  executive  branch  agencies  could  also  elevate  con¬ 
cerns  and  disputes  to  the  National  Security  Staff  and  National  Security 
Council  process  for  resolution,  when  necessary,  though  it  is  hoped  these 
disputes  would  decrease  both  in  intensity  and  frequency  as  participating 
agencies  become  more  comfortable  with  IATFs. 

Obtaining  congressional  approval  for  the  new  reforms  would  not  be 
easy.  Previous  reforms  occurred  largely  in  response  to  lessons  learned  from 
World  War  II,  the  failed  hostage  rescue  mission  in  Iran,  and  the  9/11  attacks. 
Significant  lessons  from  more  than  two  decades  since  Goldwater-Nichols 
could  motivate  the  necessary  reforms,  but  these  have  not  yet  been  enough 
to  influence  the  president  or  Congress  to  devote  political  capital  to  a 
reform  effort.  Attempting  changes  across  multiple  agencies  is  particularly 
difficult  in  Congress  because  authority  over  the  various  agencies  is  dis¬ 
tributed  across  multiple  committees  in  the  House  and  Senate.  This  not 
only  requires  the  action  of  many  different  committees  but  also  the  under¬ 
standing  that  power  in  the  committees  may  shift  based  on  the  reform.  For 
example,  the  proposed  reforms  would  likely  strengthen  the  House  and 
Senate  Foreign  Relations  Committees  significantly,  while  diminishing  the 
power  of  the  Armed  Services  Committees.100 

There  is  at  least  some  interest  in  Congress  in  assessing  and  addressing 
the  lack  of  interagency  unity  of  effort.  On  30  April  2009,  Rep.  Randy 
Forbes  (R-VA)  sponsored  the  Interagency  Cooperation  Commission  Act, 
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which  would  “establish  a  commission  to  examine  the  long-term  global 
challenges  facing  the  United  States  and  develop  legislative  and  administra¬ 
tive  proposals  to  improve  interagency  cooperation.”101  However,  the  bill 
has  no  cosponsors  and  has  been  stalled  in  the  House  Oversight  and  Gov¬ 
ernment  Reform  Committee,  Subcommittee  on  Government  Manage¬ 
ment,  Organization,  and  Procurement,  since  26  June  2009,  with  no  plans 
for  further  action  on  the  bill.  Given  the  many  other  significant  issues  facing 
Congress  at  the  time  of  this  writing,  coupled  with  the  US  drawdown  in 
Iraq  in  201 1  and  the  anticipated  drawdown  in  Afghanistan  by  2014,  there 
may  simply  not  be  enough  congressional  attention  or  interest  to  tackle  a 
reform  of  this  magnitude  in  the  near  future. 

Conclusion 

The  US  government  conducts  a  range  of  deliberate  and  crisis-action 
operations  abroad,  including  counterinsurgency,  counternarcotics, 
counterterrorism,  development  assistance,  reconstruction  and  stabilization, 
and  natural  disaster  response.  Expertise  for  these  missions  is  spread  across 
executive  branch  agencies,  and  generally,  no  single  agency  can  accomplish 
these  complex  missions  alone.  In  complex  operations  with  participants 
from  more  than  one  US  agency,  coordinated  planning  and  execution  at 
the  operational  level  is  often  lacking,  leading  to  redundancies,  gaps,  fric¬ 
tion,  and  frustration. 

Organizational  reforms  proposed  over  the  last  two  decades  for  these 
operational-level  deliberate  or  crisis-action  missions  divide  into  four  categories: 
an  interagency  organization,  a  State  Department-led  organization,  a  military- 
led  organization,  or  a  parallel  structure.  A  comparative  analysis  of  these 
four  models,  using  13  evaluation  criteria,  indicates  an  integrated  inter¬ 
agency  task  force  is  the  best  organizational  model  for  these  operations.  It 
also  indicates  that  the  parallel  structure  used  most  often  today  is  the 
worst  of  the  four  models,  while  the  two  lead-agency  models  fall  some¬ 
where  in  between. 

The  United  States  should  establish  integrated  IATFs  for  crisis  opera¬ 
tions  and  enduring  regional  interagency  missions.  Each  IATF  would  have 
a  single  director,  a  clear  mission,  and  resources  and  authority  commensurate 
with  assigned  responsibilities.  The  IATF  director  could  be  either  military  or 
civilian,  depending  on  the  security  situation  and  which  agency’s  core  com¬ 
petency  most  closely  aligns  with  the  primary  mission  of  the  task  force,  and 


[146] 


Strategic  Studies  Quarterly  ♦  Summer  20 1  I 


We  encourage  you  to  e-mail  your  comments  to  us  at:  strategicstudiesquarterly@maxwell.af.mil. 

Interagency  Task  Forces 


could  be  designated  as  a  presidential  special  representative  to  give  the 
leader  greater  rank  and  authority,  both  internationally  and  domestically 
within  the  interagency.  The  IATF  director  would  be  supported  by  an  inter¬ 
agency  staff  using  an  integrated  civil-military  chain  of  command.  The 
IATF  would  be  provided  with  the  necessary  personnel  and  resources  from 
across  the  interagency,  including  the  military,  and  the  IATF  director  would 
have  operational  control  over  all  assigned  forces. 

There  are  challenges  to  implementing  this  reform — including  overcoming 
bureaucratic  resistance,  obtaining  the  diplomatic  acceptance  from  the  rest 
of  the  world  for  this  new  construct,  minimizing  the  cost  of  the  reform  and 
finding  a  way  to  pay  for  it,  addressing  issues  of  agency  culture  and  training 
interagency  personnel,  and  obtaining  congressional  support — but  none 
which  cannot  be  surmounted.  The  new  IATF  construct  would  be  substan¬ 
tially  more  effective  in  achieving  US  foreign  policy  and  national  security 
goals.  It  makes  sense  to  expend  the  necessary  effort. 
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